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Bce npaBa coxpaHeHbl. HMKaKas YacTb 3TOro OKYMEHTa HE MOYET BOCNPOU3BOAMUTLCA, COXPAHATHCA B
CUCTEME XPaHEHUSA AaHHbIX UKW NepesaBaThea B 1060M popme € UCNO/Ib30BaHUEM /IHOOLIX METOA0B, B TOM
yuce 3N1eKTPOHHbIX UM MEXAHUYECKUX, MyTem GOTOKOMMPOBAHUSA, 3aNMUCKU, CKAHUPOBAHUA U T. N., 6e3
NUCbMEHHOTO paspeLleHns aBTopa.

HecmoTpsa Ha Bce NpeanpuHATbIE Mepbl MPELOCTOPONKHOCTM MPU NOATOTOBKE 3TOMO LLOKYMEHTa, aBTop U
n3gatesib He HeCyT HUKAKOWM OTBETCTBEHHOCTU 338 BO3MOMKHbIE OLIMBKM U/UAK yNyLLeHWA B HEM, A TaK»Ke 3a
ntoboli yuiep6, cBA3aHHbIN € UCNO/Ib30BaHWEeM MHOOPMALLMM B STOM AOKYMEHTE UAN NPOrPamMM U UCXOAHbIX
KOZOB, MpuiaratoLmxcs K Hemy. M3aaTenib v aBTOP HU NPU KaKMX 06CTOATENBCTBAX HE MOTYT CYMTATLCA
OTBETCTBEHHbIMM 32 HeZ0MOJ/y4YeHHY0 NpuUbbIIb AN N0HOW JPYro KOMMeEPUECKUi yiiep6, KOTopbI
[,0Ka3aHo UM NPEeAnoNOXKUTENbHO, MPAMO UM KOCBEHHO CBA3AH C 3TUM AOKYMEHTOM.

Bosnee noapobHas MHGopMaLuma pasmeLleHa Ha caiTe www.esetnod32.ru

Ony6ankosaHo: 2021
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1. BeegeHue

YBarkaemblii Nosb3oBaTeb!

Bnarogapum Bac 3a Bbibop Safetica. B 3Tom fOKyMeHTe Bbl HalgeTe NoApobHOe onvcaHue BCeX KOMNOHEHTOB
NPOAYKTa U PYKOBOACTBO MO MCMO/b30BaHMIO OTAE/bHbIX GYHKLMIA. Bbl MO3HAKOMMTECH C AETaNIAMM NPOLECCOB
Ha4YMHasn C YCTaHOBKM M Ha4a/IbHOro PasBePTbIBaHMNA B CETU OpPraHM3aLmmn 40 COBMECTHOIO MCMO/Ib30BaHUA, OLEHKM
pe3yNbTaToB M PeLleHNa PacnpoCcTpaHeHHbIX Npobiem.

Ecnun npepoctaBieHHan 34ecb MHGOPMALMA HE MOMOKET peLlnTb NpobieMy, CBAXKUTECH C HALel cay»Kboi
TEXHUYECKOM noaaep»ku https://www.esetnod32.ru/support/

Safetica npegnaraet coBepleHHO HOBbIM NOAXOA K BHYTPEHHEN 6€30MacHOCTM. ITO NepBoe pelleHne B 061acTu
6e3onacHocTH, 06beaMHAOLWEE peanbHyo NPOPUNAKTUKY C GaKTUUECKOW 3aLLMTOM NPOTUB BHYTPEHHMX Yrpo3.
MOHUTOPUHT AeNCTBUIA NO/Ib30BaTENIeN MOKa3bIBAaET MX PUCKOBAHHOE NOBeAEHME M 3aLMLLaeT KOMMAAHMIO OT
nocieAcTBUIA HEXKenaTebHbIX AEUNCTBUI COTPYAHUKOB, 610KMPYA TaKMe AeNCTBUA U 3aLLML,AA AaHHbIE OT YTEYKM
(DLP). HuKkakue gpyrve nporpaMmHble NPUAOKEHNUA He NpeaaraloT KOMNIEKCHbIV NOAXOA K 3alMTe OT OCHOBHbIX
BHYTPEHHMX yrpo3.

YT06bI Y3HaTb, KaK yCTaHaBAMBATb NPOrpammHoe obecneyeHune, npouTuTe Pykogodcmeo o ycmaHoske Safetica.
YT06bI ObICTPO 03HAKOMMUTLCA C OCHOBHbLIMM METOAAMM M UX UCMO/Ib30BAHMEM, BOCMO/Ib3YIUTECH KPAMKUM
pykosodcmeom Safetica.

2. O Safetica

Safetica — mynbTunaaTopmeHHoe pelweHune Knacca DLP (Data Loss Prevention), KoTopoe NnoMoraeT BbISiB/IATb PUCKM
6€e30MacHOCTH, yNpPaBATb NOTOKOM AAHHbIX U 3aLMLLaTh KOHOUAEHLMANbHYO MHGOPMALUIO KOMMNAHWK, a TaKKe
COOTBETCTBOBATb 3aKOHOAATE/IbHbIM TpeboBaHMAM B 061aCTU 3aLWMTbl AaHHbIX. MHOpMaLMA O HapyLLeHUAX
6e30nacHOCT NepesaeTca C MOMOLLbbO MFHOBEHHbIX MpeaynpeXaeHUn U HacTpauBaeMblX OTYETOB.

Safetica npocTa B pa3BepTbIBaHWM U LOCTYMNHA N0 LeHe 417 KomnaHuy ntoboro macwraba. bonee nogpobHyto
MHPOPMALMIO O NPOAYKTAX U MOLYNAAX MOXKHO HalTK Ha cavite www.esetnod32.ru nau B 6ase 3HaHwui Safetica.

2.1. MpoayKTtbl U mogynum Safetica

B nopTdene Safetica TpM OCHOBHbIX NPOAYKTA U 1B AONONHUTENbHbBIX MOAYA.

MpoAayKTbl

Safetica Discovery


https://www.esetnod32.ru/support/
http://www.esetnod32.ru/

Safetica Discovery npegHasHa4eH gnsa ayauta 6es3onacHocTu onepaunii ¢ anammn n nx nepegadn. Npoaykr
nomoraeT 0bHapyX1BaTb NOLO3PUTE/NbHbIE AEUCTBUA, y4YLle NOHUMATb NpoLecchl 6830MacHOCTU U KapTUHY
NPOUCXOAALLErO BHYTPU OpraHM3aLmnu.

Safetica Protection

Safetica Protection no3sosseT ncnonb3osatb rMbKkue NoANTUKK DLP ans 3awmTbl AaHHbIX M NPEAOTBPALLEHMA YTEYEK
Ba*KHbIX GpaliIoB Ha Pas3/IMYHbIX YCTPOMCTBAX M nnaTdopmax. B pacnopsxkeHMM 3akasumKa wudposaHue BitLocker n
30HMpoBaHue Safetica.

Safetica Enterprise

Safetica Enterprise nogaep»kvBaeT 40N0HUTENbHbIE GYHKLMU, HEOBXOAMMbIE ANA KPYNHbIX OpraHu3auunii. MpoayKT
paclwmpsaeT BO3MOXKHOCTM DLP 3a cyeT aBTOMATUYECKOM UHTErpaLLMn C peLeHUAMM CTOPOHHUX NPOU3BOANUTENEN,
noAAepXKN HeckobKnx gomeHoB Active Directory u ynpasneHus pabounm npoueccom. ECTb BO3MOXKHOCTb
NepcoHanM3nMpoBaThb MPUIOKEHNE A9 KOHEYHbIX TOYeK, 4,06aBUB IOrOTUN 3aKasumKa.

Mopaynu

Mogaynun Safetica nossonsatoT PacWMpPUTb BO3SMOXHOCTU peLleHNA N 3aKPbITb 6onbliee yncno cueHapues
MCNO/1b30BaHMUA.

)0
Safetica UEBA

Mogaynb aHanu3a noseaeHMa noab3oBaTtenen U 06 bEKTOB OLLEHMBAET AENCTBMA NONb30BaTENEN U BHYTPEHHUE
yrpo3sbl. bonee nogpobHas MHbopmaLma AocTynHa B 6ase 3HaHKMI Safetica.

Safetica Mobile

PeweHune ana ynpasneHa mobunbHbimm yctpoiicteamu (MDM) npegHasHayeHo ANA 3aLMTbl AaHHbIX HA
cMapTdOoHax 1 NNaHWeTOB COTPYAHMKOB. bosee noapobHaa MHPopmaumsa aocTynHa B 6a3e 3HaHuM Safetica.



https://go.safetica.com/kb/4711883
https://support.safetica.com/en/knowledge-base/safetica-mobile

Ycrapeswue npoAayKTbl
B KauecTBe anbTepHaTMBbI Npeablaylemy nopTdento npeanaratoTca cieaytolme NPoayKTbl:
BMmecTo Safetica Auditor — Safetica Discovery + Safetica UEBA

BmecTo Safetica DLP — Safetica Protection + Safetica UEBA mnu Safetica Enterprise + Safetica UEBA (B
3aBWCMMOCTHM OT NOTPEeBHOCTEN KINEHTOB)

BmecTo Safetica Supervisor — Safetica Discovery + Safetica UEBA. bonee noapo6bHaa nHdopmauus ob
YNpaB/AeHUN NPUNOKEHUAMU U BEO-KOHTPOJIe, 06 yNpaBaeHUN NevaTbto, a TakKe o moayne Safetica
Supervisor A0CTyMHa N0 COOTBETCTBYOLLMM CCbIJIKAM

2.2. ApxuTteKTtypa

MpopykT Safetica ocHoBaH Ha KAMeHT-cepBepHON apxutekType. KnmeHT Safetica Ha paboumx mectax 3anyckaet
KOMMYHMKALMIO C cepBepom. BmecTe ¢ KIMeHTOM Ha paboumnx CTaHLMAX 3aNyCKaeTcA areHT 3arpy3ymKa, KoTopbli
npegHasHavyeH A4 YyCTaHOBKWU, OOHOBNEHUA U YIPABAEHUA APYTUMUN KIUEHTCKMMU KOMMNOHEHTaMu. Jna
ynpaB/ieHNA, HaCTPOIMKM U 0TOBParKeHUA NOYYEHHbIX AAaHHbIX MCNO/b3YETCA KOHCOb YNpaBaeHUs unu
WebSafetica. [laHHble, NONyYeHHble C OTAENbHbIX PabOUNX MECT, XpaHATCA Ha cepBepe 6a3bl AaHHbIX. basa AaHHbIX
TaKXKe XPaHUT HAaCTPOWMKKM Bcex KoMnoHeHToB Safetica.

Kaxaaa us cnegytowmnx yacten moxKeT YCTaHaB/MBaATbCA Ha OTAE/IbHOM KOMMNblOTEpPE.

Cepsep

Cepsep Safetica paboTaet Kak cny»kb6a Ha BblLeneHHOM cepBepe, obecrneunBas coeguHeHve mexay 6a3oi gaHHbIX 1
APYrMMM KomnoHeHTamu Safetica v UX gUCTaHUMOHHOE ynpaBaeHue.

PekomeHAayemoe annapatHoe U nporpammHoe obecneveHune
yeTblpexbagepHbIn npoueccop 2,4 My,
onepaTtmsHaa NnamaTtb 4 I'b
100 I'b mecTa Ha gucke
06WNit NAK BblAENEHHbIV cepBep, NOALEPKKA BUPTYasibHbIX MaLlIMH UM 06/1a4HOMO XOCTMHIA
nogaepunsaemble onepaumoHHble cuctembl: Microsoft Windows Server 2012 nnu 6osee HoBble

MpumeyvaHne. Ha ogHOM KOmNbloTEPE MOKET 6bITb YCTaHOB/1IEH TO/Z1IbKO OAMH 3K3eMNAaAap cepeepa.

KnuneHnrt

KnuneHt obecneunsaeTt Bce beHKLI,VII/I 6e3onacHOCTM U MOHUTOPUHTA Safetica Ha KOHeYHbIX ToYKax. KnueHmckas
Cﬂy)+(60 BCeraa 3anyckaeTcAa npu 3anycke OI'IepaLI,VIOHHOﬁ cuctembl n obecneynsaet MOHUTOPUHT, peannsyet
NONNUTUKRY 6e3omacHoCTU U ynpowaetT KOMMYHUKauuto C 6ason AaHHbIX N CepBepPOM.

B npouecce ycTaHOBKM KMEHTa KOMMNOHEHT AeeHm 3a2py34uKa byaeT yCTaHOBAEH aBTOMATUYECKM, eC/in He Bbin
YCTAQHOB/IEH paHbluUe.

KnveHT npogosixaeT paboTaTtb, AaXKe eC/iv cepBep HedoCTyrneH (Hanpumep, cepsep He paboTaeT Uan KAMEeHT
HaxoamTcs B Apyroi cetn). OH UCNOJb3yeT I0KaNbHYO 3alMPOBAHHYIO U 3aLLMLLEHHYIO 633y AaHHbIX, [4e XPaHWUT
BCE HACTPOWMKM M XKypPHa/bl 40 TEX MOP, NOKa CHOBA He ByAeT NOAK/IOUEH K cepBepy.


https://support.safetica.com/en/knowledge-base/websites-applications-policies
https://support.safetica.com/en/knowledge-base/print-control-in-safetica
https://support.safetica.com/en/knowledge-base/safetica-supervisor
https://support.safetica.com/en/knowledge-base/safetica-supervisor

MpumeyaHme. MMHMManbHasa nogaepkMBaemas Bepcus KnmeHTa Safetica — 6.8.
PekomeHAyemoe annapaTHoe U NporpammHoe obecneyeHue
Ons Windows:
OBYXbAAepHbIi npoueccop 2,4 My,
onepaTtmBHaa NnamaTb 2 I'b
10 I'b mecTa Ha aucke
nogAepxunsaemble onepaumoHHble cuctemsl: Microsoft Windows 7, 8.1, 10 (32-6uT [x86] nnun 64-6ut [x64])
YyCTaHOBOYHbIN nakeT MSI
.NET 4.5.2 n Bblwwe
Ana macOs:
yeTblpexbagepHbIi npoueccop 2,4 My,
onepaTtmMsBHaa NnamaTtb 2 I'b
10 I'b mecTa Ha aucke

nogaepsKneaemble onepaumoHHble cuctembl: macOS 10.10 v Bbiwe (4158 UCNOIb30BaHMUA BCEX GYHKLNM
Safetica Protection — macOS 10.15 v Bbiwwe)

KoHconb

KoHconb ncnonb3yercs Ans HacTPOWMKM U yNpaBAeHUs KAMEHTaMM M areHTamu 3arpy3ymKka Ha paboumnx mecTax, a
TaK¥Ke /18 CepBePHbIX CNYKO (pa3melLeHHbIX Ha cepBepe) U 6a3 AaHHbIX. Kpome TOro, oHa CYKUT 418 HACTPOWKK
¢dyHKumi Safetica Ha pabounx mecTtax. TakKe oHa 0TobpaykaeT BbIXOAHbIE AAHHbIE, CTaTUCTUKY U rpaduKun. MoxeT
paboTaTb Be3ae, rae ectb CoeAMHEHME C YyNpPaBAsemMblM CEPBEPOM.

PekomeHayemoe annapatHoe U nporpaMmmHoe obecneyeHue

Cm. TpeboBaHus K KnneHTy Safetica

WebSafetica

WebSafetica — Be6-koHconb ans ynpasneHus Safetica n otobparkeHns 3anumceit, NoAyYeHHbIX ¢ paboymx mecT.
Bonee noapobHan nHpopmaums o WebSafetica goctynHa B 6ase 3HaHUN.

AreHT 3arpy3umka
AreHT 3arpy3ymKka — KomnoHeHT Safetica, Mcnonb3yemblit Ana ynpaBAeHUsA KNIMeHTaMu

Safetica Ha KOHeuHbIx KoMmnbtoTepax. OH obecneyrBaeT yaaneHHy0 YCTaHOBKY, OBHOB/IEHWE U BbINONHAET Apyrue
3a4a4v ynpaBaeHus.

PekomeHgyemoe annapaTtHoe U NporpammHoe obecneueHune

Cm. TpeboBaHua K KaneHty Safetica.

ba3sa gaHHbIX

basa gaHHbIX MCMOAb3YeTCA AN XPaHEHUA HAaCTPOEK U 3anuceit, Nosy4aemMblx OT BCeX KomrnoHeHToB Safetica.


https://support.safetica.com/en/knowledge-base/web-safetica
https://support.safetica.com/en/knowledge-base/safetica-system-requirements-and-compatibility-overview

PekomeHayemoe annapaTtHoe U nporpammHoe obecneuyeHne

Microsoft SQL Server 2012 u Bbiwe, Microsoft SQL Express 2017 u Bbiwe, Azure SQL. MS SQL Express
AB/IAETCA YaCTbO YHMBEPCAZIbHOTO YCTAHOBLLMKA U PEKOMEHA0BAH A1 UCMO/b30BaHWA B ANana3oHe A0
200 KOHEeYHbIX TOYEK.

200 I'b mecTa Ha Aucke (onTMmanbHo He meHee 500 b B 3aBMCMMOCTM OT AManasoHa cobupaembix
OaHHbIX).

O6wWwmit UNK BbIAENEHHDbIN cepBep, NOAAEPHKKA BUPTYaAsIbHbIX MALLMH UK 061a4HOro XOCTUHra. basa
[aHHbIX MOKeT bbITb pasmellleHa Ha 0AHOM MaluMHe ¢ cepBepom Safetica.

MpumeyaHue. Tpebos8aHUA K ANnNapamHoMy u npo2pammHoMy obecriedyeHuro 015 cepsepos 6a3 OaHHbIX,
YIMOMSAHYMbIX 8blWe, MOXCHO y3HaMb Ha calimax npou3sodumerneli. bosee No0pobHaAs uHgpopmayus docmyrnHa
makxe 8 6aze 3HaHUU.

3. YcTaHOBKA

Safetica ycTaHaBAMBaeTCsA C MOMOLLbIO YHUBEPCANbHOMO MHCTPYMEHTA YCTAHOBKM, B KOTOPbIM BCTPOEHbI BCE
Heobxo4MMble KOMMNOHEHTbI. Moc/ie 3anycka MHCTPYMEHTa YCTAHOBKM Bbl CMOKETE BbI6GpaTb OAMH U3 ABYX CNOCO60B
YCTaHOBKMU:

" ABTOMaTMYeCKas yCcTaHOBKa (ycTaHoBKa Safetica) — cnocob, npn KOTOPOM BCE KOMMOHEHTbl aBTOMaTUYECKU

YCTaHaB/IMBAKOTCA Ha KOMNbLOTEP.

Py4yHas ycTaHOBKA (YCTaHOBKA C M3BAEYEHMEM KOMMNOHEHTOB) — pquoi/'l cnocob ¢ BbI60pOM OTAOE/TbHbIX

KomnoHeHToB Safetica.

Bbibepute oanH 13 3TUX CNOCOBOB M NPOAO/NKANTE YCTAHOBKY.

3.1 ABTOMaTnyecKaa yCTaHOBKa

Mocne 3amnycka yCTaHOBLLMKA Bbl MOXKeTe BblbpaTb O4MH U3 ABYX BAPUAHTOB: 8MOMAMUYECKYH UNW PYYHYIO
YCTaHOBKY. B 3TOM pyKOBOACTBE ONMUCHIBAETCA TO/IbKO 08MOMAMUYECKAA YCMAHOBKA, KOTOPasA yCTaHaBIMBaET
KOMMOHEHT cepBepa, NaHenn ynpasneHus, B Tom yncne WebSafetica, Be6-cepsep IIS n cepsep 6a3 gaHHbIX
Microsoft SQL Server Express Ha Balw KomnbtoTep. KAneHTCKMe nporpammbl 6yayT yCTaHOB/EHbI MPY NEPBOM
3anycke Safetica nocne ee yctaHoBKMW. YbeamuTech, 4TO Ball KOMMbIOTEP JOCTaTOYHO MOLLHBIN A1A paboTbl ¢ 6asoin
OaHHbIX, cepsepom u WebSafetica. PekomeHayeTtcs cneaytowan KoHourypaums: 4 aapa, 8 I'b onepaTMBHOM NamaTw,
100 I'b mecTa Ha gucke. OTa cnocob yCTaHOBKM NpeAHa3HayeHa npeaHasHaueH UCKAOUYUTENbHO 1A TeCTUPOBAHMA
WKW ANA OFPAHUYEHHOrOo YMcaa KanmeHToB Safetica, ycTaHOBMIEHHbIX HA KOHEYHbIX KOMMbIOTEPAX.

Ecnn Bbl XOTUTE M3MEHUTb NAPAMETPbI YCTAHOBKM WU BbIMONHUTL YCTAHOBKY A5 6ONbLIEro YMcaa KAUEHTOB, Mbl
pekomeHayem Bblb6paTb py4HOM cnocob ycTaHOBKKU. OnucaHme aToro cnocoba AOCTyNHO B MOJIHON BepCUmn
PYKOBOACTBA, KOTOPYHO MOXHO OTKPbITb B YCTAaHOBLUMKE: PyYyHas ycmaHoseKa -> JokymeHmayus -> [osnHoe
pyKosodcmeo.

Mocne 3anycka yctaHoBWwMKa Safetica BbinonHUTe caeaytowme AeiCTBUA:

1. Ha)XmuTe Ha BapuaHT ABmMomMamuyecKaa ycmaHo8Ka 1 NPUMMUTE YCAOBUA NNLLEH3MOHHOMO COrNalleHmns.

2. locne aToro Bbl yBUAUTE TpeboBaHUA K annapaTHoMy obecneyeHuto. MpouTuTe UX U NPOAOKANTE NpoLecc
YCTaHOBKMU.

3. BBseauTe HageKHbIM Naposib Ana 6a30BOI yYeTHOW 3anncK agMUHUCTPaTopa safetica. MpumuTe ycioBus
JMLLEH3MOHHOrO cornaleHmns cepsepa SQL 1 3anycTuTe yCTaHOBKY, HaXaB Ha KHOMKY YcmaHosume.


https://support.safetica.com/en/knowledge-base/safetica-system-requirements-and-compatibility-overview

MpumeyaHue. WebSafetica ucnonszyem seb-cepsep Microsoft IIS u nopmer 80 u 443. Y6eoumecs, Ymo Ha
KoMrblomepe He 3anyweHo npusaoxeHue, Komopoe moxem 3ab6a0kuposams nopmel 80 unau 443, aubo Hacmpolime

011 IS dpyaue nopmel nocse ycmaHoOBKU.

3.2 PyyHan ycTaHOBKa

[ins passepTbiBaHusA Safetica BbINoAHWTE cneayroLLyto npoLeaypy:

1.

2.

MNepes YCTaHOBKOVI nposepbTe, COOTBETCTBYET /I Ballla CeTb YC/IOBUAM Pa3BEPTbIBAHUA.

YcTraHoBUTE cepBep Ha BbiIBpaHHbIX KOMMblOTEPaXx. B npouecce yctaHoBKK BbibepuTe 6a3y AaHHbIX, KOTOPas
6yAeT UCNOJIb30BaTLCSA CEPBEPOM.

YcTaHoBUTe KoHcoab Mnn WebSafetica Ha KomnbloTepe, ¢ KoToporo cobupaeTech ynpasnsTs Safetica.

C NOMOLLBH0 KOHCOMM NOAKNOUYMTECH K CEPBEPY M HACTPOITE MCXOA4HYI0 KoHdMrypaumio Safetica.

YCTaHOBUTE areHT 3arpy34vymKa Ha pa60qu CTaHUMAX.

C NOMOLLBIO KOHCONU YCTAaHOBUTE KJMEHT Ha pa6qux CTaHUMAX (YCTaHOBKa K/IMEHTA Yepe3 KOHCO/1b
BO3MOXHa TO/ZIbKO Ha KOMNbKOTEPaxX C YCTAHOB/IEHHbIM areHTom 3arpy3qV|Ka).

Mocne pa3BepTbiBaHMA BCEX KOMMNOHEHTOB W NPOBEPKM MNPaBUIbHOCTM YCTAaHOBKM Bbl MOXKETE HavaTb paGOTy C

Safetica.

B CJ'Ie,EI,YIOLLI,EI‘;i rnase Bbl HallaeTe bonee FIO,CI,p06HOE OnNncCaHne KaxXaoro satTana pa3BepTbiBaHUA.

3.2.1. NMepeA, ycTaHOBKOM

Mepes yCTaHOBKOW BbIMOHUTE C/IeAYIOLME LATK:

1.

MpoBepbTe, BbINOHATCA M TpeboBaHWUA K annapaTHOMY M NPOrpaMmmHOMY o6ecneyeHunio As1s BCeX Tpex

KomnoHeHTOB Safetica.
MpoaHannsnpylitTe CBOK KOPNOPATUBHYIO CETb:

PewnTte, Ha KakuMe KoOMMblOTepbl Bbl 6y,a,eTe yCTaHaBAMBaTb cepsep. [py MNPUHATUM ITOrO peLleHUuA
Yy4uUTbiBa nre cneayroume acnekTbl:

o KomnbloTep c cepsepom Safetica foNKeH MMETb BO3MOXHOCTb NOAK/UEHUA K cepsepy SQL, Ha
KOTOPOM BYZyT XpaHWUTbCA OCHOBHble 6a3bl AaHHbIX.

o Cy4eTom Ko/MYecTBa O4HOBPEMEHHO MOAKNOYAEMbIX KJMEHTOB M TUMa UCMO/Ib3yeMOro cepeepa
6a3bl @aHHbIX, PacUMTaliTe KOMYECTBO HEOBXOAMMBIX CEPBEPOB AN1A Ballel cpeabl. JonycTumoe
KO/IMYECTBO K/IMEHTOB, MOAKAOYEHHBIX K OLLHOMY CEPBEPY, OFPaHUUMBAETCA BO3MOMXKHOCTAMM
6a3bl AaHHbIX SQL, B KOTOPOW 3TOT CEPBEP XPAHUT AaHHble (NoApobHee cM. HUMXKE).

PewwnTe, Ha KakMe KOMMbOTEpbl B BaleWl ceTu Bbl bByaeTe ycCTaHaBAMBATb KOHCONb. KommbloTepbl C
YCTAHOB/IEHHOM KOHCO/IbIO [O/IKHbI UMETb BO3MOMKHOCTb MOAK/IOYEHUA KO BCEM CepBepam, KOTOpble Bbl
cobupaeTecb aMUHUCTPUPOBATL C MOMOLLLI KOHCONW YNPaBaeHus.

o PewwnTe, Ha KaKne KOMMbKOTEPHI B BalUeN CEeTH Bbl 6y,u,eTe YCTaHaB/IMBATb areHT 3arpy34ymnKa.

o KomnbloTep ¢ areHToM 3arpy3ymKa A0/KeH MMeTb NOAKAYeHNe XoTa 6bl K 0AHOMY cepBepy
Safetica.

PewwTe, Ha KakMe KOMMNbIOTEPLI B Ballei ceTu Bbl byaeTe ycTaHaBAMBATb KaveHT Safetica. Mpu NpuHATUK
3TOrO peLlleHns yYnuTbiBaiTe CieaytoLme acnekTbl:
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o [na Kaxaoro knveHTa Safetica HyXHO pewwnTb, K KaKOMy cepBepy OH byAeT NOAKA0YATLCS.
KAneHT mokeT BbITb MOAKIOYEH TONIbKO K O4HOMY CEPBEPY eANHOBPEMEHHO.

o [o aTol NpUYMHE KOMMbBIOTEP C KIMEHTOM A0/1KEH UMETb NOAKAOUYEHME XOTA 6bl K 0AHOMY
cepBepy B Ballel cpeae.

BbibepuTe 1 HasHaybTe cepBepbl SQL, Ha KOTOPbIX BYAYT XPAaHUTLCA LieHTPaNbHble 6asbl AaHHbIX KaXK4oro
cepsepa. Mpu NPUHATAM 3TOFO PELLEHNA YUUTbIBANTE CAeaytoLLmMeE aCneKTbl:

o Kaxkpgomy cepsepy TpebytoTca Tpu BblaeneHHble 6a3bl AaHHbIX Ha cepsepe SQL: ogHa ana
HACTPOEK, BTOpas AN 3anmcei n TpeTba AnA 6a3bl AaHHbIX KaTeropui.

Mepen ycTaHOBKOW KoMmnoHeHToB Safetica (cepBep, KOHCOb, KANEHT) ybeauTech, 4To Npouecc He ByaeT
610KMpPOBaTbCA BPaHAMaY3IPOM UM aHTUBUPYCHBIMU MPOrPaMMaMM.

[Jo6aBbTe UCKAOYEHUA ANA BXOAAWMX COeAMHEHWUI npouecca STAService.exe u ciefytouwmx NOPTOB Ha
KOMMbOTEPAX, Ha KOTOPbIX BYAET YCTAaHOB/EH cepBep:

O 4438 (0T KNMeHTa K cepBepy 1 6ase AaHHbIX).
o 4441, 4442 (0T KOHCONU K cepBepy).

YcTaHOBUTE UCKAlOYeHWMA aaa npouecca STAConsole.exe Ha KomnbloTepax, Ha KoTopble 6yaete
yCTaHaB/MBaTb KOHCOIb:

YCTaHOBUTE UCKIIOYEHUA A8 CieAyowmX NPOL,ECCOB Ha KOMMbIOTEPAX, Ha KOTopble byaeTe yCTaHaBAMBATbL
KnuneHT: STCService.exe, STUserApp.exe, Safetica.exe, ncxogsauime n Bxogsawme coegUHEHUS.

YcTaHOBUTE MCKOYEHMA A5 nopTa 1433 (NopT No yMoaYaHMIo A5 CBA3K ¢ 6a30l AaHHbIX) Ha KOMNbOTEPAX,
Ha KOTOpbIX Bbl cCOBMpaeTech ycTaHaBMBaTb 6a3bl AaHHbIX.

3arpysute yHMBepCcaabHbIM YCTAHOBLLMK C NocieaHel sepcueit Safetica.

yHMBepcal'IbeIlz YCTaHOBLWUK COOEPHKUT BCE HEOGXOAMMbIe ANA YCTaHOBKU KOMMOHEHTbI.

3.2.2. YcTraHOBKa cepBepa

Cepsep Safetica obecneunBaeT B3aumHoe NogxatoueHne Bcex KameHTos Safetica, KoHconn 1 6a3 gaHHbIX. Aan
YCTaHOBKM BbINOJHUTE CAeAytolme AeNCTBUSA:

1. 3anyctute yHMBepCaNbHbIA YCTaHOBLLMK, KOTOPbII Bbl 3arpy3unaun. Bolbpas s3biK M NPUHAB YCA0BUA
JMUEH3MOHHOrO COrNalleHus, NePexoaunTe K CAeAyoLWeMY NyHKTY.

11



@ safetica = X ‘
Ycranoexa
HeobxoaumMbie Gainsi ANR YCTaHOBKM. @
Safetica Management Service
SMS CepsepHbIit KOMNOHEHT, BKMKOYAET YCTAHOBIUMK KNMEHTCKOS.,
Yaanexne NporpaMMbl MOXKET 3aHATH HECKONGKO MAHYT.
[ ~ Safetica Management Console, WebSafetica
KOHCOMb YNPaBNEeHNs ANS HACTPOIKM CEPBEPa, KIMEHTOB U
AreHTos U ANR 0TOBPAKEHNA 3aNMCen,
r | Safetica Agent
@ SA KOMNOHEHT KOHEUHON TOYKM, MCNIONB3YEMbIA AN YAANEHHOO
4l ynpasnerus Safetica Endpoint Client (ycTaHoBKa, AeaKTUBALMR,
NoOAAEpXKa).
° ° Safetica Endpoint Client
TS Y Heoba3aTensHo: KOMNOHEHT KOHEYHOW TOUKM, MNpuMeyatme:
32bit B4bit = KnmeHTb! Ha KOHEYHBIE TOYKM YCTAHABNMBAIOTCH C NOMOLULIO
KoHCOMM ynpasnerus Safetica.
Cnpasxa < Hasaa OtmMeHa

YcTaHOBKa
34ecb y Bac eCTb HECKO/IbKO BapUaAHTOB:
3anycTuUTb YCTaHOBKY HanpAMYH M3 YHUBEPCA/IbHOrO MHCTPYMEHTA, Ha*KaB Ha 3anyCTUTb YCTAaHOBLLMK.

M3BNeYb TO/IbKO YCTaHOBLUMK CEPBEPA, KOTOPbII Bbl 3aTEM CMOXETE MCMOJ/Ib30BaTbh OTAE/bHO, A8
noc/ieayoLLein yCTaHOBK M.

MpumeyaHue. B TpeTbelt YacTu « MHCTPYMEHTbI U KOMMOHEHTbLI» Bbl HANAETe NnepeyeHb KOMMNOHEHTOB,
HeobxoAMMbIX A5 NPaBUIbHOM YCTAHOBKM KaneHTa unum Microsoft SQL Server 2012 SP2 Express. Ecau Bbl
cobupaeTech ycTaHaBAMBaTb cepBep Microsoft SQL Server 2012 SP2 Express ¢ MOMOLLbIO 3TOrO
YCTaHOBLUMKA, ybeamTech, YTO Ha Ballem KOMMblOTepe ycTaHoBAeH KomnoHeHT Microsoft Installer 4.5. Ecan
3TOT KOMMOHEHT elle He YCTAaHOB/IEH, YCTaHOBUTE €ero.

Mocne 3anycKa yCcTaHOBLLMKA (YHMBEPCAZIbHOIO UM U3BNEYEHHOro paHee) CHoBa BblbepuTe A3bIK M1
nNpMMUTE YCA0BMA INLEH3NOHHOTO COraleHuns.

BbibepuTe nanky ycTaHOBKM.

3aTeM HYKHO BbINOJIHUTb BaxKHbIM NpoLecc HacTpolku cepeepa Microsoft SQL Server, Ha KoTopom
YCTaHOB/IEHHbIV cepBep byAeT XpaHWUTb CBOM Hasbl AaHHbIX.

TaKyKe HacTpoiiTe cneayloLme napameTpbl:

BK/toueHMe aBTOMaTMYECKMX OBHOBAEHUI onpeaeneHunin. Boibpas 3TOT NapameTp, Bbl paspeluaeTte
KOHCO/IM aBTOMATUYECKM yCTaHaBAMBaTb OBHOBNEHMA Aaa onpeseneHnin (Mpu HaAnunmM NOLKNHOYEHUA
K MHTepHeTy 1 6ase gaHHbIX). MpoLecc 06HOBNEHUA MOXKET YBEIMUUTb HarpysKy Ha cepsep SQL Server.
3Ty HaCTPOMKY MOXKHO M3MEHUTL B 06O MOMEHT, OTKPbIB KoHCO/b -> O6CNyKMnBaHue ->
O6HoBIeHMe 1 pa3BepTbiBaHMe -> O6HOBIEHWA ONpeaeeHNA.

ABTOMATMYECKan OTNpPaBKa CTaTUCTUKK. BbibepuTe 3TOT NapameTp, YTobbl pa3pelnTs KOHCONM
OTNPaBAATb AaHOHUMHYIO CTaTUCTUYECKY0 MHPopMmaumto B Safetica Technologies, 4To NnomosKeT Ham
aKTVBHO peLlaTb BO3HMKaloWMe Npobaemsl 1 yaydlaTe NPOAYKT. H1Kakas KoHouaeHumanbHaa uam
cBsA3aHHan ¢ 6e30MacHOCTbI0 MHPOPMaLLMA OTNPABAATLCA He ByaeT. Ty HAaCTPONKY MOXKHO U3MEHUTD B
N060M MOMEHT, OTKpbIB KoHcoAb -> O6cnykuBaHue -> basa aaHHbIX -> O6cny»kmBaHue -> OTnpaska
CTaTUCTUKMN.

PekomeHayeTcs paspewmnTb oba BapmaHTa.

12



7. 3aBepluTe ycTaHOBKY. CepBep YCTaHOBUTCA M 3aNyCTUTCS aBTOMATUYECKM.

8. [ocne 3aBeplLUeHMA YCTAHOBKM NpoBepbTe, 3anyctuaca an pann STAService.exe JucneTtyep 3agay ->
Cny»b6bl -> STAService — 3anyuieHa.

9. W HakoHeu, npoBepbTe, 406aBUIN N Bbl UCKHOYEHMA B BpaHAMay3p M aHTUBMPYC ANA Npolecca
STAService.exe, U He 3a610KMpPOBaHbI v NopTbl 4438, 4441 n 4442,

MpumevaHune. Mo ymonyaHmio KOHCONb Ucnob3yeTt nopTtbl 4441, 4442 pna NOAKNOYEHUA K CepBeEpY, @ KIMEHT
ncrnonbsyet Nnopt 4438. Bbl MOXKETE U3MEHWUTb 3TU HACTPOMKMK, YTOBbI MCNONbL30BATL APYyrMe NopThbl.

3.2.2.1. Hactpoiiku cepsepa Microsoft SQL Server

Tenepb Bbl 4O/MKHbI BbIGpaTb SQL Server, Ha KoTopom cepsep byaeT XpaHUTb 6a3bl AaHHbIX. Y BAaC CTb HECKOJIbKO
BAapMaHTOB:

A. lonb3zosamenockuli cepsep SQL Server. Bbibpas 3Ty ONLMIO, Bbl CMOXKETe C034aTb 6a3y AaHHbIX B yKe
cywecTsytolLen cucteme Microsoft SQL Server. Moaaep:kusaemble cepsepbl Microsoft SQL Server
nepeyncineHbl B cnncke TpebosaHnin. OnucaHMe HACTPOIMKM NPUBOANTCA B pasaene Hactpoika
cyuwectsytouero cepsepa SQL Server.

B. Hosas ycmaHoska SQL Server Express. Bbibpas 3TOT BapuaHT, Bbl ycTaHOBUTe cepBep Microsoft SQL Server
2012 SP2 Express Ha Bal KomnbtoTep. 1A co3gaHua 6a3 gaHHbIX cepBepa byaeT MCNO/Ib30BaTbCs HOBbIN
cepsep. OnucaHmne yCTaHOBKM NPUBOAUTCA B pa3aesie YCTaHOBKa HoBoro cepsepa SQL Server Express.

C. MUcnonesosaHue cywecmsyrowe2o cepsepa SQL Server Express. Ecnv Ha KOMNblOTEPE, Ha KOTOPbIN Bbl
cobupaeTech yCTAaHOBUTL CEPBEP, YKe ecTb ak3emnaap Microsoft SQL Server 2012 SP2 Express, Bbl MOXKeTe
BblOpaTb 3TOT BapuaHT. 1A xpaHeHMAa 6a3 AaHHbIX cepBepa byAeT MCNo/b30BaTbCA CyLLLecTByoWMin SQL
Server. OnvcaHne HacTPOIKM NpMBOAUTCA B pasaesie HacTporika cyutectsytoutero cepsepa SQL Server.

Safetica Management Service - *

Bribop SQL-cepeepa

GDfEhCG ’ Bribop cepeepa SOL, © noMowsro KoToporo BygeT paboTaTe

Cepeep ynpaEneHuA Safetica

BribepuTe, ¢ kakun SQL-cepeepom ByneT paboTaTe cepeep ynpasneHuA Safetica:

MNonbsoBaTenbckni SQL-cepeep

&. Mcnonb3yeT SOL-cepsep No Baweny Bribopy (Ha 3TOM MNK Ha ApyraM
=3 KOMOBHOTEDE, OPYrOA BEPCAM W T. 4.), MMHMMaNeHaA Tpedyeman Bepoia
Microsoft SQL Server - 2008,

Hosaa ycranoBka SQL Server Express

L,? YCTEHABNWBAET HOBLIM 3K3eMANAp Microsoft SQL Server 2016 SP1 Express
+ H@ 3TOM KOMMBHTEpE,

Hcnonb30BaThe CYWECTBYoumi QL Server Express
‘;ﬁh Mnone3yeT CYWECTEYIOWMIA 3K3eMnnAp SOL Server Express c 3Toro
'1 KOMABKOTERE, MMHWMANEHER Tpebyeman sepais Microsoft SQL Server - 3To

--- Safetica ---

< Hazan OTHeHa

HactpoiiKa cywecrsyiouiero cepsepa SQL

Ecnu Bbl BbibUpaeTe cBoi cepsep SQL npu ycTaHoBKe cepBepa Safetica, Bam Hy»KHO CHayasla NPoOBEPUTb, NPABUIbHO
/Y OH HACTPOEH ANA XpaHeHUsA 6a3 faHHbIX.
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Yb6eautech, uto ana SQL Server HaCTPOEH CMeELLAHHbIN PEXUM ayTEHTUPUKALUK, TO ECTb OAHOBPEMEHHOE
ncnosib3osaHue ayTeHTUdMKaumm SQL Server n ayteHTudukaumm Windows (otkpoiite Microsoft SQL Server
Management Studio -> Server settings - > Security -> SQL Server and Windows Authentication mode).

Cepsep SQL ponkeH 6bITb 4OCTyNeH B ceTh no npoTtokony TCP/IP (otkpoitte SQL Server Configuration
Manager ->SQL Server Network Configuration -> TCP/IP Enabled).

Ha cepBepe SQL fosKeH 6biTb CO34aH N0/b30BaTe/b C MPaBamMu agMUHUCTPaTopa (sysadmin).
Mcnonb3yinTe STOro nonb3oBaTena npu BBOAE AAHHbIX.

Ecnun y Bac HeT ycTaHOB/IEHHOTO cepBepa SQL, cnefynTe MHCTPYKUMAM M NEPEXOAMUTE K pa3aesny YCTaHOBKa
noab3oBaTebCKoro cepsepa SQL Server.

Ecnun cepsep SQL Server yke ycCTaHOB/IEH 1 COOTBETCTBYET BCEM OMMCAHHbLIM BbILLE KPUTEPUAM, Bbl MOXKETE HavaTb
HACTPOMKY:

1.

CHavana BHecuTe cieaytoLyo MHGopmaLumio:

IP unu adpec - Beegute IP-agpec uam uma SQL Server. Cepsep SQL goskeH 6bITb LOCTYNEH MO 3TOMY
aapecy AN MMEHU Kak A4/19 BHOBb YCTaHOB/IEHHOTO CepBepa, Tak U Ana KnneHTos Safetica, KoTopble 6yayT
NOAKAIYATbCA Yepes 3TOT cepaep. [pu 3an0HEHUN 3TOrO pa3zena Bbl MOXKETe yKa3aTb ak3emnaap SQL
Server (Hanpumep, 192.168.100.1\InstanceName). Eciv Bbl BBeAeTe TonbKo IP-agpec unun nums, byaer
NPUMEHATbCA 3K3emnaap cepsepa SQL no ymonyarHuto.

Wmsa nonvzosamerns - Beeante nms nosib3osatens s cepsepa SQL. MNonb3oBaTenb A0/KEH MMETb Npasa
afMuUHMCTpaTopa (sysadmin). 3TOT noab3oBaTeb byAeT UCMOAb30BaTLCA NPU CO3AAHMUM U NOAKAOYEHUMU KO
BCeM Tpem H6asam AaHHbIX, KOTopble ByayT aBTOMATUYECKM CO34aHbl Ha cepeepe SQL noce ero ycTaHOBKM.

lMaponb - Naponb nonb3osaTena cepsepa SQL.

Safetica Management Service — x

9 . HacTpofiky coeaUHEHKA
L
SGfEhCO LaHHEIE ONA NoAKNKDYEHKA K cepeepy SOL

Cneayiowke AaHHRIE MOryT BbiTh COXPaHEHE! ANA NOAKMKDYEHKA K Ga3e AaHHbx SOL. Ecnu
Bbl MCMONBZ0EENM W& ANA HOBO0M MNK CYLWECTEYIOWENR YCTEaHOBK SOL, HEKOTOPLIE NonA
OyayT 3anonHeHE!, MameHnTe 1wk BeiDeprTe aagpec cepeepa B, KOTOPLI MOMHD
WCNONB30BaTE ANA NOAKMKDYEHUA CEPBEPa M KNMeHToB Safetica k Base aaHHbIx SQL. Mpy
WENSHMK Bl MOMETE YCTEHOBMTE Npedike AnA MMeH Bas aaHHe, KoTopelR ByaeT
WNONB30BaTLCA cny#boii Safetica Management Service, [1nA npedukca No YMONYaHMD
«safeticas umeHa ByayT safetica_main, safetica_data u safetica_category.

IP wm appec: | SERVERD2 |

HMA Nnonb3oBaTEnA: | safetica |

Napont: *t*t**t*t**ﬁ

Npedwmrc nmenn basw gannbpo | safetica

MponycTuTe =>>

--- Safetica ---

<t o

MpeguKkc umeHu 6a3bl OaHHbIX - JobaBnaeT npepuKc nepes umeHem 6a3bl 4aHHbIX. Hanpumep, npu
ncnosib3oBaHun npedukca db umeHa 6as AaHHbIX OyayT BbIrA4eTb caeayolwmm obpasom: db_main,
db_log v db_category

14



2. Haxmure lposepums u coxpaHumes.

*  Haxmute Lasee, 4Tobbl NPOAOIKUTL M 3aBEPLINTL YCTAHOBKY cepBepa. [oc/ie 3aBepLieHmsA YyCTaHOBKM
cepsepa Ha cepBepe SQL 6yaet co3gaHa b6asa gaHHbIx safetica_data.

Bbl MOXeTe M3MEHUTb NMOAK/IOYEHME K CEPBEPY C MOMOLLLbIO KOHCO/IM B pa3aene HacTpoliku cepsepa. Hactpoiika
3TOro MOAK/IOYEHWUA OMNMCAHA B pPa3fe/ie HacTPoeK cepeepa.

YcraHoBKa cepBepa Microsoft SQL Server

Ecnu y Bac HeT ycTaHOBAEeHHOro cepBepa SQL, npu yctaHoBKe HoBoro SQL Server BbINOAHUTE CneayoLlmne onepaumn:
1. YcraHosuTe MS SQL Ha cBOI cepBep, UCMNO/b3yA CAeAyoWwmMe KOMNOHEHTI.

8 SOL Server 2008 Setup = =loix|

‘Setup Support Rules Eeatures: Description:
Feature Selection Instance Faatures Includos Management Studo support For
Instarce Configuration [¥] Dakabase Engine Services. the Datzbase Engine and SQL Server
¥ e Express, SQL Seever command-Ine
Disk Space Rekements Al CAGHD) e 5 Server oSt
Sy Contaion [ Reporting Serves It
Error and Usage Reporting ["] Busness Inteligence Development Studo
oot 8l vnoeren Tocks - B
[7] 5L Cler: Connectiviy SOK
syt Meroscft 5ymc Framewerk
Installabon Progress. Redstribuble Features
Comglete.
Selet | el 2t
[erprogram Fieey QL serven,
<ok | wx> | ool | mb |
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2. Ha cooTBeTcTBylOLWEM 3Tane yCTaHOBKM HAaCTPOMTE CMELUaHHbIA PeXUM ayTeHTUGUKALMN.

ot
Database Engine Configuration
Specky
Setup Support Ruies ccount Provisioning | pata Drectaries | FiiesTREM |
Feature Selection )
Instance Canfiguration Spacky e
Disk Spsce Recurements
‘Server Configuration  Windows authenticazon mode
Database Engine Configuration
5 1xed Mode (SQL Server authantication and Wndows authentiation)
Error and Usoge Resarting Lol
P e Bultn 5L server ccourt
Ready to Install Enterpasswced; [esessesees
Installaion Progress
Corfirm password: [nesansnee
Complate I
‘Specify SQL Server
QU Server adnristrorors
cok | met> | coca | nep |
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3. Yb6eauTecsb, yto cepsep MS SQL HacTpoeH Ha NpocaylwmBaHMe, Hanpumep, nopTta 1433. Bl MmorkeTe caenatb
3TO € NomolLbio MHcTpymeHTa Sqgl Server Configuration Manager (MeHeaep HacTpoiku SQL Server).

[ 50l server contiowation mansoer T e T

Acion  Vew Help

f Prokocol 1P Addresses
s BEBR2 = Bie I
5 Serve ConfigrationManzger (oca) [ rotocslfiome  [Siake | [ =
E 5QL Server Services " shared Memory Enabied Enzbled ne
= QU Server Netviork Configuration ¥ Named Poes Disatled 1P Addess 192.168.0.2
Protocals for SQLEXPRESS R Enabled 1CP Dynamc Ports ]
3 , . v Disabled TCP Fort
3 SQL Native Clent 10.0 Configuration
2 sq gur 18 w2
aae ves
Ensbled No
1P Address. 122.00.1
TCP Dynanic Frts o
TP Fort
2 wan
TCP Dynamic Ports
1CP Port 1433
Indicates whether the selected TP Address s active,
[ I I D |
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4. CospanTte HoBOro nosb3oBatens MS SQL ¢ npaBamu, NO3BOIAIOLWMMM CO34aBaTb 6a3bl AaHHbIX Yepes
MHCcTpymeHT SQL Server Management Studio. B HacTpolikax BbibepuTe TMN ayTeHTUDMKaL MK
«AyTeHTMdMKauma SQL Server» n BBeAMTE HOBbIM Naposb.

B Microsoft SQL Server Management Studio
Fle Edt View Debug Tools Window Community Help

S ol
Selecnnﬂge 5 Serpt + Iy Help
2 General

Login name: fedl_user Search

§dNewquery | L | £ I

Comnect- 87 &3 m T F] 5§

) | b localhost (SQL Server 10.50. 1600 - PRODUCTION

) [ Databases & SaLs
[ System Databases
[ Datsbase Snapshots Password |
s AR
g s2
Js3 I=| Specty oldpassword

B [ Security

Oid password: [

IV Enforce password policy
[# Enforcs password expiration

¥ User must change password at next login

C Meppedtocethicats |

" Mapped to agymmetric key |

I™ Mapto Credential [

jn%s

Filter =5

Start PonerShel

Reparts

P PEE PPE

L L b

Add

Server Roles
Credentials

Linix

5 Serpt ~ [ Help

Server role is used to grant server-nide securty privieges to a user.

in
] processadmin
¥ public

] securiyadmin
] serveradmin
] setupadmin
[ sysadmin

MogKntoyeHme cepsepa K aTUM 6asam AaHHbIX HAaCTPanBaeTCA B KOHCO1M B pa3gene HacTpoiku cepsepa.

YcraHoBKa HoBoro cepsepa SQL Server Express

Ecnn y Bac HeT cepsepa SQL Server, Bbl moxKeTe ycTaHoBUTb Microsoft SQL Server 2012 SP2 Express u3 3Toro
yCcTaHOBLMKa. ObpaTnuTe BHUMAHME Ha CleayoLLne orpaHUYeHuns:

MCMNOJIb3yeT TONIbKO OA4MH NpOLLeccop.

ncnonbsyet He 6onee 1 b onepaTMBHOM NamMATH.

MaKCMMasbHbIN pazmep 6a3bl AaHHbIXx — 10 Ib.
M3-3a orpaHmnyeHnin k SQL Server Express »enaTenbHo nogkaodaTh okono 50 Safetica Endpoint Client (SEC), Ho He
6onee 70. MNpu HacTpolike HoBOro cepeepa SQL Server No yMmon4YaHUIO BBOAATCA Cneaytowme napameTpbl:

nmA sk3emnaapa cepsepa SQL — MSSQLSERVER.

[4N1A NO/Ib30BaTENA «Sa» MO YMONYAHUIO YCTaHOBNEH Napob «safeticar. Monb3oBaTens «sa» byaer umeTb

AO0CTyn KO BCeM TpemM 6azam AaHHbIX.

MpumeyaHue. Ecnv rpynnoBas NoAUTUKA (NOKaNbHasA UAM MOAUTMKA LOMEHa) AUKTYET onpeaeneHHyH C0XKHOCTb
naposs, To ANs yCTaHOBKM SQL He06X04MMO BBECTM Napo/ib, COOTBETCTBYIOLLMIA HACTPOEHHOW NOAUTUKE.
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Safetica Management Service - ot

SQL Server Express installation

SOf‘ETICO' Selecting parameters of the Microsoft SQL Server 2012 SP2

Express

Selecting parameters of the new instance of Microsoft SQL Server 2012 5P2 Express, Please
enter a name for new QL instance and password for SQL administrator account 'sa’. Default
values for Instance name is 'MSSQLSERVER. and 'safetica’ for sa account password.

Use default values

Instance name: M550LSERVER

Password:

FEFEEEEEEEEE

Repeat password:

1 agree with Microsoft SQL Server 2012 SP2 Express licence terms
SQL Server 2012 SP2 Express EM.rtf

-—- Safetica -—

HaxaB Ha KHOMKy Mcrnoanb308amb 3HAYEHUA M0 YMOAYAHUKD, Bbl CMOXKETe N3MEHUTb NPUBEAEHHbIE Bbllle AaHHble.
n3 C006pa)KEHMl‘/‘I 6€e30MacHOCTU Mbl pekomeHayem Ucnonb3oBaTb APYyroe ma ANA NoNb3oBaTeNnAa «sa».

MpUHAB ycnoBUA NNLEH3MOHHOTO cornaweHunsa Microsoft SQL Server 2017 Express, Bbl MOKeTe HaxKaTb Jasee, 4Tobbl
HayaTb YCTaHOBKY cepBepa SQL.

Mocne 3aBeplieHnA yctaHoBKM cepsepa SQL Server Express Haxkmute [lanee 1 BBegmMTe MMA N0OJIb30BaTENA M NAPO/b
cepsepa SQL, KoTopble ByAyT NCNOAb30BaTbCA ANA AOCTYNa K 6a3am AaHHbIX. [los1b30BaTelb N0 YMONYAHUIO —
safetica, naponb — S@fetic@2004. 3 coobpakeHnin 6e30NacHOCTM Mbl PEKOMEHLYEM U3MEHUTb NAapPOJib N0
YMOYAHUIO.

Safetica Management Service - X
. , Koridurypaus cepsepa SQL
SOfehCO YCTaHaBNMBAET NapaMeTpsl AnA sxibpanHoro SQL-cepsepa

Ana HacTpoliku cepsepa SQL HaKMUTE KHOMKY <[] . TCP-Co ME U NPOBEPKA
noanuHHocTH SQL ByayT paspewens!, a bpaHamaysp GyaeT HACTPOSH HA MCNONE30BAHWE
npunosxerwi SQL-cepeepa. 3aten byaet nobasnexa yueTHan sammce SQL, KoTopyo
Safetica Gyaer uanons308aTe ANA NOAKMNOYEHUA K Base aaHHbIX, HACTPOUTL MOXHO
SQL-cepsep TONLKO Ha STOM KOMNBIOTEPE M TONBKO NONb30BaTENeM C COOTBETCTBYIOWMMA

npUBHAErMAMM.
WM nonbsosaTens: |m l
mmm |“t“*“““ |
NoaTsepanTe naponk: | |

MponycTute >>>

<t [ ] [ omes

Haxkmute [danee.

Mo 3aBepLueHMn HacTpoiKkn cepeepa SQL Haxkmute [anee n noaTsepanTe HacTPOMKKU NoakaoveHns cepsepa SQL B
cneayoLLem ANanoroBOM OKHe, HaXKaBs [Tposepume u coxpaHumes. Haxmute fanee.
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Safetica Management Service - X

. HaCTPOKkK CoE AMHEHMA
.
SGfEhCO laHHbIE ANA NOAKMKOYEHUA K cepeepy SQL

CreayiolmMe AaHHEIE MOryT BeiTs coxpaHeHs! ANA NoakmoYeHHA K Base aaHHbix SQL. Ecnn
Bbl WCNOMNB30BaMM WM ANA HOBOR WK CYWECTBYIOWER YCTaHoBkK SQL, HEKOTOPEIE NONA
ByayT 3anonHeHs!, M3MEHWTE MK BeifiepuTe aapec cepeepa b1, KOTOPLIA MoMHO
WCNONEZ0BETE ANA NOLKIKYEHMA CEPEEPE M KNMEHToB Safetica k base aanHex SCL. Mpu
HWENAHWM Bbl MOHETE YCTEHOBMTE Npedike ANA uMeH B33 AaHHeX, KoTopeld GyneT
Wnone30BaTECA Cnyhoin Safetica Management Service. [lna npedwikca no yMonYaHmo
«zafetica» umena GyayT safetica_main, safetica_data w safetica_category.

IP wnn appec: | SERVERDZ |

Hma nonssosaTena: | safetica |

Napons: tttttttttttt‘

Npedmrc umenn basbl gannboc | safetica

MponycTuTe >>>

-—- Safetica —

< omens

MpoaonxuTe npoLecc 1 3aBepLinTe YCTaHOBKY cepsepa. lMocsie ycnelHol ycTaHOBKM Ha cepBepe SQL 6yaeT
co3paHa 6asa gaHHbix safetica_data.

I'IpumewaHue. BI'IOC/'IG,CI,CTBMVI Bbl MOXETE USMEHUTb NOAKNKOYEHNE K CEPBEPY B pa3aesie KOHCOn HaCTQOl‘/‘IKM
cepBepa.

HacTtpoiKa cywectBylowero cepsepa SQL Server Express

Ecnun Ha KomnbloTepe, Ha KOTOPbIV Bbl yCTaHaB/IMBaETe CepBep, YXKe ycTaHoBeH cepBep Microsoft SQL Server 2012
SP2 Express, Bbl MOXETe UCM01b30BaTb €ro As co3gaHusa 6a3 AaHHbIX. YCTAHOBLLMK aBTOMATUYECKMU NePeHacTpouT
YCTaHOBJ/IEHHbIN Ha KoMmnbtoTepe cepsep SQL. CepBep aBTOMATUYECKM NOAKAOUMTCA K STOMY 3K3eMNAApy U nocne
YCTaHOBKM CO34acCT COOTBETCTBYOWME 6a3bl LaHHbIX.

lMpumeyaHue. Bbinyck Express umeeT cnesytoLime orpaHUYeHuA:
' MCNONb3yeT TO/IbKO OAMH NpoLLeccop.
. ncnonbsyet He 6onee 1 b onepaTuBHOM NamaTK.
*  MaKcMManbHbIN pasmep 6a3bl gaHHbIXx — 10 IB.
M3-3a orpaHmnueHnin kK SQL Server Express »enatenbHO NoAKA4aTbh 0Koso 50 KAnMeHToB 1 He 6onee 70.

B nepBom AManoroBom OKHe BBeAUTE MMA NONb30BaTeNA U Naposib cepsepa SQL, KoTopble 6yayT Ucnonb30BaThCA
ONs [ocTyna K 6ase gaHHbIX. Moab3oBaTelb N0 yMOYaHUIO — sdfetica, naponb — S@fetic@2004. N3 coobparkeHni
6€30MacHOCTN Mbl pEKOMEHAYEeM U3MEHUTb MNAPO0/b MO YMONYAHUIO.
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Safetica Management Service — >

KoHburypawms cepsepa SQL

SOfEhCO ! YCTEHIENMESET NAPAMETPRI ANA BeiBpaHHoro SQL-cepeepa

AnA HacTpolikk cepeepa SQL HawMuTe KHonKy «flanees, TCP-CoeAMHEHHE M NPOBEPKE
noanMHHOCTH SQL ByayT paspelweqtl, a BpaHamMaysp DyaeT HACTPOEH Ha MINoNE30BaHHE
npunoseHi SQL-cepeepa. 3aTem byneT aobasneqa y4eTHaA 3anMcs SQL, KoTopyra
Safetica ByoeT MMonbz0BaTE ANA NOAKMOYEHUA K Ba3e AaHHBRX, HACTPOWTE MOHHD
SCL-CepBEp TONBKO HE 3TOM KOMNBKOTERE M TOMBKO NONL30BATENEM C COOTBETCTEYHIWMMA
NPHBHNETHAMA,

HMa nonszoBaTena:

| [P |

Maponb:

MoareepanTe napont: | [P |

MponycTuTe ==>

--- Safetica ---

< s

Haxmute Janee.

Mo 3aBepLIeHNn HacTpolikK cepBepa SQL HaxkmuTe [anee v noaTBepAamnTe HAaCTPOMKKM NoaK/oYeHMs cepeepa SQL B
cnefyrolLem AManoroBoM OKHe, Haxas [Tpogepume u coxpaHume. Haxmute Jasee.

Safetica Management Service — X

. HacTpoliky coeauHEHHA
.
9 SOfeTICO JaHHele ANA NoOAKMOYeHUA K cepeepy SQL

CnefyioluMe AaHHBIE MOryT BbITe COXPaHEHB! ANA NOAKMKMEHUA K Base aaHHbIX SQL. Eciun
Bbl MCMONBS0EANM Wark ANA HOS0M WK CYLLECTEYIoWeR YoTaHoBM SQL, HexoTopeie nons
GyayT 3anonHeHel, M3MeHuTe MK BeifepuTe agpec cepeepa BJ1, KOTOPEIA MOHHO
WMONE30BETE ANA NOAKMHYEHWA CepBepa W kKneHTos Safetica k ase aaHHen SQL. Mpu
HENHWM Bbl MOMETE YCTAHOBMTE Npedike Ana uMeH Bas AaHHEIX, KoTopeni ByaeT
WCNonk30BaTeCA cnyxkbol Safetica Management Service, [AnA npedkKca Mo YMoNYaHuo
«safetica» umera GynyT safetica_main, safetica_data u safetica_category.

IP wan agpec: | SERVEROZ

Wma nonbsosaTens: | safetica

Naponb: tttttttttttﬁ

Mpedmkc umenn Basel Aankbbe | safetica

MponycTuTe >35>

--- Safetica -

<t oers

MpoaoaKMTe NPoLLece U 3aBepLINTe YCTaHOBKY cepaepa. Moc/e ycnewHoi ycTaHoBKM Ha cepeepe SQL byaeT

co3faHa 6a3a gaHHbIx safetica_data.

MpumeyaHue. BnocneacTsmm Bbl MOXKETE U3MEHWUTb MOAKAOYEHME K CepBepy B pasgenie KoHCoM HacTpolikm
cepsepa.

3.2.3. YcTaHOBKa KOHCONU

KoHconb npeactasnaet coboi LeHTpanbHbIN NyAbT ynpasaeHUa nporpammHbiM obecnedeHnem. OHa ncnonbsyeTrca
0151 HACTPOMKM U YNPaB/eHUA KAMEHTAMMN U CEpBEPaMM, a TaKXKe ANA ynpaBaeHnsa 6asamm JaHHbIX U, KOHEYHO Ke,
Ana ynpasneHuna mogynamum Safetica. B KoHCoM TakyKe 0TOBPANKAIOTCA CTAaTUCTUKA, AMArPAMMbl U Pe3ynbTaTbl
MOHUTOPMHIA. C NOMOLLLbIO KOHCO/IM Bbl MOKETE YNpPaBAsATb HECKO/IbKMMM 3K3emnaspamn cepeepos Safetica. Bam
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HY»KHO TO/IbKO 3aMyCTUTb KOHCOJIb Ha It06OM M3 KOMMNbIOTEPOB, MMEIOLLMX AOCTYN K yNpaBAseMoMy CEpBeEpY.
JINLeH3MA He orpaHMYMBaET KOIMYECTBO YCTAaHOBOK KOHCO/IM UM KOJIMYECTBO ee MNo/ib30BaTeNei.

MpoaonkanTe yCTaHOBKY caeaytowmm obpasom:

1. 3anyctuTte yHMBEpPCabHbI YCTAHOBLLMK, KOTOPbIM Bbl 3arpy3univ paHee. Bbibpas A3biK M MPUHAB YCI0BUA
JMUEH3MOHHOrO CorNnalleHus, NepexoaunTe K NyHKTy YemaHoseka > Safetica Management Console.

2. 3pecby Bac eCTb HECKOJIbKO BAapMAHTOB:

3anycTuTb YCTAaHOBKY HaMnpAMYIO U3 YHUBEPCaIbHOrO MHCTPYMEHTA, HaXKaB Ha KHOMKY 3anycmume
YCMAHOBUUK.

MN3BneYb TONbKO YCTaHOBLLNK KOHCONM, KOTOpr[;I Bbl 3aTeéM CMOXXeTe UCNO/1b30BaTb OTAE/IbHO ANA
I'IOCJ'IE,CI,VI'OU.I,EVI YCTaHOBKMW.

lMpumeyaHue. B TpeTbeit YacTn « IHCTPYMEHTbI U KOMMOHEHTbI» Bbl HAAEeTe NnepeyeHb KOMMOHEHTOB,
HeobxoauMbIX g5 NpPaBUAbHOM paboTbl KaneHTa Safetica uamn Microsoft SQL Server 2017 Express.

3. Nocne 3aMnyCKa yCTaHOBLHMKa (yHMBepcaanoro UNInN U3BNEYEHHOIO paHee) CHOBa Bbl6epVITe A3bIK U
npumuTe ycnosuAa TIMUEH3UOHHOTO CornaweHusa. Bbl6epVITe Nnanky yCTaHOBKWM U 3aBepLUNTE YCTAHOBKY.

4. B KOHUe npoBepbTe, 4,06aBUAM N Bbl UCKNOYEHUA B BpaHAMay3p M aHTUBMPYC ANs nNpoLuecca
STAConsole.exe.

3.2.4. UcxopHana KoHPurypauua

Mocne yCI'IELLIHOl‘;I YCTAaHOBKW KOHCO/IN U CcepBepa HYXKHO NMPaBu/ibHO HAaCTPOUTb BCHO CUCTEMY 00 Ha4dala YCTAHOBKU
areHTa 3arpy3ymkKa U KAMeHTa Ha KOHeYHbIX KoMnbloTepax. Bce ,EI,EI;'ICTBMH no aAMUHUCTPUPOBAHUIO U HaCTpOVIKe
BbIMONHAKTCA Yepe3 KOHCO/1b.

0630p OCHOBHbIX 3TAMN0OB HACTPOMKMU:

1. 3anyctuTe KOHCO/b. B ManoroBom oKkHe BBEAMUTE PEKBU3UTBI CNYKEBHOW YUEeTHOM 3anucu, YTobbl BOMTH Ha
cepsep. Ima cnyxebHoM yyeTHOM 3anucn — safetica, a naposib No ymonyaHuwo — S@fetic@2004. B
pacLIMpPeHHbIX HAaCTPOVKax BBEAWUTE aApec UM UM cepBepa, Ha KOTOPOM YCTaHOBJ/IEH CepBep.

Safetica

YKamWTe yHETHBIE 4aHHBIE ANA BX0Aa Ha Cepeep Ynpaenenwa Safetica. Bal
MOMETE NSMEHWTE CEPBED 4NA NOAKIIOMEHNA B pasgene JononnurensHo.

Mma nonezoeatenna: | safetica
Mapone NONBICEATENR: | sessssssses) S

A LONOAHWUTENBHO

Bel moskeTe BRIBpaTe CEPEED ANA NOAKMAFIYEHWA W3 CMIMCKA MW BEECTH £
3APEC BPYUHYHD,
BriGop cepeepa: | PC-DOE =

Mopm | 4441

Mcnonb3yinTe NopT no ymonyaHuio 4441 ans Bxo4a B KOHCOJb Ha cepBepe. Haxkmute OK ans
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9.

NOATBEPKAEHUS.

B Safetica oTKpoeTcs macTep nepBMYHON HACTPOIKKU. Ha BTOpOM 3Tane Bbl MOXKeTe 406aBUTb COBCTBEHHbIN
SMTP cepBep, 4Tobbl NONYy4aTb yBEAOMIEHMA U 0TYeTbI Safetica.

Ha TpeTbem aTane Bbl MOXKeETe M3MEHUTb NAapO/ib CAYKeOHOM yYeTHOM 3anmcu Safetica oA BXxoAa B KOHCOb
Safetica. Harxkmute Janee.

MpumeyaHue. CayxebHas y4emHas 3anuce uMmeem ace npasa 0414 pabomel ¢ hyHKYUAMU U HACMpPOoUKamu
Safetica. [JaHHble 0514 8x00a 8 amy y4emHyo 3anuce cedyem xpaHume 8 Ha0exHoM mecme. Ecau 8ol
xomume ripedocmasume 0py2um rnosav3zosamensam docmyn K Safetica, cozoalime 0719 HUX HOBYIO Yy4eMHYHO
3anuck Ha 8knadke ObcayxcusaHue -> YnpasaeHue docmynom -> [Jobagume aKKayHm.

Ha yeTBepTom sTane Bbl moxeTe MnopTnpoBaThb B Safetica BClo KopnopaTuBHYIO CTPYKTYpy 13 Active
Directory. 3T0 BO3MOHO, TO/IbKO €C/ KomnbloTep ¢ cepBepom Safetica HaxoamTca B gomeHe. Ecavm Bbl He
ncnonb3yeTe 3Ty ONUMIO, HOBblE MOAK/AOYEHHbIE KNMEHTbl ByayT NomeLleHbl B rpynny HemsBecTHble. Takxke
Bbl MOXeTe BbINOAHUTbL UMNOPT U3 Active Directory no3aHee, Bbibpas lpoguss -> Hacmpoliku cepsepa B
pa3gene Hacmpoliku coeduHeHus ¢ 6a30l OaHHbIX.

ITOT War NOMOMKET BamM YCTaHOBMTb areHT 3arpy3ymKka Ha KOHEYHbIX KOMMboTEPaXx, YTO6bl UX MOXKHO BbI10
noAknounTb K Safetica. Haxkas MoayunTb NakeT AreHTa, Bbl 3aMyCTUTE CO34aHMeE areHTa 3arpysumnka,
KOTOPbIV 3aTEM MOXKHO ByAeT YyCTaHOBUTb Ha BCeX paboumx CTaHLUMAX. YCTAaHOBUTb areHT MOXKHO A,BYMS
cnocobamu:

yAaneHHas (nakeTHas) yCTaHOBKa;
pyYHas yCTaHOBKa.

Mocne yCTaHOBKM areHTOB 3arpy34nKa Bbl MOXETe aBTOMAaTUUYECKM YCTaHOBUTb M aKTUBUPOBATb KAUEHTbI
Safetica, HaxkaB ABmomamuyeckas peaucmpayus KOHEYHbIX KOMMbIoMepoa. 3a4aueit YCTaHOBKU KMeHTa
MOKHO YMPaBATb U3 MeHi0 KoHcosb -> ObcayncusaHue -> YnpasneHue KoHevyHol moykoli

Ha sTom ware BBeAuTe AMLEH3MOHHbIN KAtoy Safetica. JIMLEH3MOHHDIN K04 MOYKHO BBECTM NO34HEE,
OTKPbIB MeHt0 O6cayxHusaHue -> MeHeoxep nuueH3uli. DyHkumm Safetica He ByayT AOCTyNHbI 6e3
JMLLEH3MOHHOTO KAtoya.

CenbMoli LWIar — BBeAUTE Ha3BaHWE KOMNaHuM U email, Ha KoTopbIi ByayT HanpPaBAATLCA YBEAOMIEHMUSA
Safetica.

Onpeaenute 30Hy 3/1EKTPOHHOM MOYTbI KOMMaHUW U YKaXKUTE NPaBuaa KOHTEHTa 415 OnucaHus
KOHOUMAEHLMANbHBIX AaHHbIX. Bbl MOXKeTe BblbpaTb ID, HoMepa KpeanTHbIX KapT v ap. Ha aTom atane
MOXHO BK/IOYMTb BIOKMPOBKY OMacHbIX KaTeropuii Beb6-caliToB 1 NpunoxKeHui (BpegoHocHoe MO,
KNaBMaTypHble WMNUOHbI, MaliHepbl U T. 4,.).

Mo YMONYAHUIO MOHUTOPUHT NPUNOXKEHNI, BEB-CaliTOB, ceTeBOro TpaduKa, YCTPOWCTB U NeYaT BKAKOYEH.

Mosapasnsem! MpPoAyKT HACTPOEH M FOTOB K 3aLUMTE AAHHbIX.

Bce HaCTPOMKM MOMKHO NPOCMOTPETL M M3MEHUTb B KOHCO/IM MOC/e 3aBeplueHuns paboTbl MacTepa HavanbHOM

YCTaHOBKW.

MakeTHan yctaHOBKa areHTa Safetica ¢ nomowbio GPO

Ecnu Bbl cnonb3ayeTe Active Directory, areHT yCTaHOBLLMKA MOXHO YCTAaHOBUTb B MacCOBOM peXKMMe Yyepes
rPYNMoByto NOAUTUKY. YTOBbI MCMOIb30BaTb MacCoBYHO YCTaHOBKY, HEOBXOAMMO M3B/IEYb COOTBETCTBYOWMIA NaKeT

MSI KomnoHeHTa areHTa Safetica U3 yHMBepcanbHOro nakeTa.

YcTaHoBKa byaeT onmcaHa Ha Npumepe YCTaHOBKM C MCNO/Ib30BaHWeM rpynnoson noantmukm B Windows Server 2008

R2. OnucaHHble MMEHA M HEKOTOpbIE LWarn MOryT HECKO/IbKO OT/INYaTbCA B 3aBUCMMOCTM OT BEPCUMN CEPBEPHON
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CUCTeEMbI.

1. 3anycTuTe yHMBEpPCa/bHbIN ycTaHOBLWMK Safetica.

2. Mepenaute B YcmaHosKa -> AeeHm Safetica -> M3sneyb ycmaHosuwuK. B KOHPUrypaLmm ycTaHOBLUMKA
BBEeAMTE agpec cepsepa M NopT, K KOTopomy ByaeT NoAKA0YaTbCA areHT 3arpy3ymKka. CoxpaHuTte naket
YCTaHOBKM Ha 06LLem aMCKe UK B 06LLEeM KaTaiore B KOPNOPaATUBHOM CETU M YCTaHOBUTE NpaBa 4OCTyna
(byaeT oocTaTOYHO NpaB Ha YTEHME U 3aMyCK) K 3TOM Nanke Ansa BblbpaHHOW rpynnbl (Hanpumep, no
YMOMYaHUIO — AN rnoss3osamerseli 00MeHA U KOMMblomepos doMeHa).

3. Nepenpgute B Administrative Tools -> Group Policy Management.

. Remote Desktop Services
4% Active Directory Administrative Center

=5 Active Directory Domains and Trusts

3 Active Directory Module for Windows PowerShell
[iiF Active Directory Sites and Services

| Active Directory Users and Computers

Z ADSIEdit

. Component Services

Q Computer Management

= Data Sources (ODBC)

£, DNs

{2] Event Viewer

J Notepad 5 Allows management of Group Policy across sites, domains, and
= lorganizational units within one or more forests.

S Security Configuration Wizard

@' Internet Explorer hy Server Manager
S T G Servies
% Local Security Policy S ‘37| Share and Storage Management
= Nei \# Storage Explorer
’\,4::5 Paint 2 system Configuration
B Control Panel (©) Task scheduler
% Security Configuration Wizard @ Windows Firewall with Advanced Security

[3] Windows Memory Diagnostic
2 windows Powershel Modules
Qb Windows Server Backup

» All Programs

I Search programs and files

4. LUenKkHUTe NpaBol KHOMKOW MbIWKN Ha OPraHU3aLMOHHOM NOAPA3LENEHUMN, B KOTOPOM Bbl XOTUTE
pa3BepHYTb areHT 3arpysymnKa, 1 Bbibepute Create a GPO in this domain and link it here ...
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5.

6.

=T
5 Fle Acon View Window Help |_|s]5]
e Ja el = RS NERN 7 Mo
I guﬂ Policy Ma:ageme"tml A production.autolight.com
=) Forest: production.autolight.com > = 5 5 =
E) (4 Domais Linked Group Policy Objects |qu) Policy Inheritance | Delegation |
B & W = = z
- L:LI R Create a GPO in this domain, and Link it here... Fd‘l—e( I %Po[)dad e Poicyl ::otced I l;nk Enabled I GPO Status l Wil H__J.er
Domain _ Link an Existing GPO.... o = Emtbod S tioie
Group f Block Inheritance
WMI Fil
- P Wi
] Starter m@wﬁmt'wd
(fa Sites it
56 Group Policy M¢  Search...
"+ Group Policy Ré  Change Domain Controller...
Remove
Active Directory Users and Computers...
View »
New Window from Here
Refresh
Properties
Help
[JaiiTe nponsBosbHOe nMA HoBoMy 06beKTy (Hanpumep, Safetica Deployment).
BbibepuTe BHOBb CO34,aHHYIO BaMU rpynnoByo NOJUTUKY U LLEKHWUTE MPaBOI KHOMKOM MbILLK, YTOGbI
BblbpaTh Edit.
-ioix
2 File Action View Window Help | =1 |
&2 2@XEc(H
_% Group Policy Management SES DEpIO‘_'ﬂ'I’IEI‘It
=] _ﬁ Forest: production.autolight.com - = :
B [ Domains Scope I Detallsl Settlngsl Delegation I
= fj production.autolight.com Links
%J’ %ohq Display lirks in this location: Ipmdudion autolight.com j
(2] Domain Cor Ii‘t&s, domains, and OUs are linked to this GPO:
[ = Group Polic Enfarced -
2 Grow Poke @ eicEnchied [ Erforced | Link Enabled | Path |
_E Starter GP( SaveR t.. h.autolight .com No Yes production autolight .com
[ sites
5 Group Policy Modeli \:eww e g
[ Group Policy Result v Window trom Fiere
Delete
Rename
Refresh
Help 1
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
MName = I
82, Authenticated Users
ﬂ Domain Computers (PRODUCTIONDomain Computers)
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9.

7.

B oTKpbIBLLEMCA OKHe nepeliante kK Computer Configuration -> Policies -> Software Settings v BbibepuTe

Software installation.

E Group Policy Management Editor
File  Action View Help

=181

&= |7m|dol= B

SES Deployment [WIN-4CHI2GTDA

Mame =+

=l il Computer Configuration
=l [ Palicies
= [ Software Settings

] Administrative Templat
|| Preferences
#®, User Configuration
1 Policies
|| Preferences

oj

Version | Deployment state | Source

Package...

l Group Policy Management Editor

File Action View Help

There are no items to show in this view.

8. LUlenkHuTe NpaBoWi KHOMKOM MbILIM Ha OKHE CO CMUCKOM NMPOrpammMHoOro obecneveHus u soibepute New ltem ->

e FmEc= HM

.=/ SES Deployment [WIN-K2HI2GTDA | Name 4

(= $& Computer Configuration
B [ Polides
= 7] Software Settings
Software installatic
@ [ Windows Settings
7] Administrative Templat
|| preferences
= 4 User Configuration
@ | Polices
# | Preferences

24

| version | Deployment state | Source

There are no items to show in this view.

B ananorosom okHe Bbib6opa naketa MSI nepeigute B 06LLyO CETEBYIO MarkKy, B KOTOPYIO Bbl CKOMUPOBAAN
nakeT MSI ¢ areHTOM 3arpy34uka, 1 BbibepuTte ero.




E Group Policy Management Editor

File Acton View Help

&8 [ Fr e EHE

=10/ x|

|5 SES Deployment [WIN-KZHI2GTDA

Name < |W|Mmu|m
=) ¢&S Computer Configuration

B [ Polices

There are no items to show in this view.

B [7] Software Settings
Software installatic

[7] windows Settings

@ [ Administrative Templat

@ [ ] Preferences

(X:) I 20 \WIN-K2HI2GTDAST \Users \admin4\Desktop\SES deploy

2 &, User Configuration Organize v  New folder

= k&3 [ search ses degloy

& [ Policies
@ [ Preferences 0 Favorites
B Desktop

= -0 @

| Date modified

& Downloads
L Recent Places
A Libraries
—
| *| Documents
o Music
&= Pictures
B videos

1 Computer

€3 Network

4

9 PM
8/22/2011 11:54 AM

File name: | safetica_agent

| i

j IWindows Installer packages (".r;l

o ]

Concel |
y

B crenytoliem AManoroBom okHe BbibepuTe Assigned n noatsepaute Bbi6op

File  Action View Help

L e ENEIEN e

B Group Policy Management Editor

=101

|=[ SES Deployment [WIN-K2HI2GTDA | Name =

[l %l Computer Configuration

| Version | Deployment state | Source
=l ] Policies

There are no items to show in this view,
= || Software Settings

Software installatic

] Windows Settings

] Administrative Templat
|| Preferences

Deploy Software

|
E 42, User Configuration Select deployment method:
|| Policies .
|| Preferences ) Fublished
{* Assigned
" Advanced

Select this option to Assign the application without modifications.

o]

Cancel
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11. 3aTem oTkpoliTe Computer Setup ->Management Templates -> Windows Components -> Windows Installer.
Tam Havigute anemeHT Always install with elevated privileges v yctaHoBuTe g5 Hero 3HauyeHue Enabled. 310

rapaHTUpPYET, YTO areHT 3arpysymka NpasuibHO 1 6e3 npobaem 6yaeT yCTaHOB/IEH Ha KOHEYHbIX Pabounx

CTaHUMAX.
-loix]
File Action View Help
L A AN Foell 4
(] Internet Explorer Al B Windows Installer
[ Internet Information Services
B Location 3 Sensors Always install with elevated _Setting | stote |
(il NetMeeting ! privileges iz| Enable user to browse for source while elevated Not configured
,—7_‘ NEMO{: Acc.ess Frotection o . A Enable user to use media source while elevated Not configured
j 23:‘:;;:::: f]z:r Edit policy setting. |iz| Enable user to patch elevated products Not configured
) Parental Controls Requirements: Always install with elevated privileges Not configured
At least Windows 2000 Prohibit Use of Restart Manager Not configured

<

|| Password Synchronization
|| Presentation Settings

|| Remote Desktop Services

| RSS Feeds

|| Security Center

[ server for NIS

[ ] Shutdown Options

[ Smart Card

|| Sound Recorder

[ TabletPC

|| Task Scheduler

[ ] Windows Anytime Upgrade

| Windows Calendar

] Windows Color System

|| Windows Customer Experience Improv:

] windows Defender

[ Windows Error Reporting

] windows Explorer

[ ] Windows Logon Options =

3}

syster
any pr

This s¢
priviles
priviles
progrz
the us
assign
autom
Add ol
Panel.
progre
directc
have
indudi
restric

If you
config

currer

immimlle

\ B

[22 setting(s)

Descrintinn:

|iz| Remove browse dialog box for new source

iau £ Always install with elevated privileges

Not configured

[} Always install with elevated privileges e I Next Setting |
 Not Configured ~ COmMment:
% Enabled
" Disabled
Supported on: - ['Af |east Windows 2000
Options: Help:
Directs Windows Installer to use system permissions when it

installs any program on the system.

This setting must be set for the machine and the

user to be enforced.

This setting extends elevated privileges to all programs. These
privileges are usually reserved for programs that have been
assianed to the user (offered on the deskton). assianed to the

12. AreHT 3arpysuymka byaeT aBTOMaTUUYECKM YCTAaHOB/IEH MOC/e Nepes3arpyskm KAMEHTCKMX KOMMNbIOTEPOB, AR
KOTOpbIX Bbl1a co3aaHa NoMTHKa. YTobbl 0becneunts 06HOBNEHME NONUTUKM, BBEAUTE KOMAHAY
gpupdate/force Ha kaueHmckoli paboyeli cmaHyuu.

13. Haastom KOHd)VIpraLI,Mﬂ NOIMTUKU 3aBEPLLUEHa, a ,CI,MCTpM6yTVIB areHTa 3arpy34ymKka rotos K yCtaHOBKe. I'IpM

3anyCKe KIMEHTCKMX KOMMNbKOTEPOB areHT 3arpy3ynka 6y,EI,ET YCTaHOBJIEH Ha HUX.

PyyHas ycTaHOBKa areHTa 3arpysuymka

AreHT 3arpy3umka Ucnonb3yeTcs As YCTaHOBKM, O6HOBNEHUA 1 yripaBaeHnsa KameHTom Safetica Ha KoHeYHbIX paboumx
cTaHumax. [ns py4YHOI YCTaHOBKM areHTa 3arpysymKka Ha KOHeYHoM paboyelt CTaHLMM BbINOAHWUTE CAeayoLme

nencTems:

1. OTKpoTe yHMBEpPCa/bHbIN YCTAaHOBLLMK U BbibepuTe CBOIM A3bIK. [loaTBEpAUTE YCA0BUA NNLEH3UN U
nepenaute B YcemaHoska > AeeHm Safetica.

2. 3pecby Bac eCcTb HECKO/IbKO BAapMaHTOB:

* 3anycTuTe yCTaHOBKY HaMpAMYH M3 YHMBEPCA/bHOMO YCTAaHOBLMKA, HAXKaB KHOMKY 3anyCTUTb YCTaHOBLUMK.

*  /3BNeKuMTE TO/IbKO YCTAaHOBLLMK areHTa 3arpy3ymnKa, KOTOpPbIii Bbl MOXKETe MCMOo/Ib30BaTb OTAENbHO A/A

nocnenyrouwmnx yCtaHOBOK.

MpumeyaHue. B mpemeoeli yacmu « IHCmMpymeHmMbl U KOMIOHEHMbI» 8bl Halideme nepeyeHb KOMMNOHEHMOos,
Heobxo0uMbix 018 NPasuabHOU ycmaHosKU KaueHma uau Microsoft SQL Server.
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3. Hacnepytolwem ware Ans NpaBuAbHOMO NOAK/IOYEHUA 3arpy3unKa K cepBepy BHeCUTE CaeayHoLLyio
MHPOpMaLMIO:

- Adpec cepsepa — appec cepsepa, K KoTopomy ByAeT NoAKNOUATLCA areHT 3arpysynKa.

MpumeyaHue. Takx3e 8bl MOXeme 86eCmMu HECKO/IbKO a0pecos, Komopble MOo2ym UCo/163080MbCA areHTOM
3arpysumnKa 0415 MOOK/YEHUA K cepaepy. Imo nose3Ho 07158 CUeHapues, 8 KOMOPbIX A2eHM 3a2py34UKa
ycmaHaeaueaemcs Ha HoymoyKe, Ucrosab3yemom 8 MoM Yucse 8He rnomMeweHuli KoMnaHuu, 20e y He2o
b6ydem Opyzoli adpec 0114 NoOKAoYeHUS K cepaepy. [Tpu 88o0e HeCKOMbKUX adpecos palodenslime ux
cumsosom |[. Mpumep: 192.168.100.2[158.142.12.10(145.65.87.22.

. Mopm — nopT, KOTopbIl ByAeT NpocaywmnBaTbca cepepoM. o ymonyaHuto sto nopt 4438.

Haxmute Janee.
4. Tlocne coxpaHeHMA HaCTPOEK 3anyCcTUTCA YCTaHOBLUWK areHTa 3arpy3umnka. llocne Haxkatna kHonku fanee
areHT 3arpy3yunka byaet yctaHoBeH Ha paboyem mecTe U NMOAK/YEH K cepBepy.

MpoBepuTb, yCNeLWHO /11 BbINOJIHEHA YCTAHOBKA areHTa 3arpy34ymKa, MOXHO C KOHCO/N, FAe B Aepese nosib3oBaTesien

[O0/I3KHA MOABUTLCA MUKTOrpaMma & C MMeHeM KoHe4Hol paboueit cTaHumMn. KNMeHT MOoKeT BbiTb yaaneHHo
YCTaHOB/IEH HA KOHEYHOM pabouyelt CTaHLMM, Ha KOTOPOI y)Ke YCTaHOBJ/IEH areHT 3arpysyumKa.

lpumeyaHue. KomnoHeHmM azeHmMa 3a2py34uKka 6ydem asmomamu4ecKu ycmaHoesieH eamecme ¢ KniueHmom.

3.2.5. YcTaHOBKa K/AMEHTa

KnuneHt Safetica — nocnegHuii M3 KomnoHeHTOB NpoaykKTa Safetica, KOTOPbI BaM HY*KHO YCTAaHOBUTb. ITO Ba*KHbIN
KOMMOHEHT. Ha KAMEHTCKMX KOMMNblOTEpax OH obecrneymBaeT BbINOJHEHWE NONUTUK 6€30NACHOCTU U NPABU/IbHYIO
paboTy Bcex GYHKLMIA, HACTPOEHHbIX HA KOHCOIN. B HEM TaK»Ke MOMKHO HAaCTPOUTb HABOP MHCTPYMEHTOB
6€e30MacHOCTU AN KOHEYHbIX NO/Mb30BaTeeN.

PekomeHao0BaHHaA Npoueaypa YyCTaHOBKU

1. YcTaHoBMTE areHT 3arpy34vmKka Ha KOHEYHOI paboyel CTaHLUMN.

2. YcTaHOBKa KnueHTa Safetica BbinonHseTca yaaneHHo yepes KoHconb -> ObcayxcusaHue -> YnpasneHue
KoHe4yHoU moykol. CnepyiTe UHCTPYKUMAM, COLEPKALLMMCA B pasgene YnpassneHue KoHeYHoU moyKol.

Py‘-lHaﬂ YCTaHOBKa € UCnoJ/ib3oBaHnem yHMUBepCasibHOro yCtaHoBuUWiKa

1. 3anyctute yHMBepCasibHbI YCTAHOBLLMK, KOTOPbIV Bbl 3arpy3uamn paHee. MNocne Bbibopa A3bika u
NOATBEPKAEHUA MLEH3NOHHbIX YCIOBUI Nepenante B pasgen YecmaHoska > Safetica Endpoint Client x86
unu x64 B 3aBUCMMOCTM OT BEPCUM OMEPaALMOHHOM CUCTEMBI, YCTAHOBIEHHOM HA paboyei CTaHLMu.

2. 3pecby Bac eCTb HECKOJIbKO BAapMaHTOB:

3anycTUTb YCTaHOBKY HaMpPAMYIO M3 YHUBEPCA/IbHOrO MHCTPYMEHTA, HaXKaB Ha KHOMKY 3anycmums
YCMAHOBW UK.

MN3Bneyb TONIbKO YCTAHOBLUWK KAUEHTA, KOTOprﬁ Bbl 3aTEM CMOXETe NCNO/1b30BaTb OTAE/IbHO ANA
I'IOCJ'IG,EI,VI'OLIJ,GI?I YCTaHOBKMW.

MpumeyaHue. B TpeTbeit YacTu « MHCTPYMEHTbI M KOMMOHEHTbI» Bbl HailAeTe nepeyeHb KOMMNOHEHTOB,
HeobxoauMbIX A5 NpPaBUAbHOM paboTbl KaneHTa Safetica uan Microsoft SQL Server 2017 Express.

3. lNepep nssneyeHnem Mam 3anyCKOM YCTaHOBLLMKA BAC MONPOCAT BBECTU CAeAYOLLYIO I/IHCI)OpMaLI,MI'OZ

= Adpec cepsepa — appec cepBepa, K KOTOPOMY NOAKNOYAETCA KAWEHT.
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lMpumeyaHue. Bbl MoXeme 88eCmu HECKO/IbKO a0pecos8, Komopble KAUeHmM CMOXem Ucrosns6308ams 0414
MOOKAYeHUA K 00HOMY cepsepy. 3mo rosae3HO 014 CUeHapues, 8 KOMOPbIX KAUEHM ycmAaHasau8aemcs Ha
HoymobykKe, ucnosns3yemMom 8 mom Yucse eHe nomMeuwseHuli KomnaHuu, 20e y Hezo bydem Opyzoli adpec 015
nooKMo4YeHUs K cepaepy. Npu eode HecKobKUx adpecos pasdenslime ux cumeoaom [. Mpumep:
192.168.100.2[158.142.12.10]/145.65.87.22.

*  [lopm — NopT, KOTOPbIV NpPOCAYyLWINBAETCA cepBepom. 1o ymonyaHumio 3To nopT 4438.

- A3bIK KUeHMa — A3blK KANeHTa.

B Safetica - X
KoHpwrypauma
KoHdMrypawma ycTaHoBoYHOro NakeTa MSI @

MokanyicTa, HACTPORTE CREAYIOWME NaPEMETPE! YCTAHOBOUHOr O NEKETa KNWEHTa:

Apnpec cepeepa | [ERBEETIY
ceTeso0i agpec | ansTepHaTHBHBIN agpec | ..

nopr [4338 |

fAsbIK KNHEHTA |Pyccm|ﬁ ~ |

BHWUMAHWE: KnwenT Safetica Endpoint 3amiLeH 0T HECAHKLMOHWPOBAHHOMD YAANEHUS,
ECnu Bbl XOTWTE YASMUTE MPOAYKT, Bbl AOTHKHEI PASPELUMTE YAANEHWE B KOHCOMA
ynpaeneHA Safetica unu ¢ NoMowLD KomaHa STCService.exe, o, STCService.exe -help,

--- Safetica -

< Hasan || lanee = | | OTHeHa

4. BblbepuTe Nanky ycTaHOBKMU.

5. Bbl MOXKeTe NpoBepUTb YCNELIHOCTb YCTAHOBKM U3 KOHCO/W, FAe Bbl HalZeTe NMKTOrpammy - B Alepese
nosib3oBaTenen paaom ¢ MmeHem paboyero mecta. EC/iM Bbl HE MOXKETE HAUTU B KOHCOIN KOHEYHYHO
pabouyto cTaHUMIO, NPOBEpPbTE, 3aNyLLEHA /1M Ha Hel cnyxkba STCService.exe Aucnetyep 3aga4 Windows >
Cnyx6bl > STCService — 3anylieHa) n ybeautecs, 4to Bbl 406aBUIM B BpaHaMaysp U aHTUBMPYC
UCKAoYeHuAa gna cneaytowmx npoueccos: STCService.exe, STPCLock.exe, STMonitor.exe, STUserApp.exe,
and Safetica.exe.

4. KoHcOonb

Bce dyHKUMM M KoMmnoHeHTbl Safetica (KAneHTbl, cepsepbl M 6a3bl AaHHbIX) YNIPABAAOTCA Yepes Be6-KOHCONb UK
KOHCO/Ib, YCTAHOB/IEHHYIO Ha KOMMbloTepe. Tak:Ke OHa No3BOAAET 0TObPaKaTb BbIXOAHbIE AaHHbIE MOHUTOPUHIA,
CTATUCTUKY M AMarpammbl. Mocne 3anycka KOHCOMU Bbl [O/IKHbI BbINONHUTbL BXOZ, C MOMOLLLbIO Y4ETHOM 3anmncu
nonb3osatens. OTobparkaemble 3n1eMeHTbl U Habop dyHKLMIA Safetica 3aBuUcAT OT NpaB nonb3oBaTens,
BbINO/IHUBLLETO BXOZA, B CUCTEMY. Bbl MOXKeTe ynpaBAaTb NONb30BaTENAMM U NPaBaMuy Yepes MeHI0 YnpasaeHue
A0CTynom.

4.1. OnucaHue nHrepdeica

Mocne 3anycKa KoHconu Safetica Bbl yBUAUTE cnegyowmin nHtepdeic.
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Shessng ity

FnaBHoe meHto (1)

[MepeKkntoyaTenb pexkmma KOHCOJIM PACMONOXKEH B HUXKHEM JIEBOM YI/1y IMAaBHOIO MEHHO.

* Pexum Hacmpoek (ﬂ) — B 3TOM peXxume oTobparkatoTca HacTpoiku moaynein Safetica (kpome
moayna Discovery). HacTpoiiku Bcex dyHKLMI moayns Discovery MOXHO HalTu 3aeck: Discovery ->
Hacmpoliku ¢hyHKYul. ITOT peXKUM He CBA3AH C HAaCTPOMKaMM KOHCOMM Uau cepBepa. OHM ynpaBasAoTCcs ¢
NMOMOLLbIO OTAE/bHBIX HAaCTPOeK B pasaene ObcnyxkuBaHue. PyHKUUKM, HACTPOEHHbIE AAA TPy,
nonb3oBaTenell UAn KOMNbIOTEPOB, YKa3aHbl B AepeBe Nosib3oBaTeneil. Mi3ameHeHUs B HaCTpOMKax

,Cl,eﬁCTByIOT TO/IbKO €C/In OHUN COXPaHeHbl C MOMOLLbIO KHOMKA J B NPaBOM BepPXHEM YyIr/ly OKHa

X

HacCTpoeK d)yHKuVIﬁ. M3meHeHMA MOXKHO OTMEHUTb C MOMOLLLbIO KHOMKM

* Pexum susyanusayuu (m). B 3TOM pexknme 3anmncaHHble AaHHble, UTOrOBbIe OTYETbI, ANarpammbl 1
cTaTUCTUKa oTobparkatoTca B pasaene dyHkuni Safetica. [laHHble o rpynnax, noib3oBaTensax n
KomnbloTepax, naeHTMOULMPOBAHHbIX B AepeBe No/sib3oBaTesien, 0TobpakatoTca 3a onpeaeneHHbINn
nepuog, BpemeHu.

Cnesa ecTb MMKTOrPamMMbl, KOTOPblE MOXHO MCMO/b30BaTb A1 GOPMUPOBAHMA PA3ANYHbIX NPEACTABEHU
MTOroBon nHbopmaumu.

+  Dashboard — 0630p AaHHbIX, COOPAHHbIX MO BCEM aKTUBHbIM QYHKLMAM.

= [IpedynpexdeHus — HACTPOMKN aBTOMATUYECKOro npeaynpexaeHus.

* Omyemsbl — HACTPOIKM OTNPABKU PEryispHbIX OTYETOB.

B yeHmpe Haxo4AaTCcA MUKTOrPamMMbl, UCMOJIb3YEMbIE A5 MEPEK/IOYEHUA MEXKAY TPEMA OCHOBHbIMU MOAYAAMM
Safetica:
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Discovery
. Protection

Cnpasa HaxoAATCA MUKTOTPaMMbl, KOTOPbIE MCMONb3YIOTCA AN a4MUHUCTPUPOBAHMA BCeX KommnoHeHToB Safetica, a
TaK¥Ke Ans nepexosa K CNpaBoYvHOM UHOPMaL UK.

* 06caymwusaHue — ynpasaeHne u KOHOUTYpPHPOBaHME NOAK/IOUYEHHbIX CEPBEPOB U KAMEHTOB, a TaKKe
areHTa 3arpysuuka.

* [lpoghunb — 6a30Bble HACTPOMKM BaLLEN YYETHOM 3aNnNCK, TaKME KaK NOAKAOYEHME K CEpBEPY U
NMo/1Ib30BATENbCKME HACTPOMKM KOHCONM.

* MMomowb — poctyn K cnpaske Safetica.

Mod BepxHen NaHebio C 31eMeHTaMM1 YNPaBAEHUA KOHCO/bIO PACNONOXKEH CNUCOK GYHKLMIA Moaynei. ITOT CNNCOK
N3MEHAETCA B 3aBUCMMOCTU OT UCMOJIb3YEMOTO B AaHHbIA MOMeEHT moayns — Discovery uam Protection/

DepeBo nonb3oBartenei (2)

[epeBo nosb3oBaTesieil HAXOANUTCA Ha KOHCO/IM C JIEBOI CTOPOHbI, NOA, BEPXHEW NaHesbio MHCTPYMeHTOB. Bce
cepeepbl Safetica, K KOTOpbIM Bbl MOAKOUYEHbI, OTOBPArXKaOTCA B 3TOM AepeBe. HoBoe Nogk/toueHne K cepsepy
MOYHO HacTpouTb B pasaene lMpoguss. Kaxablii cepsep B AepeBe UMEET rpynbl, N0b30BaTeNEN M KOMMbIOTEPSI,
noAK/AtoYaemble K Hemy. B 30He 0TobpakeHWsa UM NPocMoTpa (pasgen 3 Ha PUCYHKe) 0ToBparkatloTCsa HaCTPOMKM
WN AaHHbIe, BbIYUCAEHHbIE A1A BbIOPAHHbIX 3/1IEMEHTOB AepeBa C MOMOLLbI COOTBETCTBYOLWMX GYHKLMIA.
HecKo/IbKO 3/1EMEHTOB MOKHO BbIBpaTh, yaepsKkuBas KHOMKu Ctrl unv Shift © 0AHOBPEMEHHO OTMEYasn HyKHble
af1eMeHTbl. JonoNHUTENbHYI0 MHGOPMALMIO O CEPBEPE MOKHO NPOYMUTATL B pasgesie ApXUTeKTypa.

dnemeHTbl Aepesa

KopHeBble aiemeHTbl AepeBa — cepBepbl, K KOTOPbIM Bbl MOAKAOYEHbI Yepe3 KOHCOob. Cheaytowme NMKTOrpammbl
B Aepese nosib3osatesieit 0603HavaoT CTaTyC NOAKNKYEHNA KaxX40ro no/ib30BaTeN1A:

/s/ SMS01 Bbl NOAK/OYEHbI Yepes3 KOHCO/b K cepsepy ¢ umeHem SMS 01.

w- @ sMs01*
- (r,u,e 3a UMeHeM cepBepa cnegyet CMMBOJI 3Be3,ﬂ,OqKM) — AepeBo NU3SMeHUNOCb U ero

Fa s
HYXHO 0BHOBUTbL. 3TO MOXKHO caenatb, Hanpumep, C NTOMOLWbHO KHOMKU [

4 sMs 01
. ‘i — Balla KOHCO/1Ib HE NOAK/NKOYEHA K CepBEPY, TaK KaK cepBep HeJOCTyneH NN BbIKNKOYEH.

SMSs 01 <

. /g/ — B HEKOTOPbIX PesKMMax NpoCMoTpa 3TOT napameTp obLumit Ans Bcero cepsepa. B atom
c/lyyae OTOBParKatloTCA TONbKO Te CepBepbl B AepeBe NoJ/ib3oBaTesel, K KOTOPbIM Bbl MOAK/OUYEHbI Yepes
KOHCO/Ib (AepeBo Henb3a pacnakoBath).

[ononHutenbHyo MHGopmaumio 06 MCNob30BaHUK AepeBa Nosib30BaTesIei Bbl MOXKeTe HalTU B pasaene
«CnpaBKa» B Teme 0 GYHKUMAX, HACTPONKaAX, U BU3YyaNnU3aLMMN COBPAHHbIX AaHHbIX.

OCHOBHbIe 3/1eMeHTbl AepeBa:

| ]
" Uh — nonb3oBaTesb, BbIMOJAHMBLUMIM BXOA, B KOMMbIOTEP C MOMOLLBIO KMEHTA UM areHTa 3arpy3ymKka u B

,D,aHHbIVI MOMEHT HaXO,D,ﬂLLI.MVICﬂ B ceTu. Echn nonb3osaTenb yXxoamT U3 CeTU, ero NMKTOrpamma CTaHOBUTCA

o | ]
cepout: i
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SR N KOMMbIOTEP, HA KOTOPOM YCTAHOBAEH KANEHT U KOTopllﬁIcequac HaxogmTcs B ceTu. Ecnm KomnbloTep

=

OTKJ/ItOYAETCA OT CeTH, ero NMMKTOrpaMma CTaHOBUTCA CEPOIA: . Ecvi Ha KomnbloTepe yCTaHOB/IEH areHT
3arpysumnKa, Bbl MOXKeTe nepesanycTuTb KANEHTCKYIO CNy»Kby Tepe3anyck cayx#bbl UM BECb KOMMbIOTED
Mepe3azpy3ums KOMMblomep N3 KOHTEKCTHOTO MEH!HO.

. & _ KOMMbIOTEP, HAa KOTOPOM YCTaHOBJIEH areHT 3arpy3ymKa U KOTOpbIN celyac HaxoanuTca B ceTn. Yepes
KOHTEKCTHOE MEHHIO Bbl MOXKETEe Nepes3anycTuTb KANEHTCKYIO cnyKby Safetica Client Service Ha kKomnbtoTepe
WK Nepes3arpy3nTb BeCb KOMMbLOTEP.

""..
- i —Trpynna, B KOTOPYK BXOAAT NO/21b30BATE/IXU, KOMMNbKOTEPDLI UIN gpyrhe rpynnobl.

[anbHelwmne onepaunn c 4ePeBOM NoJb30BaTe e, TakMe Kak gobasneHune rpynn, yaaneHune, nepemMmeHoBaHne
Nnoab30BaTesel U KOMMNbIOTEPOB, BbIMOJHAKTCA C MCMNO/b30BaHWEM KOHTEKCTHOTO MEHI0, KOTOPOE Bbi3blBaeTCA
LLLENYKOM MPaBOoi KHOMKM MbILWM MO 3/1IEMEHTY AepeBa. DeMeHTbl 4epeBa MOKHO NEPEMECTUTb C MOMOLLbIO MbILUK
(nepeTackmBaHuem). KOHTEKCTHOE MEHIO A4/19 KOMMbIOTEPOB AOMNOHEHO C/IeAYIOWMMM NapaMeTpamu:

+ [lepeadpecayus. MepeHanpaBaseT KAMEHTA Ha Apyron cepsep. Cm. pasaen Nepeagpecauma KAVEHTA Ha
APYron cepsep.

o = _ nepeajpecauua HacTpoeHa.

-
o == — nepeagpecauua 3aBeplleHa.

*  PaspeweHue Heu3gecmHo2o cepmuguxkama. ITa GyHKLMA paspeLlaeT KANEHTY NOAKAYUTLCA K APYromy
cepsepy (M NoayunTb cepTUdUKaT C Apyroro cepsepa).

= BKawoyume akmueHoe ynpassneHue — B 3TOM PeXMMe NePEHOC HACTPOEK B KIMEHT U UX COXpaHeHue B 6ase
JaHHbIX 3aiMYyT MMHMMaNbHOE Bpems. YNpaB/ieHUe KAMeHTaMmM B TeYeHMe YKa3aHHoro nepunoaa byaet
BbIMONHATLCA NPAKTUYECKM MIHOBEHHO. AKTMBHOE yrpaBieHne umeeT 6osee BbICOKMIA MPUOPUTET, YeM
MHTEpBas HAacCTPOMKM MU NepeHoca 3anuncei, HaCTPOEHHbIN B pa3aene Hacmpolku KaueHma, HO ero MOXHO
BK/IIOYMTb INLLb Ha OrpaHMYeHHbIl nepuog, (1, 2, 4 unu 24 yaca). ECam Ha KOMMbOTEPE BK/IKOYEHO aKTUBHOE
ynpasaeHue, MMKTOrpamma B lepeBe U3MEHUTCA Ha CNeyoLLYIO:

o @ — HaCTPOeHO aKTUBHOE ynpas/sieHne, HO KINEeHT eLlle He obHoBUN HaCTpOVIKM;

o @ — HaCTpoOeHOoO K pa60TaeT adKTMBHOE ynpas/sieHne.

[pyrue cBoiicTBa fepeBa NoAb30BaTeNeN:

- rpyl'll'lbl MOryT 6bITb B/IOXKEHHbIMU, TO €CTb O4HA rpynna MmoXXeT UMeTb HECKOJIbKO noAarpynnm. Op,HaKO \
. .
KayKa0M rpynnbl MOXKeT O6bITb TO/IbKO 04Ha PoAUTeNbCKadA rpynna. Fpynnbl OTMeYeHbl MUKTOrPaMMon = |

* [pynnbl MOryT coeprKaTb NoNb30BaTENEN U KOMMbIOTEPDI.

* Tosnb3oBaTenn 1 KOMMNbIOTEPbI MOTYT 6bITb MOMELLEHbI B HECKObKO rpynn (04MH M TOT e NnoJib3oBaTe b
WM KOMMbIOTEP MOXKET BbITb NPeACTaBAEH B HECKOJ/IbKMX Pa3HbIX rpynnax uam BeTKax 04HOBPEMEHHO).

BcTpoeHHble rpynnbl

B fepeBe Nonb3oBaTeNei CyLLecTBYOT AB€e BCTPOEHHbIX rpynmbl:
= HeussecmHsie — 3Ty rpynmny HeNb3A yAanuTb. Mocne NoAKNOYEHUSA HOBOTO KAMEHTa BHOBb MNOAK/IOUYEHHbIe
NOAb30BaTEAN U KOMMbIOTEPbI MOMELLAIOTCA B 3Ty rpynny. Bbl MOXeTe KonnposaThb U

BCTaBAATb/NepemelLaTtb 3TUX NoJIb30BaTesIei M KOMMbIOTEPbI U3 rpynnbl HeusgecmHeole B rpynnbl, KOTOpble
cosganu camu. Ecam Bbl yaanute nosib3oBaTtess UM KOMMNbIOTEP M3 BCEX CBOMX FPYMM, OHU BEPHYTCA
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06paTHO B rpynny HeussecmHsie. TO e NPaBUIO MPUMEHAETCS K NO/Ib30BaTENAM U KOMMbIOTEPAM U3
rpynnbl, KOTopas bbina yaaneHa 13 gepesa nonbsosaTesneit. OKOHYaTebHO YAaAWUTb NOb30BaTeNeln um
KOMMbIOTEPbI MOXHO, YAA/IMB UX U3 Tpynnbl HeuzsecmHeole.

*  Active Directory — 3TOT aneMeHT Henb3A yaanntb. OH UCNO/Ib3yeTca AN CUHXPOHU3aLuKM cepsepa ¢ Active
Directory. Bbl moxkeTe BblbpaTb gepeBo Active Directory B pasaene Hactpoliku cepsepa. MNocne
NOATBEPKAEHUA OnepaLmnmn BCe NONb30BATENN U KOMMbIOTEPbI ByAyT cCKONMpoBaHbl B rpynny AD. 3Ta
rpynna AocCTyrnHa TO/IbKO ANS YTEHMA, @ 3HAYMT Bbl HE MOXKEeTe CO3/4aBaTb B Hel HOBbIX NOJIb30BaTe el U
KOMMbIOTEPBI UM YAANATb UX, HO 3aTO MOXKETe CKOMMPOBaTb UX B Apyrue rpynnobl, 4OCTYMNHblE ANA
HacTpoWkK. Mpynna AD Mcno/sib3yeTca TO/IbKO AJ/18 OpraHuM3aLmMmn cBasu mexay gepesom Active Directory m
[epeBOM MoJIb30BaTe/ieN B KOHCO/IN.

dnemeHTbl ynpaBieHUa gepeBom

ECTb HECKO/IbKO 91eMeHTOB ynpaBaeHuA 4epeBom nosib3oBaTesnein:

KHonka + pacKpblBaeT BCe y3/1bl B AePeBe Nosib30BaTesei.
* KHoOmMKa CBOPauMBaET BCe y3/1bl B AepeBe No/b30BaTesei.
* KHOMKa ? oTobparkaeT aKcnpecc-puNbTP AN aepesa. GUALTP MOXKHO UCMOJIb30BaTb A/1A Bbibopa

3/1eMEeHTOB, KOTopble byayT oTobpakaTtbea B aepese. LLlenkHUTe No HyXXHOMY GUALTPY, YTObbI ero
BKOUUTD. LLlesIkHMTe ewe pas, yTo6bl OTKAOUNTL BbIBpaHHbIN GUALTP. Bbl MOXKETe HaCTPOUTbL
OLHOBPEMEHHO HECKOJIbKO GUNBLTPOB. B 3TOM cnyyae B aepeBe byayT oTobpaKaTbCs TONbKO T 3/IEMEHTbI,
KOTOpble COOTBETCTBYIOT BCEM BaLLMM GUAbTPAM. Bbl MoKeTe BbIOpaTb OAMH U3 Ceayowmnx GpuabTpos:

| ]
o bk [lonb308amenu. B nepese OT06pa)'Ka}0TCH TO/IbKO NOJZib30BaTeNnn.
o ﬂ Komnetomepel. B pepese 0To6pa>1<a|0Tc;| TOJIbKO KOMMNbIOTEPbDI.

o gAKI"WUGHbIe. B aepese 0T06pa>+(a+0Tcs| TOIbKO MO/Ib30BATENIN, BbINO/IHUBLLUME BXO4 B CUCTEMY,
WU TO/IbKO BK/IKOYEHHbIE KOMMNbHOTEPDbI C pa60TaPOLLI,VIM KIMEHTOM UNN aFr€HTOM 3arpy3dumKa.

o == HeakmuseHsle. B aepese OTO6pa)-KaIOTCF| TONbKO MNO/Z1Ib30BaTeIn, He BbINMONHUBLLIKME BXO/ B
CUCTemy, Uin To/IbKO OTK/IKOYEHHbIE KOMMNbOTEPbI N KOMNbHOTEPDI C Hepa60Ta}OLLI,VIM K/IMEHTOM
WU areHToOM 3arpysymKka.

o 'BC KaueHmom. B pepese 0T06pa>+<a+0Tcn I'IOJ'IbSOBaTEJ'IVI/KOMI'IbPOTepr C YCTAaHOB/IEHHbIMUA
KANeHTamn.

o aEe3 KaueHma. B aepese oTobpakatoTca Nonb3oBaTenn/Komnbiotepbl 63 ycTaHOBAEHHbIX
K/IMEHTOB.

o OOleI'(ﬂfO‘!@HHbIU KaueHm. B pepese 0T06pa)'Ka|OTCF| nonb3oBatenn UM KOMnNbrOTEPDbI C
YCTAaHOB/IEHHbIMM, HO OTKAOYEHHBIMW KAneHTamn. Cm. OmkaroyeHue pG60°IUX cmquud.

o @C aeeHmom. B fepeBe oTobparkatoTca Noib30BaTeNM/KOMNbIOTEPbI C YCTAHOBNEHHbIM areHTOM
3arpysumka.

“H
o 5@3 aezeHma. B aepese 0T06pa>+(ar0Tc;| |'|0/'|b3OBaTef|M/KOMI'IbI'OTepr 6e3 YCTaHOB/ZIEHHOTO
areHTa 3arpysyunka.
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o R C nuyeHsueli. B pepese oTobpakatoTca nonb3oBaTen/KOMMNbIOTEPbI C MPUCBOEHHOM
nvueHsunei Safetica. Cm. MeHedxcep auyeH3uli

o R be3 nuyeH3uu. B nepese oTobparkatoTca nosib3osatenn/KomnbloTepbl 6e3 anueHsmm Safetica.

=
o HepeadpecoeaHHb/e. B nepese oTobparkaloTcA TONbKO NepeagpecoBaHHble KOMMboTepbl. CMm.
lepeadpecauusa knueHma Ha opyaol cepsep.

o) HenepeadpecoeaHHb/e. B aepeBe oToOparKatoTCA TO/IbKO KOMMbIOTEPbI, KOTOPblE He Bblan
nepeaapecoBaHbl.

¢} 'ﬁ'yaaneHHble u3 AD. B nepeBe 0To6paKatoTCA NONb30BATENN UM KOMMBIOTEPbI, KOTOPbIE YXKe
yAaneHbl U3 Katanora Active Directory, ¢ KOTOPbIM CUHXPOHU3NPYETCA 3TOT CepBep.

o @AKIT)UGHOE ynpaseneHue. B pepese 0T06pa)+<a10Tc;| TOJZIbKO Teé KOMMNbIOTEPDbI, A1 KOTOPbIX
BK/IOYEHO aKTUBHOE ynpaBsieHne.

[ns Bbibopa puabTpoB HEOOXOAMMO HaxKaTb KHOMKy OK.

a3
£

" KHonKa obHoBnAET Aepeso no/sb3oBaTenemn.

30Ha oTobpaxkeHua/npocmortpa (3)

30Ha oTo6paKeHUA, TaK}Ke Ha3biBaemasn 30HOW NPOCMOTPA, MCMNO/b3YeTCA AA BU3yann3aLunmn JaHHbIX U U3MEHEeHUA
HacTpoeK oTAeNbHbIX GYHKLMIA. CoaepKMMOe 30HbI MPOCMOTPA M3MEHAETCA B 3aBUCMMOCTU OT TOTO, KaKyto
bYHKLMIO Bbl B A@aHHbI MOMEHT NPOCMaTPMBAETE, U OT TEKYLLErO pPeXXnma (HacTpoWKn, BU3yanusaumsa u T. n.). Mpu
OMNUCaHWUN OTAENbHbBIX GYHKLUUI Mbl ByAem Ha3biBaTb 3Ty 30HY 30HOM NPOCMOTPA.

[ns nepektoveHns mexay GyHKLMAMU MOAY A BbiGepuTe MOAY/b B F1aBHOM MeHH0, 4To6bl 0TO6Pa3uUTb CMMCOK ero
byHKUMIA, @ 3aTem nepemecTuTe GpyHKUMIO B 061aCTb MPOCMOTPA, LWEIKHYB MO ee Ha3BaHMIo.

4.2. PexXxum HacTpoek

[epeBo nosb3oBaTesiei COAEPIKUT CIMCOK BETOK, Py, Nosib3osateneil 1 KoMNbloTePoB (y3bl). KopHeBble
3/IEMEHTbI BCEraa ABAAIOTCA OTAE/bHBIMM BETBAMMU, K KOTOPbIM NOAK/OMEHa KoHCoNb Safetica. MoseaeHne BeTeK
[epeBa nonb3osaTeneil aHaIorMyHo NoBeAEHMIO rpynnbl. E4MHCTBEHHOE OT/IMYME COCTOUT B TOM, YTO BETKY HE/b3S
KOMMPOBaTb, NepemeLLaThb, yAaasaTb U BCTABAATb B APYTUE rPpynbl UAN BETKU.

Bbl MoKeTe BOWTU B PEXNM HAaCTPOEK, HaXXaB Ha KHOMKY ﬂ B BEPXHEM NEBOM YI/1ly KOHCO/IU.
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ALERTS DISCOVERY  PROTECTION  'WEBSAFETICA

Endpoints deactivation

A BASIC INFORMATION

i l\C::v!me In this view, you can deactivate vanous components of Safietica Client, Same changes might require endpoint restart.
@ £
@ i CEO

ds Cloud usrs A MAIN SETTINGS
@ £ Develcpment
o 4 Extemal
@ 4 R
s Manogement
w &y Marketing ~ TECHNOLOGIES
@ ol Sles

Safesica Client: el et

Mekaork layer . et
MAP extension: BT inhest
Cortext menis BT inhest

A DRIVERS
A Computes restart i required to comlete the deactivtion.
R ——

A, SERVICES

Sufesica File monitor senice: eI Inhert
Safesica clessification service  WeiTe—m Inhert

Safetice applicsbons sensce Wit Inhert

Safetica devices sen

A ADVANCED

Safetica event log senvice: T st

MpocmoTpeTb pasaen CnpaBKM Mo KaKoM-IM60 GYHKLMM MOMKHO C MOMOLLbH0 KHOMKM

HaCTpOVIKVI, BbIMO/IHAEMbIE Yepe3 AepeBO nosib3oBaTtesiel, UMetoT cneaywoume CBOWCTBA:

Pexxum HacTpoek
Bbl moxeTe YCTaHOBUTb cneaytouime pexxmumMbl NoYTH gna Ka)K,CI,Oﬁ d)yHKLI,MVI:
* OmknwveHo — GYHKUMA He aKTUBMPOBAHA.

* HacnedosaHue — pexkum GyHKLMM HacneayeTcs. HacTpolika Hac/ieayeTca OT POAMTEIbCKOM rpynnbl, ecam
OHa 3a4,aHa B O4HOW UM HECKONIbKMX POAUTENbCKMX Fpynnax.

" BkstoueHo — cooTBeTCTBYOLW,AA CbYHKLI,VIﬂ AKTUBUPOBAHa.

HacTpoiika, KOoTopyto Bbl BblibMpaeTe Ha 3KkpaHe GYHKLUMM, NPUCBANBAETCA TObKO TEM MO/b30BATEAM, TPYNNaM UIn
KOMMbIOTEPAM, BblAENEHHbIM B AepeBe no/b3oBaTtesieit. YTobbl MPUMEHUTL HACTPOMKM, BaM HY}KHO COXPaHUTb

X

U3MEHEeHUA, HaXKaB Ha J . OTMEHUTb N3MEHEHMA Bbl MOXKETE, Ha*KaB Ha B NpaBOM BepXHeEM yrnay.

SnemeHTbl Aepesa nosib3oBaTesiei, ANA KOTOPbIX HACTPOEHa d)\/HKLI,VIﬂ (6Kl7., SbIKﬂ.), noaceeymBaloTCA B Aepese
CUHUM LLBETOM.

HacneposaHue HACTpoOeK

* Bbl MOXeTe co34aBaTb HAaCTPOWMKM A4/1A NONb30BaTENEN, TPYN (BKAOYAnA BETKM) M KOMMbIOTEPOB C
NOMOLLbIO AepeBa No/b30BaTeNel Ha KOHCON.

= HacTtpoiika rpynnbl HacneAyeTcs ee Nogrpynnamu, Noab3oBaTeNAMM U KOMMbloTepamu. HacTpoika,
cAenaHHan AnA rpynnbl, TaKKe NPUMEHSETCS KO BCeM MOArpynmnam, nosib3oBateNsim U KOMMboTEPAM B 3TOM
rpynne.

*  HacTtpoiika Ha 6onee HM3KOM yYpOBHE AepeBa Nosib3oBaTesiei cunTaeTca bonee CTPOroi, a 3HaUMT UMeeT
6onee BbicOKM NpuopuTeT. K npumepy, Bbl co34aeTe HACTPOMKKN AAs rPynnbl, @ 3aTem — Ans
nonb3oBaTesIen UAN KOMMNbIOTEPOB B 3TOM rpynne. bonee npuoputeTHon 6yaeT HAacTpPOlKa, caenaHHas ana
no/sib30BaTeNeN AN KOMMNbIOTEPOB. Takaa HAaCTPOMKA Ha3bIBaeTCA ABHOW. HacTpoMKK rpynnbl 1 ee
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noArpynn, nosb3oBaTesiei UM KOMMNbIOTEPOB PaccYMTbIBalOTCA (06beaMHAIOTCA) B MOPsALKE Npoxoaa no
AepeBy Nosib3oBaTesielt OT 06beKTa Ha CAMOM HU3KOM YPOBHE (C BbICOKMM NPUOPUTETOM) A0 KOPHS UK
BETKM (C bonee HU3KMM NPUOPUTETOM). PacCcumMTaHHbIe HAaCTPOMKK Ha3biBatoTCs 3G EKTUBHBIMU.

*  Bbl MOXeTe yanuTb ABHYO HACTPOMKY B YHKLMUN, HAXKaB Ha KHOMKY U . Ans KaxkpoM HacTpoWKK

YyCTaHABAMBAETCA 3HAYEHNE MO YMOMYAHUIO.
KopoTko:

*  AleHas Hacmpolika — HacTpoliKa, BbiIbpaHHasA BPYyYHYIO /19 KOHKPETHbIX NOb30BaTeNeN, rpynn,
KOMMbIOTEPOB WU BCE BETKU.

= JppekmusHaa Hacmpolka ( © ) — HacTpoliKa, BbluMCEHHaA aBTOMATUYECKM NyTem 0bbeguHeHUA
HACTPOEK AN OTAE/bHbIX OO bEKTOB. BbluMCEHME BbINOAHAETCA NyTEM 06beANHEHNA HACTPOEK B NOPALKe
npoxofa no Aepesy Noab3oBaTenel oT 06beKTa Ha CaMOM HU3KOM YPOBHE (C BbICOKMM MPUOPUTETOM) A0

KOPHS MK BETKM (C Bonee HU3KMM npuoputetom). IddeKTrBHAA HACTPOIKA AOCTYMNHA TONbKO AN YTEHUA,

Pacuet 3¢pPpeKTUBHOCTU HACTPOUKM

B KoHco/M Bceraa otobparkaeTca ABHaA HacTpolika. C NOMOLLbIO KHOMKM © MOXKHO NepenTn K 0TObparkeHuto
30 PEKTUBHOM HACTPOIMKKN ANA TeKyLen GYHKUUM U BblAENEHHbIX 91€MEHTOB B AepeBe noab3osatenen. Og4HaKo 3Tu
HaCTPOMKM BCEraa HY»KHO PacCcuYMTbIBaTb, YTO MOMKET 3aHATb 6O/IblLEe BPEMEHM.

Kak 6b110 onMcaHo Bblle, pacyeT BbINOMHAETCA B HAaNPaBAEHUMN OT IMCTbEB (HaNpUmMmep, No/ib30BaTeNsA UK
KOoMMbtoTepa) B AepeBe No/b3oBaTenei K KopHio. HacTpoika, coxpaHeHHas 414 Noab30oBaTtens, umeet 6onee
BbICOKMIA MPUOPUTET, YeM HACTPOMKM rPYMnbl, K KOTOPOI OTHOCUTCA 3TOT NoAb3oBaTeNb. ObbeanHeHue
BbINOHAETCA Cneaytowmm obpasom: Ecamn Ans nosb3osaTens HUYEro He yCTaHOBAEHO, UCMOJIb3yeTCA HaCcTPOIKa ero
rpynnbl. ECM ycTaHOBAEHbI HAaCTPOIKa A1 TPYNMbl U HACTPOKKa ANA Nosib3osaTend, byAeT AeicTBOBaTb HAaCTPOMKa
[O/19 NONb30BaTeNA. ITO OTHOCUTCA TaKXKe K BIOKEHHbIM KOMMNbIOTEPAM M Fpynnam.

KOMﬂbI'OTep UN NO0/Z1Ib30BaTe/1b, HaxogAlwneca B HECKOJZIbKUX rpynnax

Bbl MOeTe 3aHOCUTb KOMIMbIOTEPbI U/IM MOJ/Ib30BaTe/Iei B HECKO/IbKO rpynmn 04HOBpeMeHHO. Eciv nonb3osartenb
WM KOMMbIOTEP HAaXOAATCA B HECKOIbKMX rpynnax, Aja pacHeTta 3GpGeKTUBHbIX HAaCTPOeK 6yayT BbIMOJHEHbI
cneaytouime warn:

1. DddeKTMBHbIE HACTPOMKM PACCUMTLIBAIOTCA 418 KaXKA0r0 NyTH, KOTOPbI CyLLECTBYEeT A5 3TOro
NoAb30BaTENA MAN KOMMNbIOTEPA, YTO AAET Ham ABe (Mamn 6onee) sdpdEeKTUBHbBIX HACTPOMKMK.

2. W3 3Tux HacTpoekK BbibUpaeTcs ogHa, Hanbonee «cTporas». Hanpumep:

= HacTpoWiku BktoueHo v Bobikao4eHo 06beaUHATCA B HAaCTPOMKY BrsroyeHo. Mpumep: BKAOYEHME
MOHUTOPWHTA MPUIONKEHN.

" 3HayeHnA NHTepBana Bcerga 06'b€,D,I/IH‘iIIOTCF| B bonee CTpOI'VIIz nHTEpPBAanN.

= [ins HekoTopbIx QYHKLMIA, Hanpumep, 81a KOHTPOAA NPUNOXKeHUI nan Beb-KoHTPONA, CO34aH CNIUCOK
NPaBWU M MOYKHO YKa3aTb TUMN NPaBUA: CMUCOK paspeLleHnii Namn CNmucok 3anpeTos. ECam HacTpoliku
OT/INYAIOTCA, MPUMEHAETCA CMIUCOK PaspeLLeHmi.

* Ecau TMNbI CNUCKOB (CrIUCOK paspeweHul UV CriucoK 3arnpemoe) 0AMHaK0BbI, 3TU CMIUCKM 06beanHAIOTCA B
oauH. O6begNHAIOTCA TOIbKO CMMUCKU OAMHAKOBbIX TUMOB (CITIUCOK 3arpemos Unv CrucoK paspeweHul).
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HacTpoiiku gna nonb3osatensa U KOMNbOTEPa

[epeBo nosb3osaTesieit NO3BOAAET CO34aBaTb HACTPOWKM 414 NONb30BaTENEN M KOMNbIOTEPOB. HacTpoliKu
KOMMboTEPA NPUMEHSAIOTCA K KaXKA0MY M0J/Ib30BaTE 0, KOTOPbINM 3allen B CUCTEMY C 3TOr0 KOMMNbIOTEPA,
cneaytolmm obpasom:

1. Wtorosble HaCTpOﬁKM ANA nonb3oBaTenAa Ha KOHKPETHOM KOMMbIOTEPE BbIYNUCNAKTCA NYyTEM 06'bELI,VIHEHVIF|
3CI7[IJE’KmU6HbIX HacmpoekK onAa aToro nosb3osatenAa N 3Toro KomnbkoTepa.

2. PesynbraTt 06'be,£I,MHEHVIFI HaCTpOeK ANA KOMNboTepa U ANA NO/1b30BaTe/IA CHNTAETCA OKOHYATE/IbHbIM U
NMPUMEHUMbIM. O6BEAMHEHME BbIMONHAETCA C/ieAyoWwnm 06p330M.

*  Ecnv HacTpoiKa He yKasaHa A5 Nno/ib3oBaTens, MPUMEHAETCA HAaCTPOEHHOE A/18 KOMMNbIOTEPA 3HAYEHME.

* Ecau HM 4nA nonb30BaTeNs, HU A8 KOMMbOTEPA HUYEro He YCTaHOBNEHO, ByAeT MCNO/1b30BaThCA
HaCTPOMKa No yMonYaHMo. HacTpOMKKM NO YMONYaHWUIO ONUCaHbl B pasaene, NoCBAWEHHOM OTAENbHbIM
bYHKUMAM.

*  Bce HacTpoWKK, yCTaHOB/IEHHbIE A/ 060MX 06EKTOB, NPMMEHSAIOTCA C YH4ETOM NPUOPUTETOB, KOTOPbIE
MOYHO HaCcTPOUTL AN KaXKA0ro Moayna B pasgene HacTpoiku kaneHTa. Mo ymondaHuio (ecim npuopuTeTsl
He HaCTPOEHbl), KOMMbIOTEP MMeeT Bonee BbICOKMI NPUOPUTET (ero HAaCTPOMKKU NPUMEHSAIOTCA BMECTO
HacTpoeK no/b3oBaTens).

*  Cnucku npaBun 06beAnHATCA, eCv ANA HUX BbIBpaHbl OAMHAKOBbIE PeXMMbl. B npoTMBHOM cyyae
BbIOMPAETCA OAMH M3 CMUCKOB, TaK¥Ke C y4eTOM NPUOPUTETOB.

06bem AaHHbIX B 6a3ax JaHHbIX

Pasmep AaHHbIX, COBMpaembix B NPOLLECCe MOHUTOPWHTA, 3aBUCUT B NMEPBYHO OYepeab OT KOIMYECTBA No/b30BaTeNel
B HaCTpaMBaeMOi CMCTEME M OT KOJIMYECTBA aKTUBUPOBAHHbIX QYHKLMIA B Kaxkaom M3 moayneit Safetica.

06wwan NoONAUTHKA UCNOJIb30BAaHUA HACTPOEK

Safetica npefoOCTaBNAET WMPOKNUIA PAL, HACTPOEK, NO3BONAIOWMX TWATEIbHO OTNAAUTb GYHKLMM 6e30NacHOCTU B
BalMX BeTKax. O4HAKO HeaKKypaTHbIM BbIBOP HAaCTPOEK MOKET MPUBECTM K YXyALeHUo paboTbl Bcelt cuctembl. Mo
3TOM NPUYMHE Mbl PEKOMEHZYEM UCMOAb30BaTb CI0XKHbIE HACTPOWMKMN TONIbKO MPU HAaIMYMK A0CTaTOYHOrO OMbITa.

Ecnu Bbl COrnacHbl MCMOJ/Ib30BaThb NPOCTbIE BapMaHTbl 0606LLEHHbIX HACTPOEK, BOT HECKO/IbKO PeKOMeHJaL i
obLiero xapakrepa.

" YcTaHaBauBaiTe HaCTpOl;'IKM TONbKO ANA rpynn, a He anAa nonb3osaTenen nnu KomnbloTepos. [locne aToro
06’be,£|,VIHﬂﬁTe B 3TU rpynnbl KOHKPETHbIX nosib3oBaTesiei n KOMNbKOTEPDbI B 3aBUCUMOCTU OT TOIO, Kakne
HaCTpOﬁKM Bbl XOTUTE ON1A HUX NTPUMEHUTD.

Mpumep. NMpeanoNoKMM, YTO B BalLei KOMMNaHUW TPU OTAENA: MapPKETUHIOBbI OTAe, oTAen pa3paboTok u
OTAEeN TEXHUYECKOM NoAAEPKKU. Bbl XOTUTE, YUTOBbI ANA COTPYAHMKOB Pa3HbIX OTAE/I0B UCMO/Ib30BaNCh
pasHble Moy U GYHKUMKU. He NpucBanBaiTe HaCTPOEK COTPYAHMKAM 3TUX OTAEN0B, NPOCTO BbibUpas
Kak4oro nosb3oBaTtens B Aepese. BMecTo 3Toro cosgaiite rpynny AN KaxK4oro U3 oTAen0B 1
pacnpefenute COTPYAHUKOB MO 3TUM rpynnam. 3aTem co3gaiTe HaCTPOMKM ANA KAXKA0W rpynnbl. Taknum
06pa3om HacTPOMKM ByayT YCTaHOBAEHbI A1 COTPYAHUKOB B 3TUX rPynnax.

* Ecau BO3HMKNA HEOBXOAMMOCTb HAaCTPOUTb YTO-TO AJ/151 KOHKPETHOrO Mosib30BaTeNd, ero cieayer
paccMaTprBaTh OTAE/IbHO M He HYXKHO BK/IOYaTh B 3Ty rpynny. Jlydile Bcero ans Takux nosb3osaTesnei
€O3/4,aBaTb OTAE/IbHYIO FPyNny WAK NOArpyNny, YTobbl HE MPUMEHATL HUKAKMEe HAaCTPOMKM Ha YpOBHeE
WHAMBWUAYANbHOTO NONb30BaTeNsA. BNoNHe BEPOATHO, UTO NO34HEE Bbl 3aXOTUTE MPUMEHUTb TaKME Ke
HaCTPOMKM M A4/1A APYrOro noAb30BaTens. B 3ToM BapuaHTe Bbl CMOMKETE MPOCTO BKAOUMUTL B HYMKHYHO
rpynmny HOBOro NoJib30BaTe .
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- [poaymaHHoe pacnpegeneHue no rpynmnam no3sosset nsbexkatb NyTaHULbl, €CIM BO3HUKHET
HeobXo0AMMOCTb MEPEHECTU NOJIb30BaTeNA B APYryto rpynny. Bol 6yaeTe 0XKXnpath, YTO N0/b30BATE b
yHacneZyeT BCe HaCTPOWMKM OT HOBOM rpynmbl, HO, €C/IX Bbl PaHee YCTaHOBUIM ANA HEFO MHAUBUAYA/IbHbIE
HACTPOWKK, OHW ByayT uMeTb 60/1ee BbICOKUI NPUOPUTET.

* Kpome Toro, HacTpOMKM Ha ypoBHe rpynn TpebytoT MeHblue MecTa A/1A XpaHeHUsa B 6ase AaHHbIX, Yyem
HaCTPOMKM ANA OTAE/NbHbIX N0/b30BaTENEN.

4.3. Pexxum Bu3yanmsauum

B pexkume Bm3yanusaumm Safetica moxkHO npocmaTpmBaTh AaHHbIe, COBPaHHbIE O COTPYAHMUKAX. YTobbl NnepeiTn B
3TOT PEXXUM, UCMO/b3YINTE CPEACTBA BbIOOPA PeXMMA, KOTOPbIE 0ObIYHO PA3MELLAOTCA C IEBOW CTOPOHbI FNaBHOMO
MeH10. B 3aBUCMMOCTM OT KOHKPETHOTO MOoAyAA U GYHKLMK, U3 KOTOPLIX Bbl NEPenaeTe B 3TOT PEXUM, Bam byayT
npeaoXKeHbl pasHble aHHbIE U AMArpaMMbl MO TEM 3/IEMEHTaM, KOTopble Bbl BbIGpaau B Aepese No/ib3oBaTeei.
HeKoTopble GyHKLUN HE MOTYT BbITb BU3yasIM3MPOBAHbI.

Bbl morKeTe BONTU B PeXnm B1U3yannsaumnn, HaxaB Ha KHOMKY m B BEPXHEM NeBOM Yyr/s1ly KOHCO/N.

= & & ®

GIFVNE pROTECTION  WEBSAFETICA MAMTENANCE  PROFILE SuPPORT

Layout: Recent ¥ Period: 1/1/2019 - /11/2020 # ? POF W8 o

# CHARTS

Tap users X | Top acions B X mostused device ypes 9%

somnEnsck
T—

Chanies Jacezan Mass storage

Edvard Walker e
e [
PO
1 » @ 0 s:
Lags caunt
A RECORDS

Drag below this text the columns you went to group by Device identification
¥ Device Type Aggregation
¥ Userrame ¥ PC ¥ Action ¥ Applicatian ¥ Interface Type v Dive |Vendor ¥ Description ¥ Date and time
@ Device Type: Mass storage Logs count: 95
5 Device Type: Manitor Logs count: 68
3 Device Type: Keyboard Logs count: 10
- Device Type: CO/OVD/Blu-ray drive Logs count: 5

Jchn Black  PC-Black Disconnected _(Uninown appication B\ Unknown T

Jebn Black  PC-Blsck Descanmected  (Urimown appication] B\ Unknown

John Black  PC-Black Disconmected  (Unknown appication] B\ Unknown

Jobn Black  PC-Black Diconnected  (Urinown appkcation) B\ Unknown /872019 045354 P

David Brown PC-Presentation  Mediurn inserted. (Unknown appication By Unknown NECVMar VMware SATA COO1 WB/ZD19 081216, AM
¥ Device Type: Mouse Logs count: 5
 Device Type: Camera or scanner Logs count: 2
 Device Type: Hard disk Logs count: 1

« 8 £ oot0 Selectad: 1/ Sume 3 / Average: 50

Faters: No active finers (IS BMINES

Bbl yBMAMTE 3aMMUCK U AMarpamMMbl C JaHHbIMM O TEX M0/Ib30BaTeNAX, KOMMNbOTEPax U/uau rpynnax, Kotopble
BblAe/IeHbl B AepeBe NoJib3oBaTtesieil. TakKe Bbl MOXKeTe BblbpaTb KOHKPETHbIN Nepuoa, A1a NPpocMoTpa cobpaHHbIX
OaHHbIX MOHUTOPUHTA. N5 3TOr0 Ha*KMUTE Ha KHOMKY [Tepuod B BepXHe N1eBOI YacTn 3KpaHa. Y Bac ecTb
HECKOJIbKO BapMaHTOB yKa3aHUs nepmoaa:
*  [lpedycmaHossieHHble — 34eCb BaM AOCTYMeH BbI6OP M3 HECKO/IbKMX CTaHAAPTHbIX AMANa30HOB BPEMEHMU:
o Ce200HA — oTObpaXKatoTCA 3aNMCK 3a TEKYLLUIA AEHb.
0 Byepa — oTobparkaloTcs 3anuncK 3a npeablayLnin AeHb.
o Ha npowsnoli Hedene — oTobparkatoTCA 3aMMUCK 3a CEMb NOCIEAHUX AHEN, BKIOYAsA TEKYLMNIA.
o lMpownebili mecay — otobparkatoTca 3anmcK 3a 31 nocnegHU feHb, BKAOYAA TEKYLLUNA.

* OOuH OeHb — Bbl MOXETe MPOCMOTPETb 3aMnCK 3a OAMH BblGpPaHHbIM AeHb. Bbl MOXKeTe BbIbpaTh Lebli
OeHb UM BpeMeHHOoW uHTepBan. Moareepante cBoi BbI6op KHoMKon [Todmeepdume damy.
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Bbl MOXKeTe nepes3arpysutb 3anuncy 1 AnarpaMmbl, Ha¥KaB Ha KHOMKY

Jluana3oH — Bbl MOXKETE NPOCMOTPETb 3aMNnCK 3a ONpeae/ieHHbIN Nepuos BpeMeHu. Bbl moxkeTe BbIGpaTh
nepsblii U Noc/ieAHUI AeHb Anana3oHa. TakKe Bbl MOXKeTe yKasaTb Bpems. MNoaTsepaunTe cBoli BbIbop
KHOMKoW [Todmeepoums damy.

r

</ B BEPXHEM NPaBOM Yr/y.

MpocmoTpeTb pas3gen NOMOLLM NO KaKOM-1MB60 GYHKLIMM MOXKHO C MOMOLLbH KHOMKK *

Ouarpammbl

B BerHeﬁ 4YaCTU 3KpaHa B peXxXnume Bn3yasim3aunmn pacnosioeHa 30Ha AnA 0T06pa)+(EHMF| anarpamm. Cnmcok
Anarpamm, A0oCTynHbIX 4N1A NPOCMOTPa, HAaXoa4AUTCA B npaBoﬁ 4aCTU 3KpaHa.

YT106bl YBUAETH AMArpaMmy, BaM AOCTAaTOYHO NepeTaLLmTb ee C NaHeu B NPaBoi YacTu B 30HY
OMNOBELLEHUI, e MOXKHO Pa3MeCcTUTb OAHOBPEMEHHO HECKO/IbKO AMArpamm.

Y106bI YOaNnnUTb gnarpammy m3 obnactn NPOCMOTPA, HAXXMUTE Ha KHOMKY x . Tem cambim Bbl nepemectunte
Avarpammy o6paTHO B CMMCOK C NPaBoi CTOPOHbI.
’ hh 9, M

aXMMafd Ha KHOMKU ; n , Bbl MOXXETE UBMEHATb TUN AMarpamMmmbl (prFOBaﬂ, cTonbyartasa nnum

NIMHelHan).

LLlenKHyB NO OTAENbHOMY CEKTOpYy WAM CcTonbuy, Bbl YCTAHOBUTE aBTOMATMUYECKUI GUALTP 444
COOTBETCTBYHOLLLEN KONOHKM, KOTOPbIN ByAET Cpasy NPUMEHEH KO BCEM PACMOJIONKEHHbIM HUMKE 3anucam. Bbl
MOXKeTe NPUMEHATb GUNbTPbI OAHOBPEMEHHO MO HECKO/IbKMM CeKTopam u/vam ctonbuam Ha aMarpammax B
30He oTobBpaxKeHus. YTobbl yaanmTb GULTP, NPOCTO LWESKHUTE MO KPYry CEeKTOpY uau cTonbuy ele pas.

Ha HEKOTOPbIX IMHENHbIX AMArpammax MOXKHO BblIbMpaTb BPEMEHHOM AMANa30H C MOMOLLbIO MblwK. s

*
OTMEHbI Bb|60pa HaXXMUTE Ha KHOMKY ’D .

AKTHEHOE EpEMA PaBoThl NpUAOKEHNI (A X

Bpems wonoaszonanna [4]
w

5/28/2018 5/31/2018  6/3/2018  &/6/2018  6/9/2013 6/12/2018 6/15/2018 6182018 6/21/2018 6/24/2018

Ha HekoTOpbIX Anarpammax 0To6pa>+(aeTc;| CUHAA BEPTUKA/ZIbHAA IMHUA, KOTOPaA NOKa3blBaeT cpeaHee
3Ha4YeHune JaHHbIX B 3TOM anarpamme.

3anucu

B HUMKHEI YaCTK 3KpaHa B pexunme Busyanusaumm otobparxaetcs Tabavua nogpobHbIx 3anucein. Cnmucok ctonbuos,

OOCTYMHbIX B TEKYLLEM PeXXMMe MPOCMOTPA, HAXOAMUTCA B MPABOM YacTM IKpaHa.
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= [nAa otobpakeHua cTonbua B TabauLe HY*KHO nepeTalmnTb 3TOT cTonbel, B 30HY Tabanubl.

LLlenyok no KHonke ¥ B 3aro/iIoBKe cTonbua otobpasut GuabTp 1A 3Toro ctonbua. 3anosHuTe u
noaTsepaute GUAbTP, HaXKas Ha KHOMKY OK, 4TOObl NPUMEHUTb 3TOT GUALTP K CTONOLY.

*  [Mopa 1abnanueit Bbl yBugmTe nose noucka. MNpu BBoae TekcTa byayT BblAENAATHCA CI0BA, MO KOTOPbIM
BbINO/IHAETCA NOUCK B Tabauue. LenkHute no , UTOObI yHpaTh BblAENEHME.

*  [epeTalmTe 3arooBoK cTo16Ua B 30HY Hag Tabaumuen, 4Tobbl CrpynnMpoBaTh AaHHble TabaULbl MO 3TOMY
ctonbuy. Bbl MOXeTe nepeTalmTb HECKO/IbKO CTO6L0B B 30HY Haa Tabauuei, a TakyKe YCTaHOBUTb A/1A HUX
MepapxmIo COPTUPOBKMK, YTOBbI CrpynnMpPoBaTh 3anucK B TabMLe COOTBETCTBYOWMUM 06pas3om.

duUnbTpbI

Bbl moxkeTe d)VIﬂprOBaTb 3anucu. OTKpbITb d)VII'Ipr ana ntoboro CTOJ'I6LI,3 MOXHO WEe/TMKOM Ha KHOMKe ¥ B
3aro/sioBKe CoOOTBEeTCTBYHOLLEro CTO/'I6LI,a. B BerHef/‘I 4aCTun AnanoroBoro okHa eeeaunTe TeKCT Nnun BblﬁepMTe SN1eMeHT

M3 CNUCKa, 4TObbI BbIBPATL YCI0BME ANa duabTpaumm ctonbua. LLlesnyok no KHonke [06aBUT 3TOT 3/IEMEHT B
CMUCOK YCNOBUIA GUAbTPa (TaKKe Bbl MOXKeTe A06aBUTb 3/1eMEHTbI, NOATBEPAMB UX KHOMKoM OK). B cnucke moxeT
6bITb HECKONIbKO YC0BUIA. [ocne noaTsepKAaeHUA GunbTpa KHonkov OK Tabnuua byaeT NoKasbiBaTb TONBKO Te
3anucK, KOTopble COOTBETCTBYIOT YC/IOBUAM GUNBLTPA.

Y

dunbTp N5 cTONBUA HE YCTaHOB/EH

[nsa ctonbua yctaHoB/IeH GUALTP. 3aro/I0BOK MOYKHO BbIAENNTb }KUPHbBIM WPUPTOM

Bbl MOXKeTe yCTaHOBUTb GUALTP, LLENKHYB MO CEKTOPY UK CTONBLY AMarpaMmbl, KaK OMMCaHO Bbille B pasgesne o
AMarpammax. Bbl moskeTe yaanuTb BCe YCTaHOBAEHHbIE GUALTPbI, HasKaB Ha KHONKy Copocums guaemp.

Clear filter
oeny :
Action
Allow Remove
Crypt Remove

MoHO HacTpouTb GUAbTP Ans nboro ctonbua Jama u epems n BBECTU BPEMEHHOW MHTEPBaAJI, YTOObI YKasaTb, C

KaKOro MomeHTa OT06pa)KaTb 3alfncn aToro gHA.

Bbl TaKKe moxeTe BBECTU HECKOJIbKO NHTEPBAIOB O4HOBPEMEHHO.
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Only legs in the selected interval will be
loaded if you set this filter, It applies to
every single day.

Clear filter

12:00 dop. = - 12:00dop. = =
From To
0&:00 AM 12:00 AM Remaowve

B TEKCTOBbIX GUILTPAX MOMKHO BbIMOHATb MOWCK MYCTbIX 3/1EMEHTOB. [/1 3TOr0 HYXHO YCTaHOBUTb G1a*KoK
HaNpPOTMB MyHKTa [Tycmele 31eMmeHmebl B COOTBETCTBYIOLWEM GUNBTPE.

Chbpocutb GpunsTp

Coaepxur - £

CoctofHue MK
(HeT aaHHb)

I{1ycTble 3nemMeHTbE

dopmarbl

Mo»KHO co34aTb cOBCTBEHHbIN GopMaT Anarpamm, CToN6LOoB 1 GUABTPOB ANA KaKA0N GyHKUMK. [na sToro
ncrnonbsyeTca meHeaskep GopmaTtos. YTobbl OTKPLITb MeHeaKep GOPMaTOB, HAXKMUTE Ha HYXKHbI popmaT pAaOM C
3aro/I0BKOM PacKa1a0Ka B N1€BOM BEPXHEM YTIy.

* Kaxkpbii nonb3osatenb Safetica moxkeT co3paTb cObCTBEHHbIM popMaT BU3yanm3aLmmn ANA KaxKaon
bYHRUMM.
TaK»Ke Bbl MOXKeTe HacTpouTb GOpPMaT BM3yan3aLmm No YMONHAHUIO, HAXKaB Ha 3/1eMeHT

Mo ymonyaHuio B meHeaKepe dopmaTos. InemeHT MNocnegHnit no3soaseT BbibpaTb NocaenHUin
MCNONb30BaHHbIN popmar.

YTobbl COXpPaHUTb TeKYLWMA popmaT AMarpamm, cTonbLos U GUabTPOB, WenKkHUTe COXpaHUTb TekyLme
HACTPOWMKM OTOOparKeHUs.
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34eck Bbl MOXKeTe BrIbpaTe 0AWH
W3 NMPeLyCTaHOBNEHHEIX
napaMeTpoB NPOCMOTPa,
COAEP3KaLLMX CXEMbI MaKeToOB W
GUNLTPOEB, MK COXPaHWUTL
TekylLMe HacTPOWKK B KauecTee
HOBOTO 3/IEMEHTa.

= Mo ymonuaHuio
0Obzop
= U3roTOBNEHHDIN Ha ...

MocneaHui

JaHWTb TeKyllIMe HaCTPOKM MPOCM

dKcnopt B PDF

PDF
Mo»KHO 3KCnopTMpPOBaTh OTOOparkaemble guarpammbl B popmate PDF nam Excel c nomowbio KHOMKK B

NpPaBoOM BEPXHEM Yry.

& Buaeo

[JokymeHTsl <

Wms daitna: | Dashboard_2018_5_26-2018_6_26.pdf

Tun daitna: |$aiin PDF (*.pdf)
daiin PDF (*.pdf)

# CKpbITb Nanku

lMpumeyaHue. Bce gaHHble Mo BbIGPaHHbIM MO/Ib30BaTENAM, BOEMEHHOMY MEPUOAY B BU3yann3aLMmM U HACTPOMKAM
dunbTpa ByayT aKcnopTMpOoBaHbI B Excel. Fpynnbl 3anuncei Takxke akcnopTupytoTcsa B Excel. IKcnopT orpaHuumBaeTca
60 TbicA4aMuM 3anuceit (Npeaen gns Tabanupl Excel). ECin KoaMyecTBo 3anvcei NpeBbIlLAeT 3TOT npegen, byayT
3KCMOPTUPOBaHbI ToNbKO Nepsble 60 000 3anuceit.

4.4. YnpaBneHue U HaCTPOUKU

4.4.1. Dashboard

B perrMme npocMoTpa naHesn ynpaBaeHusa Bbl MoKeTe 0TobpasnTb B O4HOM MecTe AMarpammbl U3 tobbix Moaynen
1 GYHKUMI. OTO No3BoaAET 06beANHUTL Hanboiee BaXKHble AaHHble, YTOBbl NONYYNTb NPeACTaBAeHNE O COCTOAHUN
Ballen opraHunsaumm. 3To MoryT 6biTb pe3y/ibTaTbl MOHUTOPUHIA, CMUCOK UHLMAEHTOB, CBA3AHHbIX C HApYyLIEHNEM
6e3onacHOCTH, NMBO XKypHabl 3a0/I0KMPOBAHHbIX CTPAHWUL, WU NPUNOXKEHUN.

OTYeTbl MOXKHO MPOCMOTPETb, HaXaB Ha KHOMNKY Dashboard B BepxHem neBom yray KoHconm Safetica. OTuetsbl byayt
0oTOb6paKaTbCA TONbKO A/1A NOAb30BaTesIeN, FPyNM, KOMMbIOTEPOB UM CEPBEPOB, BbiIOPaHHbLIX B ApeBe
nosb3oBaTenen.
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~ TPAPUKN

MpUROKeHIA: HaHGONee BKTBHbIE MPWAOKEHHA 4 X | E-mails: Ompasneno / Monysero nicem A i X| ©DLP-npor...

Ton aeiicTeuii
|f ~Workstation [v..
Microsoft Ward WNW,E ~  npoue

N Microsoft Excel (EXCEL.. OtnpagneH...

-@- OTnpacneHo
60 @ Monyuero Haubosee a...

Google Chrome (chrom,

Ton onepall...
@ BpemeHHas ...

Ton nonszo0...

B

& E-mails

Konmuecrao xypranos

Microsoft Outiook (OUT.

| Desktop (Tel..
5/26/2018 6/2/2018 6/2/2018 6/16/2018 6/23/2018 Ton nonyua...

Ton otnpas...

X

Beb-caiitbi: Ton nonb3osatenei X | Beb-caiitbi: Camble nocewaemble 4OMEHL!

Ton nonyua...
googler. - NN Ton omnpas...

esetnod3zeu [ & Be6-KOHT...
wwwngoogiery Ton safrok..

opcesetcom

ancexrs
ivecollab.com I Bpementas ...
Mposne Ton 3abaok...

0 2 4 6 ] 10 12 0 1 2 3 4 s 6 7 Beb-caiitbl

Bpema ucnonssosanms [4] Bpeun uenoasaosaris [4] Mocewenme...

Ton 3abaok...

% Camele non...
© Kontporne...
Ton zabaok...

Meuars: Ton NeuaTalowLyIX Nonb30BaTenesi X | Meuaru: BpeMenHan LuKana MOHMTOPa nevatk il

Ton zabnox...

~

BnoK1poEK...
MprumnHa Bi...

Ton 3abaok...
I I I BpemenHas ...
0 1 2 3 + 5 5 & KOHTpOb...

Konuuecrso xypHanos 5/26/2018 6/2/2018 6/2/2018 6/16/2018 6/23/2018

Qbuiee koAMMECTE0 AOKyMENTOR

BpemenHas ...

[aHHble NaHenn ynpasaeHUA NOKa3blBAOTCA TONbKO A1A NO/b30BaTeIei, KOMMbIOTEPOB UMW TPYNM, BbIGPAHHbIX B
Aepese nosb3osateniei. CMUCOK AOCTYMHbIX AMarpaMmm pacrnosioxKeH crnpasa. [MarpamMmbl MO OTAE/bHbIM GYHKLUAM
pacnpegeneHbl No GyHKLUMAM U moaynsam. OToBPasnTb MX MOMKHO, Ha¥KaB Ha HUX W NepeTaLLmnB B 30HYy NPOCMOTPa

X

Anarpammel. YT106bI YAaNUTb rpynny agnarpamm m3s CNnUCKa, HaXXMnTe Ha KHOMKY B NMPaBOM BepPXHEM

yray rpynnsl AMarpamm. bonble nHdopmaumm 06 ncnonb3oBaHnu rpadrKoB MOMKHO HAUTK B pasgene o XKypHanax u
pesKMme BU3yanmsaumu.

PDF
OTob6parkaemble AMarpaMmbl MOMKHO KCMOPTUPOBATL B popmaTte PDF ¢ MOMOLLbIO KHOMKK

4.4.2. MNpeaynpexaeHua

MpeaynpexaeHus onoseLLatoT cobbiTuax B cucteme Safetica. MpeaynpexaeHns Ncnonb3yoTcs 60AbLUNMHCTBOM
KomnoHeHTOB Safetica. AaMuHMCTpaTOp 6€30MacHOCTM MAK N10HOI APYroi aBTOPM30BaHHbIN ag4MUHUCTPATOP
MOYET HaCTPOUTb OMNOBELLLEHMA O BbIBPaHHbIX Ype3BblYaHbIX CUTyaumax. Ecan npounsongeT noboe ns Takux
CObbITUI, aGMUHUCTPATOP NOAYYUT CO0bLLEHME Yepe3 KOHCOb Safetica MM No aneKTPOHHO NoYTe B 3aBUCMMOCTU
OT HaCTPOeK.

MpeaynpexaeH1s MOKHO NPOCMOTPETb, Ha¥KaB Ha KHOMKY [1pedynpexcdeHus B BEPXHEM NEBOM YTI/ly KOHCON.

Hactpoitku

MpeaynpexkaeHna HacTpamMBatoTCca ANA cepBepa, BbIbpaHHOro B Aepese nosb3oBaTesieit. YTobbl NPUMEHUTL 3TU
HaCTpOﬁKM, HY>XHO COXPaHUTb USMEHEHNA C NOMOLLbKO KHOMKU J . TaK»Ke Bbl MOXETEe OTMEHUTb U3MEHEHUA
KHOMKOW X cnpasa BBEpPXY.

CneBa Ha 3KpaHe Bbl HalgeTe CMUCOK CO34aHHbIX HabopoB npegynpesxkaeHuid. Koroa Bbl BbibepeTe Habop
npeaynpexXaeHuin U3 3Toro CNUcKa, cnpasa NoaBUTCA MHGOPMALMA O NPesynpeRAeHUAX: UMS, CNIMCOK ONOBeLLEHW,
CMUCOK NONb30BaTeNel, K KOTOPbIM OTHOCUTCA NpeaynpexaeHue, a TakKe CMUCOK PacCbiIKM NpeaynpexaeHui.
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B ctonbue Bradesney Bbl HalAeTe MMs yYEeTHOM 3anncK AN NOAK/IOYEeHMA K cepBepy, Nog KOTopoi bbino co3gaHo
npeaynpexaeHue.

Haxkmute Ha KHOMNKY M3meHUmMb, 4To6bl 0GHOBUTL COOTBETCTBYOLWMI 3nemeHT. LLlenkHMTe no KHonke Yoaaume,
4YTO6bI YAANUTL NpeaynpexaeHue.

B HacTpoliKax Bbl MOXKeTe BblbpaTb cOb6CTBEHHbIE HAabopbl NpeaynpexaeHnii. Ans kaxkaoro Habopa MoXKHO BbI6paTb
pasHble NpeaynperKaeHUA 1 YKa3aTb LeneBble rpynmbl, N0/b30BaTENEN AN KOMMNbIOTEPSI, @ TaKKe cnocob foCTaBKM
npeaynpexaeHna — KOHCO/b, 3/1eKTPOHHAA noyta nam oba sTux cpeacTea.

MpepynpexaeHnAa NoapasfenAoTCA Ha YeTbipe OCHOBHbIX KaTeropuu:

= [lpedynpexcdeHus 6e3onacHocmu. 3TN NpeaynpeXXAeHUA HanpPaBAATCA Cpasy Noc/ie BO3HUKHOBEHUS
COOTBETCTBYIOLLEN CUTYaLLMK, CBA3AHHOM € 6e3onacHOCTbio. [11a HEKOTOPbIX NpeaynpeXAeHUM Bbl MOXKETE
YyKa3aTb, K KAKMM KaTEropmam AaHHbIX UM TUNam 06opyaoBaHMA ByaeT NPUMEHATLCA 3TO
npeaynpexaeHue. Ecam He ykasaHo npegnovTeHUii OTHOCUTENIbHO KaTeropum Uamn ycTpomncTBa,
npeaynpexaeHune byaeTt npumeHATbCA Ko BceM. Mocne Bbibopa nyHKTOB Bee /llobaa kamez2opus OaHHbIX
nnw Bce ycmpolicmea OTKPOETCA AMasOor, FAe Bbl MOXeTe YKa3aTb KaTeropum AaHHbIX UK YCTPOMCTBA, K
KOTOPbIM ByAyT NPUMEHATLCA NPeaynpeXxKaeHus.

* UWH@opmayuoHHbie npedynpexdeHus. Ty NpeaynpexaeHra OTNPaBAfIOTCA eXeAHEBHO U eXXeHeae/bHO
NPy NPeBbIWEHNN ONpeaeIeHHOro 3HaYeHUA 3a AeHb UAN Hedeto. 1A HEKOTOPbIX NpeaynpexXaeHuni
MOYHO YKa3aTb KaTeropuio Be6-caiiToB MaM NPUNONKEHWIA, K KOTOPOI ByayT NPMMEHEHb! BBEAEHHbIE
3HaYeHUA 3a AeHb AN Hedento. EC/iM He yKasaHo KaTeropuit, 3HadeHune 6yaeT NpUMeHATLCA KO BCEM.
KaTeropuv mokHo BblbpaTb B AMasI0r0BOM OKHe. YTobbl 0TOHPa3nTb KaTeropun A/1a COOTBETCTBYHOLLENO
npeaynpexaeHus, sbibepute NyHKT Jobasume Kamez2opuro. Takum 06pasom MOXKHO 406aBUTb HECKO/IbKO
KaTeropui. a1 Kaxaoi KaTeropum MOXKHO HaCTPOUTL PasHble AHEBHbIE MW HeAe lbHble 3HAaYEeHUs.

* CnyxebHble npedynpexodeHus. Cnonb3yoTcs 414 ONoBELWeHN agMUHUCTpaTopa 06 MHUMAEHTaX,
CBA3aHHbIX C 6€30MaCHOCTbIO.

*  YMHoble npedynpexcOeHus. ITo NpeaynpexaeHusa ob MHUMAEHTaX, CBA3aHHbIX C 6€30MNacHOCTbIO, KOTOpble
oTobpakatotca Tonbko B WebSafetica. OHM He 6yayT oTobparkaTbCa Ha KOHCOIM U He ByayT OTNPAaBAATLCA
Mo 3/1€KTPOHHOM nouTe.

Mocne ycTaHOBKM aBTOMaTUYECKM CO34aEeTCA NpeaynpeskaeHme no yMOI4aHUIO, KOTOPOE COAEPKUT BCe
npeaynpexaeHus us kateropun CepsucHoie npedynpexcoeHus -> Cepauc.

Tpurrepbl cpabaTtbiBaHUA

B pasgene TpUrrepos 4encTBUiA MOXKHO HAaCTPOUTb KOMaHAY WM CLEeHapuin, KoTopble ByayT 3anycKaTbCs C
KOHKPETHbIMM NapameTpamMu B BbIBPaHHOM Nanke ¢ y4eTom AaHHbIX 06 aKTMBHOCTU. KomaHaa byaeT BbINONHATLCA
Ha KNMEHTCKOM CTaHLMM NOA y4eTHOM 3anmncbio No/Ib30BaTes, CTaBLUEro NPUYUHON MHUMAEHTA. DTN HACTPOMKM
NPUMEHAIOTCA KO BCEMY CEpBepY.

- TPUITEPLI CPABATEIBAHWA

obasKTe TpUrTe

Tun npegynpexacHna Komanga Axprymentel PaGoumid katanor

HocTyn K npunoxeHuo 2an.. -a0 -125 c\data\scripts Mzmennts Yaanute
Mepeaaqa AaHHBX MAKW KONW... -d chdatahscripts\deny Wsmennte  Yasnnte

Bbl MoKeTe 0To6pasnTb Agnanor 418 fobasneHUs HOBOro TpUrrepa AeNCTBUA, HaXKae Ha KHonKy Jobasume
mpueaep.
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JlobaguTk Tpurrep

Tun npegynpexaeHns:
Komanga:
AxprymenTer:

Patoqnii katanor:

Mepenaya aaHHelx WA konuposadue Ha USB-auck sanpewener |~
Deny_copy.bat
-d

C\data\scriptsideny|

HacTpoiika HoBOro npeaynpexaeHus

1.

2.

[na co3gaHna HoBoro Habopa npeaynpexkaeHnii Haxkmute Hosoe npasusio.

BBeguTe Ha3BaHWE M ONMCaHKe NpeaynpexaeHuna, 3atem HaxkmuTe Jasee cnpasa sHU3Y.

Bbl yBMAMTE CMMCKM Pa3HbIX TUMOB NpeaynpesKaeHui, OTCOPTUPOBAHHBIX MO KaTeropusam. Boibepute

HYXHOe€ npegynpexgeHne n3 Cnmcka. Bbl moxkeTe Bbl6paTb HECKOJ1IbKO TUNnoB npe,u,ynpe»(,u,eHMi/'l n3

HECKOJIbKUX KaTerOpMVI. Mocne 3aBepwieHuna Bbl60pa HaXXmute ,ﬂanee.

MpumeyaHue. UHpopmayuoHHbIe npedynpexcdeHus omnpasasomca mosbKo Ha 0OCHOBAHUU No8edeHus

rnonv3osamensd. [aa noayyeHus UHPOPMAYUOHHbIX npedynpexcdeHuli mosns3osamesnu 00 HbI 6bimb
8Kst0YeHbl 8 Habop npedynpexcderul. [TpedynpexcdeHus o 6ezonacHocmu co3oaromcs 0414
nonvsosamereli u/unu komnstomepos. OHU omnpaeasomca ¢ paboyeli CMaHyuU cpasy e nocne

UHYudeHma.

1. OcHoBHAA MHGopMaLnA

v MPEAYNPEXAEHWA BE3SONACHOCTH

2. CopepxaHnune 3. MNonb3oeatent

4, CocTaBneHne oTHETOR

5. Ceogka

A WH@OPMAUMOHHBLIE NPEAYNPEX AEHWA

M1 opMaLMoHHEIE YBELOMAEHWUA OTNRABNAKITCA B JHEBHEIE MW HELENEHEIE MHTEPEANEI NPW NPEBLILUEHUW BeIBpaHHOro nopora.

MpegynpexaeHne
[ Bpewms, noTpaueHHoe Ha Beb-kaTeropum
[T KonwuecTeo nomy4eHHsx nucem
M KonwuecTeo oTnpasneqHbix cooBLuyenmi
[T [aknbie sarpysxens!
[T [zHHbie sarpyskeHsl
E Npunoxenns
£l M Bpewms, noTpaueHHoe Ha KaTeropyu npua
Emnail client, File ranager, Games

El Jeiicteua c daiinamu
[T 3anmee CO/DVD
[ CkpunwoTsl

OeHe Hegena
100 700 2

OKEHMI JobasuTs kateropun
600 muH - =

[ Daiinbi, nepemetyenbie nan konupyensie Ha USB-auci

[T ®aiine, sarpyxeHtbie 5 oBnako

[T aiinsi € MeTkamy, 3arpyxeHHbie B 0Bako

[ MomeuertbIe daitasl, oTNpaEASHE! No NouTE

B Nevats

[ KonuuecTeo PacneyaTaHHBX A0KYMEHTOR

[ Konnuectso HaneuaTaHHbIx CTpaHuLy

~ CEPBUCHBIE NPEAYNPEX AEHMA

Comy npegynp np

Mpegynpexaenne
El Mpoune

HEHBI 419 ONOBELLEHNA 3AMUHNCTPATOPa 0D 3BapMIAHBIX CUTYaLMX.

M Tpusiae! ykasaH HenpaeunbHEIi Naponk 4nA 33LLMPOBEHHOMD AUCKa.

M Vcnonesosan HeaeiicTeuTens i Kirou GesonacHocTi

E Cepenc
M Pasmep Gasel gaHHbx BANsoK K AnMUTY
7 He yaanock oBHOBNTE KaTeropuio

M Heosagannoe 2agepluenne oyl Safetica Management Service

M HegocTaTouHoe MecTa Ha ANCKe 418 B23 A3HHBX

7] 3annaHnpoBaHHaA 334348 HE BBINOAHEHE

44



4. Ha cnegytowem ware HaxkmuTe Jobasume nons3osamess. NoaBUTCA ANanor, B KOTOPOM Bbl CMOXKETE
BblIOpaTb KOMMbIOTEPDI, TPYNMbl AW OTAE/IbHbIX NoAb30BaTenel. NpeaynpexKaeHns, KoTopble Bbl BbiIbpann
Ha npeaplaylwem ware, 6yayT OTNPaBAATLCA TONIbKO TEM M0OJ/1b30BATENAM, KOMMbIOTEPAM MU FPYMNam,
KOTOpble Bbl BbibepeTe Ha aToMm ware. Haxkmute Jdanee.

1. OcHOBHAaA UHGOpPMaUna 2. Cojepxanue . lNonL3oBaTenu 4, CocTaBneHwe oT4eToB 5. CBOAKa

NONB30BATENN

Monesosarenm:

6ABWTE NOMB3OBATENS

Monesosatens
[ Cepswc: DESKTOP-FETOA3G
HenzsecTheii Yaanute

5. Ha 3Tom Liare HyXXHO BblbpaTb aApeca 3NeKTPOHHOM NOYTbl, Ha KOTopble ByayT OTNPaBAATLCA
npeaynpexaeHusa. na atoro Haxkmute Jobasume email. Tak:Ke Bbl MOXKETe Noy4YaTb NpeaynperKaeHus
HanpPAMYto B KOHCO/b. [11A 3TOro BOCMNO/1b3yMTeCh NON3yHKOM Ommpasume 8 KOHCOb . Bbl moxeTe
BKJIIOUYUTD PErMCTPaLIMIO AaHHbIX B CUCTEMHbIX KypHasax cepsepos SIEM / Syslog. MpocTto BBeaute agpec
cepsepa v nopt. CepBep A0/KeH ObITb AOCTYMNEH C COOTBETCTBYIOLLENO cepBepa.

Mocne 3aBeplieHna HaxkmuTte Janee.

MpumeyaHue 1. Cepsep SMTP dosnxceH 6bimb HACMPOEH Ha OMMPABKY MOYMbl. MO MOXCHO cOeslame,
nocsedosamesnsHo omkpsie lpoguns -> Hacmpoliku -> Micxooawuli (SMTP) cepsep.

MpumeyaHue 2. Hosoe onosewjeHue, mocmynaroujee Yepes KOHCOs1b, 0mobpaxcaemcs e sude Homepa HAO
nukmoepammoli npedynpercoeHuli 8 MPABoM 8epxHeM yasay KOHCoAU. Imom Homep 0603Hayaem
Konuyecmeo npedynpexdeHul, Ha3Ha4eHHbIX 0715 OMMAPABKU 8 KOHCO/Ib, HO ewe He MPOYUMAHHbIX.

1. OCHOBHARA MH(OPMALUA 2. CofepskaHie 3. MoNb30BaTENN 5. CEOAKA

COCTABAEHWE OTUETOB
Ermnail
jenh@example.com Yaanute
anna@test.com Yaanute

OTNPABMTE B KOHCONE! Bl /13

flseik oTueTa: | Pycckuii -

foGaeuTs aapec

Anpec cepeepa Mopr
514 Yaanute

SIEM / Syslog:
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6. HanocneaHem sTane otobparkaercs 0630p HAaCTPOEK, KOTOPbIE Bbl CO34a/M NPW HACTPOIKe
npeaynpexaeHusn. Ytobbl 06aBUTb NpesynperKaeHNE K CMIUCKY, LEeKHUTE No KHonke KoHey. Ona

v

COXpaHeHunAa U3MEHEHUI HaXKMUTEe Ha KHOMKRY B npaBoﬁ BerHeVI 4acTw.

Busyanusaums

Bce npeaynpexaeHma 3anncbiBatoTcs. MIX MOXKHO NPOCMOTPETL MO34HEE B peXKMme BM3yanusaumu. Monb3osaTenb
Safetica BUAMT TONbKO NpeaynpexaeHus, co3gaHHble Mo ero y4eTHOM 3anmncbio, Kak NoKasaHo 34ech.

B BepxHel YacTu Bbl HalgeTe CTaTUCTUKY M AMarpammbl. B HUMKHE YacTu Balero sKkpaHa ecTb CMUCOK
CreHepupoBaHHbIX NpeaynpexkaeHni. LLLenyok Ha HY>KHOW CTaTUCTUKE B HUMKHEW YacTu 3KpaHa oTobparkaeT
npeaynpexXaeHus, OTHOCALWMECA K 3TOM CTaTUCTMKe. HenpocMoTpeHHble NpeaynpesKaeH s BblaenaoTcs.

MpeaynpexaeHUs, KOTopble HAaCTPOEHbI A/1A OTNPABKM B KOHCO/Ib, BK/IHOUAOTCA B 06LLEe YNCI0 HOBbIX
npeaynpexaeHunin, oTnpaB/ieHHbIX B KOHCO/b. ITO 3HaYeHMe oTobparkaeTca Hag, 3HaYKomM npedynpexcoeHuli B
BEPXHEM JIEBOM YI/1y KOHCO/N.

4.4.3. Otyerbl

BKkntoyeHHble B Safetica cpeacTBa aBTOMaTUUYECKOWM OTYETHOCTM NO3BOIAIOT MNOy4YaTb PeryaspHble CBEAEHMA O
TeKyLLel CUTyauum B Ballen opraHnsaumn. Bam 6yayT HanpasasTbCs OTYETbl 06 aKTUBHOCTU OTAE/bHbIX
COTPYAHWMKOB, rPynn Uau Bcero cepsepa. YTobbl U3MEHUTb HACTPOMKM 417 OTYETOB BONAMUTE B I1aBHOE MEHHO
Omuemeil.

Bbl moxkeTe co3gaTb CBOW COBCTBEHHbIN d)opmaT oT4eTOoB. [11A KaXaoro ot4eta MOXHO Bbl6paTb €ro cogep»xaHume, a
TaK¥Ke KaKux nosib3oBaTenen, rpynn namM KOmnboTeEPOB OH 6yp.eT KaCaTbCA, KTO 4OJ/1XKEH €ro noJiy4aTb.

OTyYeTbl MOSKHO MPOCMOTPETb, HAXKaB Ha KHOMKY Omyems! B IeBOM BEPXHEM yray KoHconu Safetica.

Hactpoiku

OTueTbl HacTpamBatloTcA ANA cepsepa, Bbl6paHHOI’O B Aepese nosib3oBaTesien. Ona npumeHeHMA 3TUX HacTpoeK

v

HYKHO COXPaHUTbU3MEHEHUSA C MOMOLLbIO KHOMKM . TakKe Bbl MOYKeTe OTMEHUTb U3MEHEHMSA KHOMKOM
BBEPXY CMpasa.

B neBoi YacTM 30HbI MPOCMOTPa 0TOBParXKaeTCsA CNUCOK 3aperncTpUpPoBaHHbIX 3anuceit. Mocae Bbibopa oTyeTa B
IEBOM CMMCKe C NPaBOi CTOPOHbI MOSABMTCA cneaytoLan MHGopmaLusa: Ha3BaHWe, AaTa NOCAeAHero co3gaHus,
CMUCOK BK/OYEHHbIX OTYETOB, CMIMCOK MO/b30BaTE/EMN, K KOTOPbIM OTHOCUTCA OTYET, A TaK}Ke CMIMCOK a4pecos
3/1eKTPOHHOWM NOYTbI, HAa KOTOpble OH ByAeT oTNpasfeH, U GopmaT OTNPaBKMU.

HaxmuTe Co30ame celiyac, 4Tobbl HemeANeHHO CO34aTh OTYET.

B ctonbue CoenaHo Bbl HaWaeTe UMA YYETHOW 3annUcK A4 NOAKAOYEHUS K CEPBEpPY, MO, KOTOPO bbin co3aaH
oTyer.

HaxmuTe Ha KHOMKY M3mMeHuUms pagom C COOTBETCTBYHOLLMM 3/IEMEHTOM OT4YEeTa, YTOObl 06HOBUTL ero. HaxkmuTe Ha
KHOMKY Y0as1ume, 4To6bl yAANUTbL OTYET.
MpumeyaHue. Bol makxe moxceme cozdasame omuemeol 8 WebSafetica.

Co3paHne HOBOro oTyeTa

1. [nA co3paHmA HOBOro oTYeTa Haxkmute Hosoe npasusio.
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2. BBepguTe HasBaHMWE M OMMCaHME HOBOTO OTYETa, 3aTeM HaxkmuTe Jasiee cnpaBa BHU3Y.

3. 3aecb HaxoAWTCA CMIMCOK AOCTYMHbIX OTYETOB. ITOT CMMCOK OCHOBAH Ha peXKMme NpoCMOTpPa OTYETOB (CM.
Pexcum susyanusayuu -> Makemsi), rae Bbl MOXETe CO34aTb NO/b30BaTENbCKMI popMaT guarpamm,
CcTON6U0B 1 GUNBLTPOB ANA PEKUMOB BU3yanmnsaLumnm Kaxkaon pyHkumm Safetica.

* [lo ymonyaHuo — 3a4ecb cobpaHbl CTaHAAPTHbIE OTYETbI C AMarpaMmmamu, ctonbuamm u dunbTpamm aan
Kaxaon GyHKUMKM pasHbix moaynein Safetica.

= [lonb3o8amesbCcKue — 34eChb NpeacTaBieHbl OTYETbI, CO34aHHbIe Noab3oBaTenamm Safetica gns pasHbIx
YHKUNIA.

" CrieyuanbHble — 34eCb eCTb HECKOJIbKO cneumanbHbIX Ha60pOB OTHETOB!:

O Bpemsa ucrnonb3osaHUs — OTYET O ANIUTE/IbHOCTU AKTUBHOIO BPEMEHW MO BbIBPaHHbIM KaTeropuam
npuaoXKeHuit. Mofb3oBaTelb MOXKET BbiBUPaTb HYXKHble KaTeropuu, ycTaHoBUB GparkoK Bpems
UCronb308aHUS.

o 0630p — B 3TOT OTYeT BKAtOUYaeTcA HazoBasa 0630pHaA MHPopmaLma o dyHKuMAX Safetica.

B cnucke Bbl6epVITe OT4YEeTbl, KOTOPbIE Bbl XOTUTE BK/IKOYUTDL B O6LLI,VII7I otyerT. [locne 3Toro HaxkKmure ,ﬂaﬂee.

=+ v [+ OTueTnl > Co3AaTh HOBLIA 3NEMeHT
2 1/ Beb-caitrel
& DESKTOP-FETOA3G M Bes-rpagur
[T Knaccndukauma seb-caiitos
¥ O6sap seb-caitros
[ E-mails
2 I Ceresoit tpadm
M 3arpysku 8 cets no nonssosatenam
M 3arpyaku no nons3osatenam
[ Cevenoii Tpadwk na kaTeropam npraokennii
[T CeTepoii Tpadk no NpuAo:KeHnAM
B [ daiino
¥ aiinel no onepaupan
M daiinel no nonesosatenam
F ®aiine no nprnckernam
B O Mpunosxennn
F Vicnonbaosarie nprncxennii no nonssosarenam
¥ KaTeropusauwa npunoxerii
M Hanbonee akTvere nonesosateni
¥ Hanbonee wacTo nenonbsyemele npuaokenis
B [ Meuats
W Bpementan wkana neyatn
[0 HanBonee akere nonssosateny
P O6z0p nevatn
[ Ton npureposn
T Tenaerumm
I ¥crporictea

A MOAB3OBATE/ILCKWE MAKEThI

Packnagka

(Her garrin)

A CMEUNANBHBIE MAKETBI

Packnagka
1 ¥ Bpems ncnonssosanmua
Email client, File manager, FTP clients, Games, Office suite

4. Hacneaywolem ware HaxkmuTe Jobasume nosns3osamess. NosBUTCA ANaN0r, B KOTOPOM Bbl CMOXKETe
BblIBpaTb KOMMbIOTEPbI, TPYMNMbl UAX OTAE/bHbIX NOAb30BaTenei. OTyeTbl, KOTOpble Bbl BbiIbpann Ha
npeaplayuem ware, 6yayT Bnoc/ieAcTBUM OTNPaBAeHbl TO/IbKO TEM MOb30BaTeNsIM, KOMMbIOTEPAM UIU
rpynnam, KOTopble Bbl BbibepeTe Ha 3TOM Luare.

MpumeyaHue. B omyeme no ymoa4aHuto 0mobpaxaromcs mosibKo os6308amesu, KOMIbomepbl U
2pynnsl ¢ 8bI6PAHHO20 cepaepal.

B paspene Bpema MOXHO yKasaTb gaTy otyeTa. OT4yeThl 6y,u,yT C034aBaTbCA TO/IbKO U3 3anucen, CO34aHHbIX
B YKa3aHHble BpeMeHHble MHTepBabl B TedyeHne aHA. Ecam cnnucok MHTepsBanos nycT, 6yAYT MCNob30BaTbCA
AaHHble 3a BECb AEHb.
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Haxxmute Lanee.

Reports > Create new item
1. Basic information 2, Content 3. Users and time 4. Reporting 5. Summary

1. Report name: Sales_01
2. Choose chart types and tables
3. Choose users and optionally add time intervals (intervals are applied to every single day)

USERS

User
1= Service: 192.168.29.99
Development Remove

Sales Remove

TIME

Time intervals:

Add time interval

08:00 AM - 11:30 AM Edit Remove
12:00 PM - 04:00 PM Edit Remove

5. HanpeanocnegHem aTane yKa*kuTe, Kak 4acTo U KaKnum o6pa30M 6y/J,y'r CO34aBaTbCA OTYETbI.

a. Haxmute Jobasums email, 4Tobbl f,06aBUTb aApeEC 3NEKTPOHHOM MOYTbI, HA KOTOPbLIV byaeT
HanpaB/ieH CO34aHHbIN OTYeT.

b. Wcnonb3yitte nonsyHok, 4Tobbl BbIGPaTL POPMY OTUETOB, a TakKe PopMaT, B KOTOpom byaeT
OTMNPaBJ/IeH CO34aHHbIN OTYeT.

l. Juaepammel (pdf) — oTueTbl OTNPABAAOTCA TONbKO B popme gnarpamm B popmate pdf.
1. MypHanel (xIs) — oTyeTbl 0OTNpaBAAOTCA TONbKO B popme 3anuceii B Tabauue Excel.

1. LAuazpammel (pdf) u #ypHansi (xIs) — oTyeTbl oTNpasaaoTca B dopme anarpamm B popmate pdf un
3anucen B Tabaunue Excel.

C. BblbepuTte, XOTUTE N Bbl COXPaHATbL OTYETHI B hai Ha AncKe. ECiun Aa, yKaxknTe NyTb ANA COXPaHEHUA
otyeTa. OTYeT ByZeT XpaHUTLCA Ha KOMMbOTEpe, Ha KOTOPOM paboTaeT cepBep. YKasaHHbIN NyTb
[LO/IKEH CyLLLeCTBOBaTb Ha 3TOM KomnbtoTepe. Mpu co34aHMM OTYETOB MO HECKO/IbKMM CEPBEPaM Ha
BCEX KOMMbIOTEPAX, rA4e YCTaHOB/IEH CepBep, AO/XKEH CYLLEeCTBOBaTb MyTb A/1A CO34aHUA OTYETOB.

d. Ha npegnocneaHem atane ykaxkute, 6y,EI,E‘T TN OTHET OTNPAaBAATbCA C MOCTOAHHbIMW UHTEPBAaNaMKn, U1
HeT. Bbl moxeTe Bbl6paTb OAVH N3 Cneayruwmnx BapmnaHTOB:

I JeHb. OTueT byaeT oTNPaBAATLCA eXKeQHEBHO nocse NonyHoun. OTYET COAEPIKUT AaHHbIe 3a
nocnegHUn AeHb.

Il. Hedensa. OTueT byaeT OTNPaBAATLCA KaXKAbl NOHeAeNbHUK Nocae noayHouu. OTYeT CoaepKuUT
[aHHble 3a MOCNeHIO Heaento.

1. Mecay.OtyeT byaeT oTNPaBAATLCA B NEPBbIA AeHb MecALa nocsie noayHoun. OTYeT coaepRut
[aHHble 3a NocnefHUI mecad,

V. Keapman. OtyeT bygeT oTnpasnatbea 1 AHBaps, 1 anpens, 1 nona n 1 okTabpa nocae nosiyHouu.
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OTUeT ComepKUT JaHHble 33 NocneaHNIn KBapTan.

V. Monyzodue. OTyeT 6yaeT oTnpasnaTbca 1 aAHBapA 1 1 uiona nocne nonyHoun. OTYeT CoaepKUT
OaHHble 33 nocnegHne 6 mecAues.

€. W HakoHew, Bbl6epVITe A3bIK oT4yeTa. MNocne 3agepweHna Haxkmute Janee.

1. OCHOBHAA HHOOPMALWA 2, KoHTEHT 3. MNoNb20BaTENN W EPEMA 4. CocTaBneHmne OTUCTOR 5. CBOAKA

COCTABNEHWE OTYETOB

E-mails:

JOoBaeute email

Email

(Her ganHen)

Tun undopmaunn:  Be——] [paduka (pdf) u xyprans (xs)

Coxparuts & nanky: [ Her [yTb Ha cepsepe: ‘ !

Mepnog pemeni | o e QLY

fAzbik oTuETa: Pycckuii -

Ha nocnhegHem atane 0To6pa>KaeTc;| 063op HaACTpOeK, KOTOopble Bbl CO34a1UN NPU HaCTpOl;'IKe oTyeTa. Y1obbI
ﬂ,06aBVITb OTHET K CNUCKY, WENKHUTE NO KHOMKe KoHey. Ona COXpaHeHuA N3MEHEHUI HaXKMUTE Ha KHOMKRY

v

B NPaBOM BEPXHEN YACTMU.

4.4.4. ObcnyknsaHume

4.4.4.1. 0630p KOHEYHbIX TOYEK

B aTom pasgene Bbl HangeTe 0630p KOHEeYHbIX TOYeK, Hanpumep, nx 06Lu,ee YNUCNO, YNCNO KOHEYHbIX TOYEK C

YCTAaHOB/IEHHbIM KNTMEHTOM Safetica nnm c YCTaHOB/IEHHbIM areHToOmM 3arpy3yunKa.

Huske pasmeutaetca Tabavua ¢ noapobHon nHbopmMaLmelt 0 KOHeUYHbIX TOUYKaX, KaneHTe Safetica u areHTe

3arpysumka.

Kaskaan 3anmncb COAEPUT CieaytoLlyo MHGopmaLumio:

[TK — “MA KOHEYHOM TOYKM, Ha KOTOPOM YCTaHOB/IEH KINEHT.

Bepcus KaueHMa — HOMep YCTaHOB/IEHHOM BEPCUM KAUEHTA.

Bepcus azeHma — HOMep BEPCUM areHTa 3arpysymnka.

MocnedHee ob6HoO8sEHUE HOCMPOEK — NOCNeAHAA CUHXPOHU3ALLMA HACTPOEK KANEHTA.
OnepayuoHHasA cucmema — BEPCUA ONepaLMoHHON CUCTEMbI Ha KOHEUYHOM paboyelt CTaHuMK.
Cemesoli yposeHb — TN ucnosibayemoro Safetica ceteBoro yposHs (Cm. HacTpoiKu nHTerpaumm).

HesapeaucmpuposaHHsie 3anucu — COAEPKUT KONMYECTBO 3anmnceit OT KNMEHTOB, KOTOpbIE eLle He
OTNpaB/ieHbl Ha cepBep, U HPOPMaALMIO 06 aKTyaNbHOCTU 3TUX 3anuUcel.

MocnedHsan omnpaska XypHasioe — Aata U BpemMaA, Koraa K1MeHT B FIOC}'IELI,HM[/‘I Pa3 oTnpasaAn 3annucu B
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6asy AaHHbIX.
= |P-gdpec — appec MK, Ha KOTOPOM YCTAHOB/IEH K/IUEHT.
= CepmuuKkam omKaoHeH — cepTUOUKAT HOBOIO CepBeEpPa, OTKIOHEHHbIN KAUEHTOM.
= Pedakyua OC— BbIMyCK onepaLMoHHOM CUCTEMBI.
= Service pack — nakeT 06HOBNEHMA A/1A ONEePaLLUOHHON CUCTEMDI.
= Tun onepayuoHHol cucmembl — 32 Uan 64-6UTHaAA apXUTEKTYpPA.
= (CgedeHusa o cucmeme— nofpobHas nHoopmauma o6 onepaLMOHHOM CUCTEME.

= 3a2py3ums 8ce #ypHaAbl — NPUHYAUTENbHAA OTNPABKa BCeX 3aMucel B LLEHTPaibHYo 6a3y AaHHbIX 414
COOTBETCTBYIOLLLEIO K/IMEHTa. ITOT BapMaHT AOCTyMNeH TO/IbKO B TOM C/ly4ae, eC/IM Ha K/IMEHTe CyLecTByeT
6onee 100 HeoTNpaB/EHHbIX 3aMUCEN.

" CocmosAHue YCMAHOBKU — COCTOAHUE YCTAHOBKU UK 0OHOB/IEHMA KAUEHTA.

*  KoHgnaukmyrouwjee [10 — cCNNCOK NPUNONKEHUI, YCTAHOBNEHHbIX HA KOMMbIOTEPE, KOTOPbIE MOTYT
KOHPIMKTOBATH C Safetica.

= _NET — Hanuume Microsoft.NET Framework Ha KoHe4YHol paboyeli cTaHuuu.

= [loemopHQOs yCMAHOBKA — MNepe3anyck YyCTaHOBKM/OOHOBNEHMA Ha KOHEYHOW paboyeit CTaHL MK, eciv OHa
He 6bl/1a YCMeLHO BbIMOIHEHA paHee.

= Cnymba ycmaHossneHa — Hanuumne KAMeHTCKoM cnyxbbl Safetica, BxoasALel B coCcTaB KAMEHTa, Ha
KOHeYHol paboyelt cTaHuun.

= Caymba 3anyujeHa — BbINOJIHEHME KANEHTCKOM cnyK6bl Safetica Ha KoHeuHoW pabouei cTaHLMK.

= [lodKnoyeHue K 6a3ze OaHHbIX — COCTOAHME NOAKMOYEHUSA KIMEHTa K 6a3e JaHHbIX MOC/E ee YCTaHOBKM.
= Bepcus Webdetector — Homep ucnonbzyemon Bepcum Webdetector.

= Tun KOMAbOMepa — HaACTOJIbHbIA NN HOYTOYK.

= Homep cb60pKu — HOMep COOPKM ONEPaLLMOHHON CUCTEMDI.

= Omcymcmsyem 10 — oTcyTCcTBYeT HeobxoAnMoe NporpaMmmHoe obecrneyeHne UM KOMMOHEHTbI,
HeobXxoauMble AN KOPPEKTHOM PaboTbl KAMEHTA UM OAHOTO U3 ero KOMMOHEHTOB.

= AKmusHOCMb 8 0OMeHe — aKTUBHOCTb KOHeYHOW ToukM B Active Directory.

Y3HaTtb 60nblie 06 MHTepd)EI‘/‘ICE BM3yanm3aummn Bbl CMOXKeETe B rnase PeXxum Bn3yanmsaumu.

4.4.4.2. O6HOBNEHME U pa3BepPTbIBBAHUE

B stom pa3aene Bbl MOXXeTe YCTaHOBUTb U YNPaB/IATb KIMEHTOM Ha KOHEYHbIX TOYKaX. Bbl TaKkKe moxeTte Y3HaTb O
AOCTYNMHbIX 0bHOBAEHMAX cepBepa U KOHEYHbIX TOYEK N YCTAaHOBUTb UX.

O6HoBneHMe cepBepa

JTOT pasgen ucnonbsyerca Ana obHoBNeHWI cepsepa Safetica. ObHOBNEHME A0 TeKyLell BepCUM BbINOAHAETCA
LLLEeNYKOM MO KHOoMKe 3aepy3ume u 06Hosums 0o sepcuu. OBHOBNEHME BbIMONHAETCA ANA cepBepa, BbIGpaHHOro B
AepeBe nonb3oBaTenei.

Pemcrpa uUnAa KOHEeYHbIX TOYEK

34ecb Bbl MOXeTe YCTaHOBUTb, 0BHOBUTb M YNPaBAATb KAMEHTaMU Ha BCEX NOAKNOUYEHHbIX KOHEUYHbIX TOUKaXx. Eciu
Bbl XOTUTE YCTAaHOBUTb KAMEHT Ha HOBbIM KOMMNblOTEP, Haxkmute AeeHm Windows namn AeeHm macOS (B 3aBUCMMOCTU
OT ONnepaLyMOoHHOW CUCTEMbl HOBOW KOHEYHOM TOYKM).
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EyAET 3arpyxeH yCTaHOBO‘-IHbIl:i NakKeT 3arpy3syvynka, 1 Bbl CMOXXeTe YCTAaHOBUTb €ro Ha HOBbIM KOMnblOTEP. Mocne
NOAOK/NOYEHUA K cepBepy YCTaHOBUTE K/IMEHT C NOMOLLbIO KHOMKK YemaHosume gepcuto Ha KOHe4YHbie MOYKU. an
HaXXaTUKN Ha 3Ty KHOMKY MOXHO TaKXe OBGHOBWTb K/IMEHT.

Bbl morkeTe Bbl6paTb YAaNneHHYH paCllnpeHHY0 YCTaHOBKY, obHoB/EHME U yAaneHne KIMeHTOB Ha NOAK/THOYEHHbIX
KOHEYHbIX TOYKaX, Ha*XaB KHOMKY PacwupeHHoe yripassneHue KOHeYHbIMU MOYKaMU.

MpumeyaHue. KAueHmMom MOXHO YNpasasims MosbKO HA MeX KOHEeYHbIX MOYKAX, Hd KOmopble yCmaHoesneH a2eHm
3a2py34uKa.

Ynpas/iieHve KOHeYHOM TOUKOM HacTpamBaeTca ANs cepBepa, BbIbpaHHOro B Aepese nosb3oBaTtesnei. Y1obbl

NMPUMEHUTb HaCTpOﬁKM, HEO6XO,CI,VIMO COXPaHUTb NU3MeHEHNA C MOMOLLbIO KHOMKA v . Bbl moxKeTe oTmeHnTb

MU3MeHeHnA, NCNob3yAa KHOMKY B MPaBOM BepPXHEM Yyrnay.
A SERVER UPDATE
MNo updates are available. The servers are up-to-date.
Current server version: 9.6.30
Open release notes history
A ENDPOINT ENROLLMENT
Allthe servers are up-to-date. Please update endpoints.
Install version 9 e T —
A Consider updating a few computers i different first to verify all in your before updating all clients. This is strangly recommended especially in larger netwarks.
Computer Operating system | Status Version Version status
| ML-RefVm-319180
PV-EN ‘Windows Server 2016 Inactive 21121 Outdated
ML-Ref¥m-31... Windows Server 2016 Active 9392 Up-to-date

-——
z 00f0

Use this button to prepare the Downloader Agent package. Deploy the agent to all endpoints manually, or . using a GPO policy in your Active Directory.

= Mot e s

A UPDATE OPTIONS

Use temporary URL: Use| | Resetto default

Update from file: Locate Safetica Universal Installer.

A DEFINITION UPDATES

Definitions updates include categories, integration settings and web activity detector,
Version: Definitions are up to date (version 9.5.0.5)
Date:

Automatic updates: B————il Enabled

Update

PacwunpeHHoe ynpaBsieHne KOHeYHbIMU TOUKaMK

Haxas Ha 3TY KHOMKRY, Bbl MOXeTe YCTAHOBUTD, 06HOBUTbL AN YAANUTb KAINEHT UK areHT 3arpy3dnka Ha KOHeYHbIX
TOYKax.

B Tabauue npeacTaBaeH CNMCOK CO34aHHbIX 33434 Mo agMUHUCTPMPOBaHMIO. 1A Kaxaoi 3a4a4m B Tabavue, B
3aBMCMMOCTM OT ee TMMa, MOMKHO PeaKTUPOBaTh HEKOTOPbIE NapameTpbl:

= [lna Tuna YemaHoeka/O6Ho8neHue:

o YcTaHoBKa/06HOBNEHME... — C MOMOLLbIO 3TOM QYHKLMKN YCTaHABANBAETCA UM OBHOBAAETCA KNNEHT.
Mpu 06HOBAEHMM KNMEHTA TaK}Ke 0BHOB/AETCA areHT 3arpysymka.

MpumeyaHue. YcmaHo8Ka usu 06HoseHue yoaneHHO020 KAUeHma 803MOMXCHbI MOIbKO 8 MOM C/y4ae,
ecnu azeHm 3a2py34uKad ycmaHosseH Ha KOHeYHOU moyKe. YCMaHOBKA azeHma 3a2py34uka Ha
KOHEYHYI0 MOYKY 803MOMCHA MOsIbKO /I0KA/IHO UAU C MOMOWbIO cpedcmea Maccosoli ycmaHO8KU
(Hanpumep, epynnosoli noanumuku Active Directory).

o  O6HOBUTb areHT 3arpysyuKa.
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= [1nA 3aga4u Y0aaume Bbl MOXKETE UCMONb30BaTb CAalgep, YTobbl yKasaTb, CAeayeT M YAAAUTb TONbKO

KIMEHT UIN areHT 3arpy3ymnKa Toxe.

Mocne BbINOAHEHUA Nt06Oro TMNa 3a4ay Bbl MOXETE UCMO1b30BaTb ClalAep ANS NPUHYAUTENLHOTO Nepesanycka

KOHEYHO TOYKM MO 3aBepLUeHMM onepaLmu.

MprBOANTCA OCHOBHAA CTAaTUCTMKA O CTATYCe KaXKA0M 3ajaum:
= CKOJIbKO KOMMbIOTEPOB BYAYT BbIMOAHATL 33434y
= CKOJIbKO KOMMbIOTEPOB YCMELIHO BbINOJHUAN 33434y
= CKOJIbKO KOMMbIOTEPOB HE CMOT/IM BbIMOJHNUTL 33434y
= CKOJIbKO KOMMbIOTEPOB OXKMAAIOT Nepesarpysku
= CKOJIbKO KOMMbIOTEPOB ELLE HE BbIMOAHWAM 33434y

YTobbI YOaNnUTb 3a4avy, VICI'IO!'Ib3yVIT€ KHOMRY Y0anume. Bce BbINONHEHHbIE 3a4a4yun OCTakoTCA B Ta6nmu,e, NMOKa Bbl HE

yAANUTE UX BPYUHY!IO.

YcTaHOBKa Uau obHoBneHue

YT06bI HaYaTb YCTAHOBKY WM OBHOB/EHME KAMEHTA UM areHTa 3arpysunka, Haxmute Install/Update.

1. HanepBom Liare UCMO/b3YITE PACKPbIBAOLMINCA CMUCOK A4/14 BbIbOpa HOMepa BepCum AN YCTaHOBKM UK

obHoBNEHUA.

[anee BblbepuTe TN 3a4a4un:
o YcTaHoBKa unmn obHoBneHMe KaneHTa Safetica M 06HOBNEHKWe areHTa 3arpy3ymKa
o O6HoBneHMWe areHTa 3arpysumka

B KoHUe nepsoro wara Bbl6epVITe, HYXXHO N1 nepe3anyCcKaTb pa6oqy}o CTaHUMIO Nocne BbIMONHEHMNA 3a4a4u.

¥np i Toukon > [l AeicTBne

1. Hactpoiiku aeiicTBMi 2. KoMnbroTepsl U Fpynnsl

YCTAHOBKA / OEHOB/EHWE

YeTaHoBouHEIA nakeT: 8.1.66 T

Deiicane: 8 Ycranoeka / obroenenne Safetica Endpoint Client v oGrosnenne Safetica Agent

MpukyanTensHan nepesarpyska; M= Her

2. HasTopom ware BBeguTe rpynnbl UaM KOMMNbKOTEPbI, HA KOTOPbIX 6y,u,eT BbINONAHATLCA 3a4a4a. AnAa

v

3aBepLIeHna HaxxmuTe KoHey v coxpaHuTe 3a4ady KHOMKOM

MpumeyaHue. Komrstomepsi ¢ HA3HAYEHHbIMU 3a0a4amu 6yoym ebioesieHbl.
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Endpoint management > Add action
1. Action settings 2. Computers and groups

1. In the list of installation packages you can select one of available MSI packages or add your own. Packages are automatically deleted
when they are no longer used.
2. Select computers and groups on which you want to install the package.

COMPUTERS AND GROUPS

ct computers and groups

Computer / group

Development Remove
Support Remove

YpaneHue

YT10bbl HaYaTb yAaNeHNe KAMEHTa UK areHTa 3arpysdnka, Haxkmute Yoasaume.
1. HanepBom wware Bbl AONXHbl BbIBPaTb KOMMOHEHTbI, KOTOPbIE XOTUTE YAANNTb:
O  KaueHT Safetica
O  KaueHT Safetica u areHT 3arpysumka

BHUmaHue! YdaneHue azeHma 3a2py34UKa OMMeHAem ycmaHogKy yoasneHHo20 KAUeHmMa u e20 ynpassaeHue Ha
KoHe4yHoUl paboyeli cmaHyuu.

2. Ha BTOpOM Ware BBeAMUTE rPYMrbl MAX KOMMbIOTEPLI, HA KOTOPbIX BYAET BbINONHATLCA YaaneHue. aa

v

3aBepLUEHNA HaXKMUTe KoHey 1 CoXpaHuTe 3a8a4y KHOMKOM

Onuum o6HOBNEHMUA
B atom pasagene MOXHO YKa3aTb, Kak 6y,u,yT BbINONHATLCA OBOHOBAEHUA.

TeKcToBOE OKHO Mcnosnb3oeams epemerHHbIl URL cnonb3yertcs A8 BBOAA a/ibTePHATUBHOIO agpeca A/s
obHoBAeHUA daiinoB. Haxkas Ha KHOMKY Mcrnosb308ame, Bbl 3arpy3nTe YCTaHOBOUHbIE daitibl C agpeca, KOTOpbIi Bbl
BBesn. LLlenkHUTe BoccmaHo8ume 3Ha4YeHue o ymoa4aHuio, YTobbl OTMEHWUTb MCMO/b30BaHMWE albTePHATUBHOIO
agpeca.

Bbl MOXeTe MCNoNb30BaTb KHOMKY Bbibpams B pasaene O6Ho8umMs u3 galina, Ytobbl BbIGpaTb yHUBEPCAsbHDbIL
ycmaHoswuk Safetica ¢ NOKanbHOro caiiTa, KOTOpbI ByAeT NCNONb30BaTLCA AN OBHOBAEHMA.

O6HOBNEHUE onpeaeneHui

3,ﬂ,€Cb Bbl MOXETe BK/OYMUTb aBTOMATUYeCcKoe OOHoBeHMe onpe,qeneHMf/'l. O6HOBNEHNE OTHOCUTCA TOMbKO K
U3IMEHEHUAM B KaTeropusax, HaCTpOIZKaX UHTEerpaunmn, otTchnexxmBaHnu CeTeBOl aKTUBHOCTU U cnosapeﬁ.

HaskmuTe Ha KHOMKy O6HOo8/1eHuUe piA PYy4HOro 06HOBAEHMS.

MpumeyaHue. Aemomamuyeckoe o6HoeseHUe Moxem ygeanudums Hazpy3Ky Ha SQL Server.

Busyanusauusa

B pexxmme npocmoTpa Bmayanmaau,mﬁ Bbl MOXXeTe NPOBEPUTb AaHHblIe 06 yCNeLWwHbIX U HeyaAa4HbIX obHoBeHuAx. Ecan
B npouecce obHoB/EHUA npowsof/'lp,eT KakasA-To owmnbKa, Bbl CMOXKeTe NPOCMOTpPETb I'IOApO6HO€ onucaHue oWwnbKn
pAagom c COOTBETCTBVPOU.LGVI 3anucblo, HaXKaB Ha CCbINKy bosbwe UHd)OpMCIHUU. MNocne oTKpbITMA 3TOW 3anucu Bbl
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CMOXKeTe CKoMMpoBaTb TeKcT B bydep obmeHa, HaXKaB Ha KHOMKY KOMWPOBaHMA. 3aTEM Bbl CMOXKETe OTMpPaBuUTb
noapo6HYHO 3anmnch B CYKOY TEXHUYECKON NOALEPHKKN, TAe BaM MOMOTYT MAEHTUGULMPOBATb U, BOSMOXKHO, PELUUTD
BO3HMKLWYIO npobiemy.

4.4.4.3. [eakTBauua paboyero mecra

B aTOM pexmme Bbl MOXKeETe OTKAKOYATb OTAE/NbHbIE d)yHKLI,MOHa/'IbeIe KOMMOHEHTbI KnneHTa Safetica.

MpumeyaHue. Ecam Bbl XOTUTE M3MEHWUTb HACTPOMKY, CHayana MPOKOHCYNbTUPYMTECH B CAyKbOe TexHUYecKoMn
NOAAEPMHKN.

[eaktmBauma pa6OLIVIX MeCT BbINMONHAETCA Ha KOHCOJ/I B MEHIO O6cny)+(usaHue -> [leakmusayuAa KaueHma

Hactpoitku

dyHKUMA AeaKTMBALMM YCTAHABAMBAETCA TONbKO AJ1 MOJ/Ib30BaTesei, rpynn, KOMMbIOTEPOB UAN CEPBEPOB,
BbIGPAHHbIX B AepeBe nosb3osatenein. YTo6bl NPUMEHUTb HACTPOMKM, HY}KHO COXPaHWUTb U3MEHEHUSA C MOMOLLbIO

v

KHOMKKU . Tak»Ke Bbl MOXKeTe OTMEHUTb U3SMEHEHWA KHOMKOM x cnpaBa BBEpPXY. Ecan gna noboi
d)YHKLI,VIOHaanOl‘/‘I 4aCTh KNIMeHTa HAaCTPOEHO OTK/IKoYeHNe ana noboro m3 3aperncTpnpoBaHHbIX I'IOJ'Ib3OBaTEI'IEI7I, TO
K/IMEHT OTKAKOYaeTCA ONA BCEN KOHEYHOW CTaHUUn.

OCHOBHblEe HaCTPOMUKMU

= Safetica Endpoint Client — 3TOT cnaigep oTKAo4aeT Bce GpyHKLMU KIMEHTa (4paiiBepbl, MHTErPUPOBaHHbIE
TEXHONOTMU U CNYKObl). YTOObI MOAHOCTHIO OTKAOUYNUTL KAMEHT, HE0BX0AMMO NepesarpysunTtb pabouyio
cTaHumto. Mpy 3TOM KAMEHT ocTaHeTca paboTaTb, HO TONbKO A7 OXUAAHUSA NOBTOPHOM aKTMBALMM.

BcTpoeHHble TeXHO/10ruU

34eCb Bbl MOKETE BbIK/OUMTL (4EaKTMBMPOBATL) HEKoTopble YacTu Safetica.

= Cemesoli yposeHb — CETEBOM YPOBEHb, UCMOJIb3yeMbli HEKOTopbIMKU GyHKUMAMM Safetica ana cetesoro
B3aumogenctauns. OTKIOYEHWE CETEBOrO YPOBHA NOBAUAET Ha paboTy HekoTopbIx GpyHKLMIA Safetica.

= PacwupeHue MAPI — 3TOT NON3YHOK OTKAtOYaeT paclwmpeHme Safetica 4N KNMeHTa 3/1eKTPOHHOM NoYTbl
Microsoft Outlook. 3To pacwupeHune TpebyeTca A1a NpaBuAbHOM PaboTbl MOHUTOPMHIA KOMMYHMKaLMK
yepes KaneHT Outlook. A npymeHeHUs HacTPOeK BaM Hy»KHO nepesanyctutb Outlook Ha KaMeHTCKoOM
CTaHLMMW.

MpumeyaHue. Mocsne omKa4eHuUs pacwupeHus MAPI npekpauw,aem pabomy mosabKo yHKYUA
MOHUMOPUH2a 31eKMPOHHbIX nucem, ommnpasnasembix Yepes Microsoft Exchange. MoHumopuHe
3/1eKMPOHHOU noYmel Yepes Opyaue MnPomoKosisl bydem npoooanHamecs.

- KoHmeKcmHoe MeH — Bbl MOXKETe OTKAKOUYUTb MHTErpaLmio HEKOTOPbIX CIDYHKLI,VIIZ Safetica B KOHTEKCTHble
meHto cuctembl Windows.

Dpaiisepbl

B 3TOM pasgesnie Bbl MOXKeTe yAanuTb (OTKAOYUTB) ApaiiBepbl, KoTopble Safetica ycTtaHoBMANa B cucTeme. YaaneHue
OpaliBepoB nNoBauseT Ha paboTy pyHKLMI Safetica, KOTopble UCNONB3YIOT UX.

= [flpatisep ducKa Safetica — aToT Apalisep Safetica ucnonbsyeT AN HEKOTOPbIX GYHKLMIA B3aMMOAENCTBUSA C
dainosoli cuctemoli. Mpu ero oTKAKOYEHMM HEBO3MOKHA paboTa cheayrowmx GyHkumi Safetica:
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O OTK/IIOYaeTcA 3alumTa ManoK YCTaHOBKM KAneHTa. MogpobHee cm. 3awjuma om HEa8MopU308aHHbIX
Oelicmesuli c KnueHmMom Safetica.

o AdmMuHucmpuposaHue ycmpolicme
o [llpasuna DLP

o 3Bawuma oucka

= Safetica device driver — 3ToT ApaiBep ncnonb3yetca HekoTopbiMun GyHKUMAMMK Safetica ana ynpasnexus
yCTPOMCTBaMMU.

MapameTp Yoaaumes nonHocTblo yaanaeT apaisep Safetica. MapameTp Jeakmusuposams nepekoyaeT apalisep B
MaCCUBHbIN PEXUM, HO OH OCTAETCH YCTaHOB/IEHHbIM.

Ecnum Bbl xoTUTe 6bITb Ha 100% yBepeHbl, 4To Npobaema c ycTPONCTBOM He cBA3aHa ¢ Safetica, Bbl moxeTe
nonpobosaTb yAanuTb ApaiiBep. B ocTanbHbIX CAyYaax fOCTaTOYHO A,eaKTUBMPOBATDL €ro.

[na oTknoveHnA ,Cl,paﬁBepOB HYXXHO nepe3anyCctuTtb pa60qyro CTaHUuU1O.

Cnyx6bl

B 3TOM paszene MOXKHO OTKAOUUTL CY»KObl, NoaaeprKuBaoLwme paboTy HekoTopbIx dyHKLMI Safetica.
= Safetica net monitor service — nogaepxusaet paboty Safetica c ceTbto.
= Safetica DLP service — obecneymBaeT 3alLUTy OT yTEYKM AaHHbIX B Safetica.

= Caywba MmoHUmMopuHaa ¢alinoe Safetica — obecneuynBaeT oTcnexKmMBaHue paiinos (pasgensl Palinbl,
Mpasuna DLP).

= Cnywba knaccugpukayuu Safetica — obecneunsaeT aHanus GpalinoB U NPUCBOEHNE METOK.
= Cnywba npunoxeHul Safetica — obecne4ymBaeT 610KMPOBKY NPUIOKEHNIA.
= ObcnymncusaHue ycmpolicme Safetica — obecneymBaeT MOHUTOPUHT U BIOKMPOBKY YCTPOWMCTB.

= Safetica user interaction service — oTCNeXMBaeT BCe AEMCTBUA NOIb30BaTENA B OKHAX NMPUIONKEHUN U
oTobparkaeT BCM/bIBAOLLME OKHa.

= Safetica content analysis service — cKaHUPYeT cofepKMmoe GansoB 1 aHaNN3NPYET UX
KOHOUAEHLMANbHOCTD.

= Safetica information service — cepBUCbI TeIeMETPUM A1 aHaAn3a MHGOPMALMM C KOHEYHbIX TOYEK.

PacwupeHHble

= Safetica event log service — cobupaem cobbimus 015 omaadKu u3 KomnoHeHmos Safetica.

Busyanusauyuma

B pexume BU3yanusaumm npeacrasieH 0630p NOAKIOYEHHbIX M OTK/IOUYEHHbIX KOMMOHEHTOB K/MEHTa Ha KOHEeYHbIX
paboumx cTaHuMAX.

B BerHeﬁ 4actm 0T06pa>+<aeTcs| CBOAHaA MH¢OpMaLI.VIﬂ O Ko/sinm4ecTee NONHOCTbIO NN YaCTUYHO OTKNIKOYEHHbIX
K/IMEHTOB.

B HWU}KHEM YacTu ecTb Ta6nmu,a C I'IOApO6HbIM nepeyncaeHnem BKJAKYEHHbIX U OTKNIKOYEHHbIX KOMIMOHEHTOB K/IMEHTA
Ha pa6ow|x CTaHUMAX.
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4.4.4.4. HacTpOMKM NHTErpaLmm

HacTponku nHTerpaumm onpenenaiot nosegeHune Safetica Ha paboumx cTaHumMsax. HacTpoKu MHTerpaLmm HaxoaaTca
Ha KOHCOMM B MeHto ObcnymusaHue -> HacmpolKku uHmezpayuu.

Pexkum nHTeprpauum

Bbl MosKeTe BbIOpaTh OAUH U3 HECKONIbKUX PEXKUMOB MHTETPALMU, NPU 3TOM KaXKAbl U3 HUX BKIOYAET BCe GYHKLUMUM
M BO3MOKHOCTM NMpeaplayLiero (6osee HU3KOro) ypoBHs pexuma. Camblii HU3KKIA ypoBeHb 0603HavYaeTcs Kak bes
UHMe2payuu, a CaMbli BbICOKUI M3 AOCTYNHbIX — MakcumanbHasa uHmMez2payua. NMepekntoyan pexmm MHTerpaumm,
Bbl MOYETE BK/IIOYATb UM OTK/IHOYATb HEKOTOPbIE MPUIOKEHUSA, KPOME TeX, /1A KOTOPbIX HACTPOMKM
yCTaHaBAMBAUCh BPYYHYIO. MIHTErpauma He BanseT Ha dyHKuumn moayna Discovery.

Bbl MoKeTe BbIOpaTb O4UH U3 CNEAYHOLLNX PEXUMOB UHTErPaLLUNn:

= be3 uHmezpayuu — NPUIOKEHNA HE MHTErpPUPYOTCA.

= PacwupeHHbIli MOHUMOPUHZ — TNPUMEHAIOTCA WHTErPUPOBAHHbIE MNPWUIOXKEHUA, MNOAAEPKUBAOWMNE
MOHUTOPUHT onepaunin ¢ dbannamm n nonyyeHme 6onee KayecTBEHHbIX Pe3ynbTaToB GpyHKUUKU Painbl. OHK
HWKaK He BAUAIOT Ha ceTeBoe B3aMMOAENCTBHE.

= Cosmecmumocms — VHTErpauma NpuMeHaeTca ANA Bcex odMLMANbHO NOAAEPHKNBAEMbBIX NMPUNONKEHUN.
3T10T UAn bonee BbICOKMI peXrMM TpebyroTca A1A NpaBuabHON PaboTbl GYHKUMM 3aLLMTbI OT YTEUKM AAHHbIX
(DLP). CeTeBasi KOMMYHMKaLMA OTCAEKNBAETCS.

" MakcumarnosHaAa UHmMezpayua — UHTerpauma npumeHAeTca anAa BCcex I'IpMJ'IO)KeHVIﬁ 3a UCKNNIOYEHNEM TEX,
KOTOpPbl€ CHUTAKOTCA HECOBMECTUMbBIMU, HANMPUMEP, aHTUBUPYCHbIX NPOrpamm. o707 PEXUM MOXKET
3Ha4YnNTENbHO BNINATb Ha d)yHKLI,VIOHaI'IbHOCTb pa6oqel7| cpeapbl. CeTeBan KOMMYHUKaUUNA OTC/IEXMNBAETCA.

YnpasneHue nHTerpaLmein HacTpamMBaeTtcsa 414 cepsepa, BbI6paHHOro B Aepese noJsib3oBaTtesieit. YTobbl NpuMeHUTb

v

3TV HACTPOMKMU, HYXKHO COXPAHUTb U3MEHEHMA C MOMOLLbI KHOMKU . Tak)Ke Bbl MOXKeTe OTMEHUTb
N3MEHEHUsA KHOMKOM X CrnpaBa BBEPXY.

Mpu MHAMBUAYANBbHBIX USMEHEHUAX HACTPOEK MHTErPaLUM PEKOMEHAYETCA KOHCY/IbTUPOBATLCA CO CAYXKO0M
NoAAEPKKN.

Mbl pekomeHayem O6CV)-K,CI,aTb BCe€ U3BMEHEHNA B HaCTpOVIKaX UHTEerpaumnm c TexHU4YecKom no,a,,u,epmr(oﬁ.
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/A OCHOBHAA WH@OPMALIUA

m urTerpaun

pexia cooreer ine np
PEKONEHAYEN CHa4ANA NPGHIT2TS CMpABGHHY+o HHBOPMALNT,

PEXWM MHTErPALLAN

wwnenta Endpoint Client Safetica wa [TK. CyLLiecTBYET HECKOMBKO PEXIMOB UHTErPALIM, KaX@ABIIl 113 KOTOPBIK BKNIOUGET & Ce68 (yHKLN NPEABIAYLLIErD. B PEXIME CKPSITIA 1 BBILIE MOXKHO BKIOUATE WK OTICIIOUATS N
/ oTRAKONEHSI, KROME TeX, KoTopEIE Goint HEMEHERBI EpyUHyI0. WIHTErpaLya He EnuAeT Ha dyHKUMY ayauTOpa Safetica i GyHKUMY yNpasenus npnnoxenuan Safetica Supervisor. Mpexcge yem nenonszcears

~

Pt uHTerpaiy:  Memefli CosmecTunocTs

VIHTErpaLMA € DOMLMANEHO NOAREPKHEIEMBIMH MPUNCEKEH AN, 3TOT PEKIM (WIH BBILIE) AD/KEH BbiTe YCT2HOBNEH ANA NpasunHoi padoTs DLP-byHkwsii. Monnropunr cemm,

Mpunoenia & peximc Monssosatensekaii: 0

WHTErPALIMA B NPUNOXEHWNA

v

COPOCUTE K HACTPONKEM N0 YMONHSHUID

Mpunosxeute

Atusno B pesie

Cocrostue maTerpaun

[lava n spens

UkTerpatyan 8 onepatyth np...

VkTerpauun & cetesbie kom... WnTerpauun e SSLTLS

Mapkiposka pesynsTatos pa... Muk. Bect

(BackupTolrl.exe) Cosmectmocts B—a—a—{ Acisro 6/28/2018 07:18:46 PM B Atuzro B AxTiBHO =] H i { Ao
Application Frame Host (appl... CosmectmocTs B—m—a{ll] AcTisHO 6/28/2018 07:44:57 PM Beef] AicTUEHO S| AKTUEHO Wt HETUBHEI  Biefl] AKTEHO
Browser_Broker (browser_bro... Paciumpestisii moruTopunr  B———{l AkTHEHO 6/28/2018 07:44:57 PM W] AxTuEHO m————] AxTHEHO ] AxTueHo m——— AkTzHo
Change CodePage Utility (ch... Maxcumanshas nirerpaups  I—S—s—a Heakrusnoii  7/3/2012 02:14:57 PM 1 Axruero 11 Axtusro ] Hearrusneiii 1 Acrvsro
Code generator for stretch da... Makcumansnas niterpauma  [-S—=—a Heacrveroni  6/28/2018 07:19:46 PM 11 Aruero 11 Axrueno o Heakrueneiii { Acmero
COM Surrogate (dllhost.exe) ~ Cosmecmmocts Bl AKTHEHO 6/28/2018 07:19:46 PM —ill AxTugHo W] AKTHEHO o H; i il Aktneto
Content Service (STContentS... Makcumanshan nurerpauna [li=S——8 Heaxmeneii 6/28/2018 07:20:16 PM 1 Axtusro {1 Axtreno (] Heaxtuensiii [ Acrverc
Data Sharing Service Mainten... CosmecTumocts B—a—a—{ AcTiso 6/29/2018 03:22:06 PM ] AicTuro ] AxTitEHO 8] H i { Acvero
Database Mail engine (Datab.. Makcumansnas nirerpauun  [=e—=—a Heairveroni  6/28/2018 07:19:46 PM 11 Aruero 1 Axrusno o Heairueneii [ Acmwerio
Default Host Application (VM... MakcumanoHan nirerpauna Ei=S——8 HeakTuerei  6/28/2018 07:19:46 PM 0 AxtueHo {0 AxTuEHO ] Heaktueneii {1 Aktvero
Device Census (devicecensus.... CosmecTnmocTs B—a—a—{ Acisrio 7/2/2018 11:5413 AM ] Actuero B AxtiEHO =] H ] {l Acrvsro
ESET Capture (sCapture.exe)  Makcumanshan nirerpauns  I—m—m—a Heakrweneii  §/28/2018 07:20:16 PM 11 Awruero 11 Axruero o Heakrueeiii {l Acero
ESET COM Server (eComServ... Maxcumansnan nrrerpauma  [—S—8—8 HeakTneHoii 6/28/2018 07:20:16 PM {0 Axtuero {1 AxtueHo o HeaxtueHbiii 1 Aktnetio
ESET command line interface... Makcumansnas niverpauns  [I—S—s—a Heakrveneiii  6/28/2018 07:19:46 PM [ Axrueno 1 Axtueno [m] Heakrueneiii [ Acvero
ESET command-line scanner ... Makcumanshan unrerpauys  [—S—8—8 Heakrweneii  6/28/2018 07:20:16 PM 1 Acrusro 11 Axrueno o Heakrueeii 1 Acmero

« » S

~ MHTEMPALIMA CUCTEMHBIX MPUAOXEHWIA

0w 0

HAZLEXHGIE CEPBEPbI

UHTerpauma npuno>KeHum

B stom pasaene eCtb ABa CrMCKa I'Ile'IO)'KEHMl;'I. nepBblﬁ COAepPXUT BCE HECUCTEMHbIE MPUNOXKEHNA, O6Hapy)'l'(9HHbIe
Ha pa6oqe1‘/'| CTaHUMKU. ITU NMPUNOXKEHUA MHTETPUPYIOTCA B COOTBETCTBUU C Bbl6paHHbIM PEXMMOM NHTErpaUnn. B

CKPbITOM U/N 6onee BbICOKOM pexmnme eCTtb BO3SMOXKHOCTb BPYYHYH BK/IKOYATb M OTK/TKOYATb UHTErpaunto Kaxgoro

NMPUNOXKEHUA.

CrMCOK COAEPXUT CNeaytoLLyto MHGOopMaLumIo:

lMpunoxeHue — Ha3BaHWe NPUNOKEHUA
Jdama u spema — paTa n Bpema 06HapyKeHWA NPUNOXKEHUA.

AKMUBHO 8 pexcume — onpeaensaeT, HauMHaA C KAKOro pexmma akTUBUPYETCA MHTerpaLma aToro
npunoxeHua. Ecnm sgeco Bbl6paH BapunaHT lMone3osamesnbckul, 3HAYNT UHTEerpaumna BkAOYEeHa BPYYHYHO.

CocmosHuUe UHmMez2payuu — 34eCb Bbl MOXKETE YKa3aTb PEKMUM UHTErpaLumn A1A KOHKPETHbLIX MPUNOKEHWUNA:
o HeakmuseHbIl — NPUNOXKEHME HE UHTErPUPYETCA.

o HeakmusHo (AkmugHo 8 mecmoeol 2pyrnne) — NPUNOXKEHUE UHTETPUPYETCA TONIbKO Ha KOMMbIOTEPAX,
BKJ/IIOYEHHbIX B TECTOBYIO rpynny (cM. pasgen Tecmoeas 2pymnna HUxKe).

o AkmusHo (HeakmusHo 8 mecmogoli epyrne) — NPUNONKEHNE MHTErPUPYETCA Ha BCEX KOMMblOTEPaX,
KPOME BK/IOUEHHbIX B TECTOBYIO rpynmny.

o AKMUBHO — WHTErpaLma BKAOYEHa Ha BCeX KOMMbIOTEpax.

Cnegytowpe onumm N03BONAKOT BKAKOUYUTL UAN OTKAOYUTD MHTErpaLLUIO B OTAEbHbIX beHKLI,I/IOHaJ'IbeIX 4acTAax
NPUAOXKEHUA. Bbl MOXeTe BKAKUYNUTb AU OTKAOUYNUTb MHTErPALLUIO B HACTAX NPUIOMKEHUA.

UHmezpayua e onepayuu rpusoxeHUa - eCnn UHTerpauma akTUBHa, Safetica cmoxker KOHTPONNPOBATb
BHYTpPEHHME onepaunn npunoxXeHua I/I/VII'II/I BMeLWNBATbCA B TaKMe onepaunn C uUenbro obecneyeHus
6€e30MacHOCTU. OTO MOXKeT I'IpOM3OIZTVI, Hanpumep, B I'Ipl/lHyp,MTel'leOVl noanTUKe 6es3onacHocTy.

WHmezpayus 8 cemesblie KOMMYHUKAUUU - ECNIN UHTErpaLmMa akTMBHA, Safetica cmoKeT KOHTPOIMPOBaATL
BCe CceTeBble KOMMYHMKaLMK U/Uan BMeLIMBaTLCA B TakMe KOMMYHUKaLLMK C Lesibto obecrneyeHus
6e30MNacHOCTUN. ITO MOXKET NPOU30MUTU, HaNpPUMep, B NPUHYAUTENbHOM NONUTMKE 6e30NacHOCTU.
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= YHmezpayua 8 SSL/TLS - ecnun nHTerpaums akTuBHa, Safetica cmo>keT KOHTPONMpPOBaTh BCe
3aWndpPoBaHHbIE KOMMYHMKauMK SSL/TLS n/unm BmewmBaTtbca B TakMe KOMMYHUKALUK C LENbIo
obecneyeHna 6e30MaCHOCTU. ITO MOMKET NPOU3ONTU, HAMPUMEP, B NPUHYAUTENbHON NONUTUKE
6e3onacHocTy.

= MapKuposKa pe3yanbsmamoe pabomsi MPUAoXeHUA - eCIN HTErpauma akTuBHa, Safetica cmoxket
OTC/IE}KMBATb AEWNCTBUA NPUNOKEHUA U HENPEPLIBHO MAPKMPOBATb CBOW BbIXOAHbIE AAHHbIE Ha OCHOBE
NPUMEHMMBbIX NONUTUK 6e30NacHOCTU.

HaxmuTe COpocums K HOCMPOUKAM M0 YyMOAYAHUKO HAL CIMCKOM, YTOBbI NPUMEHUTD A1 BCEX NPUIOXKEHUI B
CMMCKe HACTPOMKM NO YMOYAHMIO.

Do6aBneHne HOBOro NPUNOXKEHUSA

Kaxaoe npunosKeHue, ycTaHOBNEHHOE Ha KOHEYHbIX CTaHLMAX, CUHXPOHM3UPYETCA CO CMUCKOM Ha KOHCOAU. Ecv Bbl
XOTWUTE NpeaBapuUTeNbHO CO3A4aTb HAaCTPOMKM ANA NPUIOKEHUA, KOTOpOe elle He Bbl10 06HaPYKeHO Ha KOHEeYHOW
cTaHumu, B Kameaopuu > lpocmomp 6a3bi OaHHbIX > [lobasums npusnoxeHue. B Ananorosom okHe Bbibepute daiin
.exe TOro NpUIoXKeHua, KoTopoe Bbl XoTuTe A06aBuTb. Paiin npouecca NPUNONKEHUA A0/IKEH BbITb AOCTYMEH CO
CTaHUMM, Ha KOTOPOM B HacTOALLMIA MOMEHT 3anylleHa KoHCob. [ocne noaTsepskaeHua Safetica sarpyskaet
MHOOPMaLMIO, HEOBXOAMMYIO A8 NPaBUIbHON MAEHTUOUKALMMN NPUIONKEHNA BO BCEX CUCTEMAX.

CuctemHble NPUNOKEHUA

B TabauLe nepeuncaeHbl BaxHbIe MPUIONKEHUA ONePaLMOHHON cUCTEMbI. [115 3TUX MPUIOXKEHWUIA HACTPOEHDI
onpeaesieHHble NapameTpbl UHTErPaLMUK; HE PEKOMEHAYETCA U3MEHATb 3TV NapameTpbl. M3meHeHve noseaeHns
MOKET BIUATb Ha GYHKLMOHANILHOCTL paboyeit cpesbl.

[oBepeHHble cepBepbl

Bbl MOKeTe MCnonb30BaTh TabaWLy B paclUMPEeHHbIX HAaCTPOMKax MHTerpaumm SSL, ytobbl n06aBnATL HOBble Beb-
cainTbl, ¢ KoTopbiMK Safetica HeEOBX0AMMO MOAAEPXMBATL 3aLUMLLEHHYIO CBA3b MO NpoTokoay SSL/TLS. Hosble Be6-
caliTbl ,06aBNAIOTCA B CMIMCOK C MOMOLLLBIO KHOMKK Jobasume adpec.

~ HAAEXXHbBIE CEPBEPbBI

Integration of SSL/TLS communication can be more secure if you insert your own root certificate for generating trusted certificates. This can be done in the Hactpoiikn cepeepa view.

Bul MoxkeTe 100aBUTL BeB-CepBepbl, ANA KOTOPLIX COSAMHEHUA Mo npeTokonam SSL/TLS He Gyaer otaiexuearsca (Hanpumep, facebook.com, maps.google.com), um exl moxete exibpars
IP-anpeca, KOTOpbIe BYAYT UCKAKOUEHDI U3 MOHUTOPWHTa CeTW. IP-aapeca MoryT 6biTh 106aBAEHbI MHAMBUAYANLHO (HanprMep, 192.168.10.10) WAK UX MOXHO N06aBUTL Kak AManasoH
(192.168.0.0/24).

JNlobaeuts anpec

Anpec

sharepoint.example.com Yaannte
maps.google.com Yaanute
owa.example.com Ypannte
« oL Onzl

Mpo6nemHbie ycTpoiicTea

Bonee noapobHaa nHbopmauusa goctynHa B 6ase 3HaHuM Safetica.

TectoBas rpynna

TecToBas rpynna KOMNbIOTEPOB NpeAHa3HayeHa ANa NPOBEPKU NPaBUIbHOCTY B3aumogelicteus Safetica c
PasNNYHBIMU MPUNOKEHUAMU. [lobaBNANTE B TECTOBYIO rPYMMNY TONbKO T€ KOMMNbIOTEPbI, MPOrPaMMHOe U1
annapaTtHoe obecrneyeHne KOTOPbIX B TOYHOCTU COOTBETCTBYET TUMUYHBIM XapaKTePUCTMKaM B Ballel cpege. Kpome
TOro, He cnefyet [06aBNATb B HEE KOMMbIOTEPbI, KOTOPbIE KPUTUYECKM BayKHbI A1A PaboTbl MHOPACTPYKTYPbl U/Uu
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cofeprKaT KoHOUAEHLMaNbHbIE AaHHble. [TpuMeHeHWe nHTerpaumm Safetica Ha KomnbloTepax, BXOAALLMX U He
BXOAALLMX B 3Ty rpynny, nogpobHO onMcaHo Bbilwe, B pa3gesie 0 HaCTPOMKAxX MHTErpaLmm Ana KOHKPETHbIX
NPUNONKEHWUN.

Y106bI £,06aBUTE KOMMNBIOTEP B 3TOT CMMUCOK, HaxkmuTe JJobasums KOMIblomep 1 B ANaNOTOBOM OKHE OTMETbTe
HY)XHble KoMmnbloTepbl. MoaTBepAUTE CBOW BbIGOP KHOMNKOM OK.

CuctemHble nyTu

McKNtoUeHMEe CUCTEMHOTO NYTU MOMKET ObITb HACTPOEHO B PyHKUMAX Palinbl, MeTkM dpalinos. B HacTponKax no
YMOIYQHUIO 3TO OTHOCUTCA B MEPBYIO o4epesb K Narnkam, B KOTOPbIX XpaHATCA dalinbl onepaLMoHHON CUCTEMDI,
YCTaHOB/IEHHbIE NPUIOKEHNA U BpeMEHHbIE dali/ibl 3anyLLEeHHbIX NPUIOKEHUI. 34eCb Bbl BUAMUTE FNABHbIE U
B/IO}KEHHbIE NanKu:

= C:\System Volume Information
= C:\Users\<User name>\AppData
= C:\Program Files

= C:\Program Files (x86)

= C:\Windows
K 3TMM nmankam no yMo/s4YaHWIo Bbl MoKeTe [06aBuTb cBOW. YTobbl 106aBUTbL HOBbIA MyTb, HAXKMUTE KHOMKY
Jlo6asums Mymb W yKaskuTe NyTb K HYXKHOM nanke. Bce BNOXKeHHbIe Nanku ykasaHHOro nyTu 6yayT paccmMaTpmuBaThes
KaK CUCTEMHbIE MarnkKu.

UHTterpauus c Office 365

Safetica 9.5 1 6onee NO3gHUX BEPCUIN aBTOMATU3IUPYET HACTPOIKY ayamTa u DLP ans anekTpoHHOM noytbl U Gainnios,
XpaHsawmxca B obnake. PyHKkumoHanbHocTb DLP gocTtynHa B Safetica Protection u Safetica Enterprise. Safetica
Discovery nogaep:uBaeT GyHKLUN ayauTa.

Bonee noapobHas MHbopmauma 4ocTynHa B 6ase 3HaHWN.

UHTerpauma c Fortinet
MHTerpauus c pelweHnammu gns cetesoit 6esonacHoctu Fortinet goctynHa B Safetica Enterprise.

Bonee noapobHaa nHbopmauusa gocTyrnHa B 6a3e 3HaHWUN.

CeteBble cepTudUKaThbl

Safetica BbinonHAET NPoBepKy SSL Ha KOHEYHbIX TOYKaX ANA 3aLMTbl AaHHbIX B 3alLUMPPOBAHHOM CETEBOM
coeamHeHnn. TaKKe BbINONHAETCA MPOBEPKA CETEBOro cepTudmKaTa. Bbl MOXKeTe HaCTPOUTb NapameTpbl NPOBEPKM:

= [JosHGA — BCE OLIMOKM, CBA3AHHbIE C HEHAAEXKHbIMU CEPTUDUKATAMM, OTOBPAKAIOTCA HAa KOHEYHOM TOUKe.
" YMepeHHasA — PeXMUM No YMOYaHUI0. HeKoTopble OWMBOKM HeHageKHbIX CePTUGUKATOB UTHOPUPYHOTCA.

*  [losnHaA HacMpausaemas — NO3BONAET CUHXPOHM3UPOBATL NPOBEPKY SSL Ha KOHEYHOW TOYKE C NPOBEPKOM
cetu.

34.ecb Bbl MOXKeTe MMNOPTUPOBaTb cepTUdMKaTbI, UCNONb3yEMbIe BalLMM peLleHnem A1A ceTeBol 6e30nacHoCTy.
Mocne umnopTa cepTMdMKaTbl PACNpPOCTPAHAIOTCA Ha BCe KOHEYHbIe TOUYKM, Ha KOTopbIx paboTaeT Safetica. Mocne
NOAKAOYEHUA K KopriopaTuBHOW ceTu (1 cepBepy Safetica) npoayKT pacwumndpoBbIBaeT TONbKO Te SSL-coeAnHeHUs,
KOTOpble TaK»Ke paclmdpoBbIBAOTCA BALWMM pelleHMem ansa ceTeBoi 6e30nacHoCTu.
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MpumeyaHue. Llenbro OewudposKu ABIAEMCA UCKAOYUMEsbHO MPOBEPKA C8A3U HA MpedMem 3aujumel 0m ymeyex.
KommyHuKayuu noemopHo wugpyromcs nocsae nposepKu.

A NETWORK CERTIFICATES

Safetica performs SSL inspection on endpoints to provide network DLP features. Netwark certificate validation is performed as well. By default, strict validation is performed, and all certificate errors are shown on endpeints.

Certificate validation mode: [t Full

Custom certificate validation mode allows Safetica to synchronize SSL inspection on endpeints with netwerk inspection.
Import

Certificate name

(Mo items]

Imported certificates will be distributed to all endpoints running Safetica. When in company netwerk (with connection to Safetica IManagement Service), Safetica will insect only those SSL connections which are inspected also by your network sppliance.

Cny»6a aHaNM3a KOHTEHTA

Bonee noapobHas MHbopmauma 4ocTyrnHa B 6ase 3HaAHWN.

4.4.4.5. HacTpOMKM KAMEHTA

K HacTpoMKam KnneHTa oTHoCUTCA 0b6Lwasn KoHourypaumsa kaveHTa Safetica.

Hactpoiku

HaCTpOl‘;iKM K/IMeHTa YCTaHaB/INBAOTCA TOJIbKO ANA nonb3oBaTtenen, rpynn, KOMnbOTEPOB U/IN CEPBEPOB,
BbI6paHHbIX B Aepese nonb3osarteneit. YTobbl NMPUMEHUTDb HaCTpOViKM, HY>XHO COXPaHUTb U3MEHEHNA C NOMOLLbIO

v

KHOMKU . Tak)Ke Bbl MOXKeTe OTMEHUTb U3MEHEHMUA KHOMKOW x cnpaBa BBEPXY.

PaspeleHHble aeincTeumA

C nomoupbto GyHKUMIA YOaneHue n O6Ho8s1eHUe MOXKHO COOTBETCTBEHHO YAAANUTb MK 0BHOBUTb KAMEHT. bes Takoro
paspeLleHna HEBO3MOKHO YAaNUTb, 0BHOBUTL UM UHBIM 06Pa3oM BMeLaTbCs B PaboTy KAMeHTa U3 cCoobparkeHui
6e30MacHOCTM, AaXKe MMen NpasBa agMUHUCTPaTopa. Bbl MoXKeTe MCNoab30BaTh KHOMKY Napoas ANsS HAaCTPOMKM
HOBOrO Napo/isA Ha paspeLleHune 3TUX 3a4a4 HENOCPEACTBEHHO C K/IMEHTCKOM CTaHLMK, C MOMOLLbIO KOMaHAHOM
CTpoKu. Bonee nogpobHaa MHPopMaLmMsa O 3awwmTe KaneHTa Safetica npusoauTca B8 pasgene 3awmra ot
HEeCaHKLMOHMPOBAHHbIX MAaHUMNYAALMIA KANEHTA.

Bbl MOKeTe 3anpeTuTb BCe AeUCTBUA, pa3peLleHHble IOKaAbHO, HaxkaB OmKao4Yume delicmeus A0KAAbHO20
ynpasaeHus.

O6wue HacTpoiKu uHtepdeica

= CKpbisamb npoyeccsl u nanku Safetica. Ecnv Bbl akTMBUpYeTe 3Ty PyHKLMIO, Nnpouecchl STCSer.exe,
STMonitor.exe, STUserApp.exe n STPCLock.exe, obecneunsatowme paboTy KAMEHTCKOMN cnyKbbl Safetica
Client Service, 6yayT CKpbITbl HA KIMEHTCKOWN CTaHLUMM U He ByayT oTobparkaTbCa B AucneTyepe 3agau
Windows nnu B 11060 aHaNOrMYHOM Nporpamme, KOTopas OTCNEKMBAET 3anyLLeHHble npoLuecchl. KaneHT
He 6yZeT BUAEH B CMIUCKE YyCMAHOB/1eHHbIX npo2pamm. MNankm yCTaHOBKU M HAaCTPOEK KMEHTa TaKKe byayT
ckpbITbl (B Windows 7: C:\Program Files\Safetica, C:\ProgramData\Safetica v C:\ProgramData\Safetica
Client Service). Takum o6pa3om Bbl HE NO3BOIMTE NO/b30BATENAM Y3HaTb, YTO Safetica paboTaeTt Ha ux
KoMMbloTepax. 3Ta PyHKLMA He OTK/HOYAET AMAI0r0BblIe OKHA YBEAOMIEHNN.
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= YgedomsneHue KaueHma. 3Ta pyHKUMA BKIOYAET U OTK/IOYAET OTOOpaXKeHMe AnanoroBbiX OKOH C
OMnoBeLLEeHMAMM A/1A NoNb30BaTeNei, paboTaloWwmx Ha KIMEHTCKUX KOMMNbloTepax. Jnanorosble OKHa C
onoseLeHMAMN MHGOPMUPYIOT NOb30BaTeNel O Pa3INYHbIX COBLITUAX, CBA3AHHbIX C 6e30MacHOCTbIO,
n1Mbo 0 3anpeLeHHoM aKTUBHOCTM. ECTb HECKOIbKO CNOCOH0B HACTPOUTL OTMPABKY ONOBELLEHUNA:

o CKpblmb 6ce — BCe AMaNorosble OKHa KNEeHTa 6y,c|,yT CnpATaHbI.

o lloKazamb mosabKo UHMepaKmueHeble duanoau — 6yp,yT cnpATaHbl BCE AMANOINN, Kpome Tex, KoTopble
TDEGYIOT B3aMMOAeVICTBMFI C nosb3oBaTesieM.

o lNokaszame gce — Bce ananoru byayTt otobpaxkarbes.

= f3biK. HacTpolika sfi3blka KAMEHTa.

[pyrue HacTpoiiku

= Hacmpolika npuopumemos noaumuk. HacTpoika nosbllaeT NPUOPUTET HACTPOEK, KOTOPbIE Bbl YCTaHOBUIU
08 N0/Ib30BaTeNA, Haj, HacTPOMKaMM KOMMbOTEpPa, C KOTOPOTro MNOAKAOUYMACA N0Ib30BaTe b, 10 ymonyaHuIo
npuoputeTr 6yaeT y HacTpoeK KomnbloTepa. Bbl MOMKeTe yCTaHOBUTb TaKoW MNPUOPUTET TOJIbKO AONA
nonb3oBaTenem.

- UHmepsan 04 OMIpasKuU ¥ypHAAo8. IT1a HaCTpOl\;IKa onpeaendeT, Kak 4acCTo AaHHblEe, 3annCbiBaemble Ha
KIUEHTCKUX CTaHUUAX, 6y,CI,YT rpynnmMpoBaTbCA B NaKeTbl U OTNPABAIATLCA ANA COXPaHEHNA B 6ase OaHHbIX. Mpyn
HaKon/ieHUM 60bLIOro KoNnYecTsa 3anuncen MHTEpPBan OTNPAaBKM aBTOMATMYECKU COKpaTuTcA. MNocne
COKpalleHna Kkonnyecrtsa CO6paHHbIX 3anucen MHTEepBaa OTNPaBKKM BO3BPATUTCA K NepBOHa4Ya/ibHOMY
3Ha4YeHuto.

- UHmepsan nposepKu Hacmpoek. 3T1a HaCTpOﬁKa onpeaenaeT, Kak 4aCTto K/IMEHT 6y,CI,ET 3anpawmnBaTtb HOBbIe
HaCTpOﬁKM Ha cepsepe. Taknm O6p330M Bbl MOXETE NOBJ/IATb HAa BPEMA, HeOﬁXOAMMOE Ana nepenavn
K/IMEHTY HACTPOEK, BbIMOJIHEHHbIX C MTOMOLbK KOHCON.

" Bpems, 3ampayeHHoe Ha OMIPABKY HYPHA08. 3AECb Bbl MOXKETE YKa3aTb, KAKOMN NMPOLLEHT BPEMEHU YXOAUT
Ha OTNPaBKY KNAMEHTCKMX 3anucelt B 6a3y AaHHbIX. bosee HM3KMe 3HaYeHUA NPeaoTBPATAT YPEe3MEPHYHO
Harpysky Ha ceTb.

MpumeyaHue. 3HavyeHue Mo ymonyaHuto — 10 %. E2o He cnedyem meHAmMbe 6e3 00cMamo4YHo20 OCHOBAHUA U
coomeemcmeyowux 3HaHul. Ecau bl 8ce pagHO xomume UsMeHUMb HACMPOUKY, CHa4ana
MPOKOHcynbmupylimecs 8 cayxcbe mexHu4eckol nodoepiKu.

= WHmepeas onpedesneHus HEAKMU8HOCMU Mosb308amesis. 34eCb MOXHO yKa3aTb BpeMeHHOM HTepBa, no
MCTEYEHMU KOTOPOTO OLEHKA CTaTyca aKTUBHOCTM MO/Ib30BATE/IA USMEHUTCA C aKTUBHOTO Ha HEAKTUBHbINA.
[pyrumu cnoBamu, ecav nonb3osateb He paboTtaeT co cBovm MK (He MCMoab3yeT Mblllb AW KNaBUaTypy) B
TeyeHue 3TOro Nepmosa BPEMeHMU, CTaTyC ero U3MepPeHHOM aKTUBHOCTU M3MEHUTCA Ha HeaKTUBHbIN. ITH
HaCTPOMKM BAUAIOT Ha U3MEPEHME aKTUBHOTO BpeMeHn B GpYHKLMAX pasgena MpuioKeHus u TeH4eHLn
mopaynsa Safetica UEBA.

= be3onacHsili pexcum. Bbibpas 3anpetuTtb, Bbl MOXETe 3anpeTuTb Nnosib3oBaTtenam 3anyckatb Windows 8
6e30MacHOM pexkume.

OTyeT 06 owwmnbKax

34ecb MOYKHO YCTAHOBUTbL YPOBEHb BeAEHUA KypHaia OTNaAKM KAMEHTa: OT OWNBOK A0 MaKCUMaAbHO NOAPOBHbIX
[JaHHbIX. ITOT MapameTp npefHasHayeH AN UCMOb30BaHWA CUCTEMHbBIMU aAMUHUCTPATOPAMM WAN TEXHUYECKOM
noaaepkoi Safetica. MoApob6HbIM  ypoBEHb BEAEHWA KYPHANOB MOMET HeraTMBHO OTPasUTbCA  Ha
NPOU3BOAUTENbHOCTU KANEHTA.
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YBepgomneHua

®dyHKumMa poctynHa B Safetica Protection u Safetica Enterprise. Bbl moeTe 4acTUYHO HACTPOUTb BHELHWUA BUA,
[OMaNoroBbIX OKOH OMOBELLEHUI, 0TOBparKaeMbIxX A5 NoAb30BaTeNen:

1. Jloecomun 05 OKHaG y8edoMseHUs — 3aMeHAET N0roTUMN A5 AMAZI0TOBOTO OKHa MO YMOTYAHUIO Ha BaL
COBCTBEHHbIN. BbIOPaHHbIA NOrOTUM AOMKEH UMETbL pasmepbl 92 X 62 nuKcens n Gopmar .png, .jpg uau
.bmp.

2. KoHmakmmHsili e-mail — agpec sNeKTPOHHOM NoYTbl, KOTOPbIN ByaeT oTobpaXKaTbCa BHU3Y ANANOTOBOro
OKHa.

3. [oaumuka 6e3onacHocmu — URL-agpec Bawel NoanTMKN 6e3onacHoCTy.

HacTpowiku:

A YBEAOMJEHUA

TNoroTun ana okHa yBEAOMAEHNA: . .
R B g
. N: 28

KonTakTHbiil e-mail: ‘ Admin@example.com ‘

Yananutb noro

MonuTuka 6esonacHocTu: ‘ sd.example.com/security_policy ‘

MonyyeHHbIV B pe3yabTaTe AManor onoBelweHns ¢ noapobHon nHbopmaumen, Kotopas byaet otobparkatbca Ans
nosib3oBaTesnein:

X

D Application was blocked

[ Atomic Tanks
59 C)\Usersytestuser\Documents\AtomicTanksPortabl...

Use of application Atomic Tanks is blocked by a security policy.

This action is against a security policy and was logged.

bBonee noapobHyo MHPOPMaLMIO MOXKHO NOYYUTb B pasaene cnpaBku Juanoau onoseweHul.
Knaccmbuxau,un AdHHbIX Ha OCHOBE nonb3oBaTtenen
dyHKuma goctynHa B Safetica Protection u Safetica Enterprise. bonee nogpobHas nHdopmaLma AOCTyNHa B base

3HAHWUN.

Hepabouue yacbl

dyHKuMa gocTynHa B Safetica Protection u Safetica Enterprise, a Tak:ke B moayne Safetica UEBA. C nomolubto 3Tnx

62


https://support.safetica.com/en/knowledge-base/user-based-data-classification
https://support.safetica.com/en/knowledge-base/user-based-data-classification

HACTPOEK Bbl MOXKETe OTPery/iMpoBaTh pernum paboTbl Safetica B Hepabouee Bpems. 3T HACTPOMKM NOBAUAIOT HA
MOHWUTOPUHT U 6/IOKMPOBKY NPUIOKEHNI 1 Beb-caliToB. 3awwmuTa AaHHbIX OyaeT pyHKLMOHMPOBATL BCErAa,
He3aBWCMMO OT JIOKa/IbHOW HAaCTPOMKKM paboyero BpemeHMu.

C nomoLLbto NepektoYaTeNnss MOXKHO BbIOpPaTb OAMH U3 CNeAyOLNX pexumoB paboTbl Safetica B Hepabouee Bpems:

= MoHumopuHz u 6s10KUPOBKA HA OCHOBe npou3zsodumesnsHocmu. B Hepabouune yachl Safetica 6yaeT Bectu
cebs TaK Xe, Kak 1 B paboume.

= He 6510KUpOBAHHO Mo npou3sodumesnsHocmu. B Hepaboyee Bpema ByayT OTCAEKMBATLCA MPUNOKEHUA U
Be6-CaiTbl, HO OHU He ByayT 3a6/10KMPOBAHbI.

= MoHUmopuHe u 6s10KUPOBKA He Ha 0CHoge npou3sodumesnbHoCMU. B Hepabouee Bpems NPUIONKEHNUA U
Be6-caiTbl He ByAyT KOHTPOMPOBATLCA UM BOKMpPOBATLCA.

Pabouue yachbl

YT06bI OTKPbITH NOAPOBHbIE HACTPOMKM AN paboyero BpemeHM, HaXKMUTe COOTBETCTBYHOLLYHO KHOMKY (Paboyue
yacel). ITU HACTPOMKM NPUMEHAIOTCA KO BCeMy cepBepy. Bbl MOXKeTe yKasaTb, KakMe AHW cyuTatoTcA paboymmu, a
TaK)Ke BblbpaTb BPems Hayasia U OKOHYaHUA paboyero AHs.

Hepabouue gHu

34eCb MOXKHO HacTpouTb Hepaboune AHWU. Bbl moxkeTe A,06aBUTb M3BECTHbIE NPA3AHUYHbIE AHW U3 CIUCKA A8
Ka)K,D,Oﬁ CTPaHblI, cobcTBEHHbIE Hepa6oqwe AOHW OpraHun3aunn n npas3gHUKKM, a TakxKe MCnos1b30BaTb KOM6VIHaLI,VIIO
3TUX NOAXOA0B.
Busyanusaums
Karkaas 3anmcb COAEPKUT HECKOJIbKO TUNOB MHbOPMaLMK, NpeacTaBaeHHoM B dopmaTe CToN6L,0B:

- ,ﬂama u epemAa — Aata U Bpemsda BblINOJIHEHUA onepaLnn JTIOKaZIbHOTo agMUHUCTPUPOBAHUA.

- MK — vmsa KOMMNbOTEPa, Ha KOTOPOM BbINONIHANNACb onepauunA.

- Umsa nonsv3osamensa — uma nosnb3oBaTena, noa yLIETHOI';I 3aNUCbO KOTOPOro BbINO/IHANACb onepaunAa.

- ,ﬂeﬁcmeuﬂ — BbIMNO/IHABLLUAACA ZNOKa/ibHaA 3a4a4a Mo agMUHUCTPUPOBAHULO.

= Jlemaau — npoyan MHPopMaLMaA O BbINOJHEHHOM onepayuu.

Y3HaTtb 60bLe 06 VIHTepd)eVICE BU3yanum3aLmMm Bbl CMOXeETe B rnaBe Pexcum su3syanausayuu.

4.4.4.6. C60p oTnagouHOM nHPopmaummn

B aTOM pasgene MoXHO co3aaBaTb 3a4a4m no cbopy oTnagouHoOM MHPopmaumm oT KaneHTta Safetica. Coop
OTNaf04YHOM UHPOPMALMN HAXOAUTCA Ha KOHCOIM B MeHIo ObcnyRusaHue -> MHbopmaLnm Ans OTAALKK.

C6op oTnagoyHoi nHGopMaLMK HAacTpanBaeTca Ans cepBepa, BbiIbpaHHOTo B AepeBe nosib3osatenein. YTobol

v

NMPUMEHUTDL 3TU HaCTpomKM, HYXXHO COXPaHUTb U3AMeHEHNA C MOMOLLLbKO KHOMKA . Tak>Ke Bbl moXeTe

X

OTMEHUTb U3MEHEHUA KHOMKOM cnpaBa BBEPXY.
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Hactpoiiku cbopa

B 3TOM pasgenie MOXKHO co3aBaTb HOBblE 3a4a4M No cOOPy OTNaL0UHOM MHGOPMAL MM OT KaneHTa. CobpaHHas
nHdopmaumn ByLeT coxpaHeHa B Manke Ha cepBepe, KOTOPbIN BblN yKasaH B Hayane npouecca HacTpoek. MyTb K
cobpaHHbIM AaHHbIM Ha CEPBEPE MOKHO U3MEHATb.

[nsa co3gaHna HOBOW 3a4a4mM HaXKMUTe Ha KHoNKy Jobasums 3adauy cbopa. OTKPOETCA MacTep CO34aHMUA 3a4a4u:

1. HanepBom Lare c NOMOLLbIO NON3YHKA BblbepuTe MHGOPMALLMIO, KOTOPYHO Bbl XOTUTE MOYYUTb. Bbl
MoXKeTe BblbpaTb OAMH U3 CNeAyIOLLMX BapUaHTOB:

o [Mone3osamensbcKuli — BbIbPaB 3TOT BAPMAHT, Bbl MOXKETE BPYYHYHO BbIOPATh 31€MeHTbl MHbOPMaLUK,
coburpaemoit ¢ KaneHTa. M3 cnncka nog 3TMM NO3yHKOM BblbepuTe HyKHble 31eMeHTbl Ana cbopa
MHPOpPMaLMK.

o [podsuHymeili — byaet cobupaTtbea bonee nogpobHaa Hpopmauma o kKaneHTte. CoLepRnumoe 3Ton
MHpOopMaL MK oToBparkaeTca Nog, NoA3yHKOM.

o OcHosHoli — bypeT cobupaTbcs TONbKO caman 6a3oBas MHGopmaLma o KaneHTe. CoaepRumoe 3ToM
MHpopMaLMmM oTobparkaeTca Nog NoA3yHKOM.

o M3SMS—6ynet cobupatbea nHbopmauma ns Safetica Management Service, a He ¢ KOHEYHOM TOYKMK. Bbl
MOXeTe UCMONb30BaTb 3TOT BapuaHT A/1A yCTpaHeHuA npobaem ¢ cepBepom, Ha KOTOpom paboTaeTt
Safetica.

Mocne Bbibopa HaxkmuTe Jasee.
2. Ha BTOpoMm Luare BbibepuTe Fpynnbl UM KOMMbIOTEPDI, C KOTOPbIX Bbl XOTUTE COBUPATb OTAAA0UHYIO

VIHd)OpMaLI,VIIO O K/IneHTe. 3aTeM HaXXmuTe KOHEL{ M COXpaHUTe 3aaa4vy KHOMKOM

B HUMKHEI 4acTK 3KpaHa HaCTPOMKKM cbopa nHbopmauumn otobparkaetca Tabanua ¢ 0630pOM CyLLECTBYIOLLMX 3a4au.
[ns Kax 4ol 3a4a4m yKas3biBaeTcs, Ha KaKoM pabodem MecTe UK B KaKOM rpyrne BbINoHACA c6op AaHHbIX, Kakue
balisibl Bbiv BKAOUYEHbBI B COOPKY, @ TaKXKe CTaTyC 3arpy3ku Ha cepsep.

[lns oTMeHbl 3a4a4mn HaxmuTe Yoanume.

Mocne HaXaT1a KHOMKKU 3a2py3Ka OTKPOETCA AMANOrOBOE OKHO, B KOTOPOM Bbl MOMETE BbiGpaTb MECTOMO/IOXKEHWE,
B KOTOpoe byaeT coxpaHeHa Bca cobpaHHas oT/i1afo4vHas MHGopmaLums ¢ cepsepa.

Bbibpas Jemasiu, Bbl OTKpOETe OKHO C NoapobHoi MHpopmaumeit o cbope 0T1af0uHON MHbOPMaLMK. 34eCh Bbl
MOKeTe 3arpy3unTb oTaesibHble Gaiibl U3 KOANEeKUNN.

3arpyska

B 3TOM pasgenie KpaTKO onNuUcbiBaeTCsA 3arpy3ka cobpaHHOM 0TAaA04HOM MHPOPMALLMKY C cepBepa Ha JIOKaNbHYH
KOHCO/b. ECM Npw 3arpy3ke NponsonaeT owmnbKa, Bbl MOXKETE MOBTOPUTL NPOLLECC, HaXKaB 3a2py3umeb CHO8d.

Haskas Y0asnume 3a8epuwieHHble 3a2py3KU, Bbl YAAAUTE BCE 3aNUCK O 3aBepLUEHHbIX onepauuax cbopa oTnagouHom
MHbOpMaLMN.
Busyanusauyuma

B pexume Bu3yannsaumnm tabamua ¢ 3anmucamm o pasmepe $GpaiiioB BMecTe ¢ 0TAago4HOM nHGopmMaLmMen HaxoanTca
Ha KOHeYHbIX paboumnx CTaHUMAX. Kaxkaan 3anncb COAEPHKUT CaeaytoLLyto MHbopmaLumio (cTonbupl):

= Komnbromep — MMA KOHEYHOM paboyelt cTaHLUu.

"  /3meHeHO — paTa nocnegHero obHoBeHUA pasmepa ¢alina ¢ 0TAaL04YHON MHPOopMaLment. 34ech Takke
coAepRnTca nHGopmaLma 0 pasmepe Kaxkaoro daina c oT1agouHon MHGopmaunen.
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= TaKKe ecTb pa3mepbl Kaxgoro daiina ¢ oT1ago4HoM MHPopMmaLmen.

Bonee noapobHaa nHdopmaumna AOCTyNHa B pasgene Pexum su3yanu3ayuu.

4.4.4.7. YnpasneHue 6a30i1 JaHHbIX

MeHeaxep 6a3 AaHHbIX UCNONIb3YyeTCA ANA PeE3EPBHONO0 KONNMPOBAaHNA AaHHbIX MOHUTOPUHIA U HACTPOEK, a TaKXKe
AnAayaaneHna yctapeswnx AaHHbIX.

Bbl ynpasnsete 6a3amu AaHHbIX cepBepa, BbIbpaHHOro B AepeBe Noab3oBaTesnei. Y1o6bl NPUMEHUTL HACTPOMKK,

v

HYXHO COXPaHUTb U3MeHEHNA C MOMOLLbKO KHOMKU . Tak»Ke Bbl MOXKeTe OTMEHUTb U3MEHEHWS KHOMKOM

cnpaBa BBEPXY.

MeHeaxep 6a3 AaHHbIX pa3aeneH Ha ABe OCHOBHbIE YaCTu:

- 3apaun. 3aech Bbl MOXKeTe c034aTb 3a4a4y N0 pe3epBHOMY KOMMPOBAHMUIO 6a3bl AaHHbIX (COB,CI,aHMIO
apXMBa) N yaaneHno AaHHbIX, CO34aHHbIX B Npouecce MOHUTOPUHTra.

= ApxuBbl. C NOMOLLbIO 3TOW BKAAAKM MOXHO NOAKNOUYUTL PaHEE CO3AaHHbIE apXMBbI K BbIGpaHHOMY
cepsepy, YTobbl MPOCMOTPETb AAHHbIE.

= O6cnyxusaHue. NokasbiBaeT MHbopmMaumio 0 6azax 4aHHbIX BCEX IK3EMMISPOB CepBepa, KOTOPbIMM Bbl
ynpasaseTe yepes KOHCOJIb. Ty MHGOPMALMIO MOMKHO 3KCMOPTMPOBaTL B popmaTte XML.

A OCHOBHAfA MHQ@OPMALMA

YRpaEnEHNE Ba3aN A3HHEX HEMOL3YETCR ANA OBCNYHUERHIA 623 ASHHLIX, APXUMEHPOBZHUA AGHHEX W PEIEPEHOTD Tawoke nozaonaer wnp 3pXHBLI AaHHBX,
M W KBZHEHIM ABHHED i n zawmre o1 AOCTYTa, KOTOPKIE MOTYT NIPAEHATECH K AZHHSIL,

3apaun  Apxiissl  OBenyKUBaHME

3AJLAYN APXVBUPOBAHMA

Vinas zagaun Vs aprrea Archive Directory Brinonmente sannanupos... ~ | Tun sagaun O/ Crapee, uem Mo Mosropus sageuy Bribpanmbie obnere:

Main DB backup mdb divdb 6/29/2018 12:00:00 PM Pezepenan konua Heaenn Kaxcayro neaenio DESKTOP-FETOA3G: Hev

A HOBAf 3AJJAYA APXWMBUPOBAHWA

Wan 33gaun Main DB backup

Tun 3agaun: Peseparan konm | Mostopns saaauy: EHEHE—E—8 Kakayio Heaenio
Vima apuisa: mdb

Archive Directory: didb [ |

SKyprans, nognexauye obpaBorke: Kyprans crapue, wen | Hegenn -

BiNoAHEHME 32N1aHNPOBAHD Ha: 6/29/2018 12:00 (53 Koe Brnrouero

B BpariHiie obexTi: Bubpario | obvexros [QNNRY

32gaua obmosnenun | | [oBasnTs Kax HoBsii

A PACH HACTPOVIKM
xoe o6 [ERep— Bintoweno  MakcumaneHsiii pasuiep 6a3si ganHec B
@ 77 M5 SOL Express MakaMaNsHE PAsMED 633k AHHEI ONDEAENAETCA PEAIKLNER 6335l AHHBIX (06EHO 10 TE).

3afaum Mcnob3yroTea Ans paboTbl C JaHHbIMM, KOTOpble XpaHATcA B 6ase. 19 3TUX AaHHbIX MOXKHO cAenaTbh
pesepBHYIO KOMKIo (apXmB) M3 onepaumnoHHo 6asbl 4aHHbIX SES, 1M60 UX MOXHO yAaMUTb HaNpPAMYIO.

Bce 3a4aum cO34at0TCA C MOMOLLI0 MEHI0 HOBbIX 33434 N0 apXMBMpPOBaHKMIO. HoBas 3a4auya MMeeT HeCKO/IbKO
napameTpos:

" JImA 30004u — Ha3BaHWe Ballen 3a4a4u.
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= Tun 3agaun. Bbl moxKeTe BbIGpPaTh O4MH U3 CIeAYIOLLMX BAPMAHTOB: pe3epBHasn KONUs, pe3epBHan Konus ¢
yOaneHnem, yaaneHue, yaaneHne CHUMKOB 3KpaHa, HAaCTPOMKM pe3epBHOro KoNMpoBaHuA. Huxke
npusoanTca 6onee noapobHana MHPopMauma o KaXKAOoM 13 3a4au.

= [loemopumb 3a0a4y. YKa3bIBaeT, Kak 4acTo byaeT NoBTOPATbLCA 3Ta 3aJa4a:
o Kaxdyro Hedento
o Kaxvlie 14 OHeli
o Kaxwili mecay,
o Kaxdele mpu mecaya

= YmAa apxusa — vma daiina c pe3epBHOMN Konuein. OHO He AOMIKHO COAEPKaTb HEAOMYCTUMbIX CUMBOJIOB,
Hanpumep, npobenos.

= Archive directory — nyTb K nanke, rae byaet coxpaHeH dain ¢ pesepBHOM Konuei 6asbl AaHHbIX. MyTb
YKasaH 4719 KOMMbloTepa, Ha KoTopom paboTaeT cepeep SQL. HeobxoaMmo BbIGpaTh CyLLECTBYIOLLMIA NYTb,
NockonbKy cepsep SQL He ymeeT ero co3gasathb.

= }KypHanesl, nodsaexcaujue obpabomke:

o C-—Tlo. 3gecb Bbl MOXKeTe BbIGpaTb Nepuos BpeMeH 4/ Pe3epBHOr0 KOMMPOBAHMA AaHHbIX
MOHUTOPUHTA.

o ypHanbl ctapue, yem... ObpaboTKa BCex }KypHaANO0B CTaplue onpeaesieHHOM A4aTbl. DTOT BapuaHT
[LOCTYMNEH TO/IbKO NP CO34aHUN 33a4m yaaneHus

" BbinosnHeHue 3anaaHUPOBAHHO HA. YCTaHOBKa TOYHOIO BpeMeHu 3anycka 3agaHua. Bpema Havana 3agaHua
OO01XKHO HaxoaAnTbCA 3a npeaenamm nHTepsana, 3a KOTOprl;'I O6pa6aTbIBaIOTCF| 3anuncu.

" AsmomamuyecKoe nepenanaHupogaHue. ECnv BKAKOYEH 3TOT NapameTp, d)YHKLI,MFI 6y,D,ET dBTOMaTUYECKMH
Ha3Ha4aTb HOBOE BpeMA ANA BbINO/IHEHUA 3a4aHWNA, €C/IM OHO 3aNyCKaeTcA OAHOBPEMEHHO C
BbIMO/IHEHUEM APYTrOro 3a4aHnA UAM Ha3HAYaEeTCA Ha yXKe npolegllee Bpema. Ha ogHOM cepsepe unm
aksemnaApe SQL o4HOBPEMEHHO MOXKET BbIMNOJHATLCA TO/IbKO O4Ha 334a4a, NO3TOMY 3Ta d)yHKLI,MFI
NPpUMeEHAETCA TOJ/IbKO KOraa nponcxoamTt owmnbKa BpemeHu. Mpu Nobbix Apyrux KOHd)ﬂVIKTaX (HeLI,OCTaTOK
mecCTa Ha gUCKe, OTCYTCTBME MNpPaB Ha 3aNUCb U T. I'I.) HOBOE BpeMA HE Ha3Ha4YaeTCA.

" Bbl6p0HHble 0b6vekmobl. Bam 0653aTeNbHO HY>XHO Bbl6paTb, ONA KaKnx nosnb3oBaTenen, KOMMNbOTEPOB NN
rpynn 6y,£I,ET BbIMONTHATLCA 3a4a4a Pe3epBHOro KONUMPOBaHUA NN yOaNeHUA.

Pe3epB|-|oe KonuposaHue

PesepBHan Konua byaeT co3gaHa B yKazaHHOE Bpemsa A5 BblIBpaHHbIX N0/b30BaTEe, KOMMbIOTEPOB UAW Tpynn. B
pe3epBHOM KOonNuuK byayT coaepKaTbCa 3anmMcM MOHUTOPUHIa Nosib3oBaTtenei. Hactpoliku mogynei n GyHKUMIA He
BK/IIOUAIOTCA B pe3epBHYI0 Konuio. Ha Bbixoae co3aaetca ABa paina: oamH (*.mdf) — 3anuck 6a3bl AaHHbIX, a
BTOpoi (*.Idf) — »ypHan gelicTBuii c 6asoi AaHHbIX. Kaxkaplii cepBep MMeeT cobCTBeHHY 6a3y AaHHbIX, MO3TOMY
019 AQPXMBMPOBAHUA AaHHbIX U3 6a3bl HYXKHO 3aMyCTUTL 33434y Pe3ePBHOr0 KOMMPOBAHMA HA KaXKLOM cepBepe, 1
3TW 3a43a4v ByayT HE3aBUCKMMbI 4PYT OT ApYyra.

Mpw co3aaHnm pesepsHOI Konuu cepsep SQL OKa3blBaeTCA 3HAUUTENbHO 3arpyKeH, NO3TOMY CBSA3b KNMEHTCKMUX
CTaHUMI ¢ 6a3ol AaHHbIX MOXKET BpeMeHHO NpepBaTbCs. B 3TOM cBA3M HOBblE 3a4aun cieayeT NNaHMPOBaTb HA TO
Bpems, Korfa Harpyska Ha 6asy AaHHbIX MMHMMaAbHA (Hanpumep, Houbto). MpoLecc MoXKeT 3aHATb HECKO/IbKO
YacoB. MPoAOMKUTENbHOCTb 3aBUCUT OT KO/IMYECTBA KONMMPYEMbIX JaHHbIX M pa3mepa UCXOAHOM 6a3bl AaHHbIX. Bo
BPEMA pe3epBHOro KONUMPOBaHMA He PeKOMEHAYETCA BbINOMHATL Apyrue AelcTBUA ¢ 6a30l AaHHbIX, Hanpumep,
nepenHAeKcaumio, MOCKOIbKY 3TO MOXKET NPUBECTU K COOI0 pPe3epBHOM0 KOMUPOBaHWA.
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YpaneHue

3a4a4a yaaneHua BbINOHAET yAaNeHMe NoNb30BaTe/IbCKUX HACTPOEK, KYPHA/0B U CHUMKOB 3KpaHa. byayT
yOaneHbl AaHHble HauYMHasA C YKa3aHHOM AaTbl. Mocne yaaneHns 4aHHbIX PEKOMEHAYETCA BPYYHYIO BbIMOIHUTb
komaHay SHRINK B 6a3ax gaHHbix Safetica SQL. 9Ta KomaHga dmnsmnyeckn coxkmeT dain 6asbl aHHbIX.

PacluMpeHHble HAacTPOMKK 06CNyKMBaHUA

B sTom pasgene Bbl MOXKeTe HaCTPOUTb NapameTpbl O6CI'IY)'KMBBHVIH ana 6asbl 3anuceit:

= Asmomamuyeckoe obcayxcusaHue 6a3bl 0aHHbLIX. 34eCb Bbl MOXKETE YKa3aTb MaKCMMabHbIM JONYCTUMbINA
pa3mep 3anucein B 6ase AaHHbIX. [1pY NpeBbILEHMM 3TOFO 3HAYEHMA HEKOTOpbIe 3anncu B 6ase gaHHbIX
6yayT aBTOMaTUYECKU yaaneHbl, 4Tobbl pasmep 6a3bl AaHHbIX He npeBblwan 70 % OT yCTaHOB/EHHOTO
MaKcMmasibHOro pasmepa. Pasmep nposepseTca exxenHeBHO. Ecau Bbl BBeAeTe, Hanpumep, 3HaveHne 100
I'6 B KauecTBe MakCMManbHOro, pasmep byaet ymeHblueH npumepHo go 70 Ib.

BHumaHue! 3anucw, yAaneHHble B npoLecce 06C/'Iy)+(VIBaHMF| 6a3bl AaHHDbIX, 6e3BO3BpaTHO TepAKTCA.
YpanAarTcA Bcerga camble CTapble 3anmcu.

= Asmomamuyeckoe pe3epsHoe KornupogaHue. Safetica Kax bl leHb OKOI0 NONYHOUM BbINOAHAET
pesepBHOe KonupoBaHue 6a3bl 4aHHbIX 419 NPeA0TBPALLEHMS PUCKA ee NoBpesKaeHUs. ITa pe3epsHas
KOMMWS XPaHMTCA Ha NMPOTAXEHUMN MecALa. Takue pe3epBHble KOMUM He 3aMeHAI0T coboi NMob30BaTe/IbCKme
pesepBHble Konuu 6a3bl 4aHHbIX.

Busyanusauus
Bu3yannsaumsa 3ag4a4umn BKAoYaeT Tabavuy ¢ noapo6HbIMM OTYETaMM O BbINOJIHAEMbIX 334a4ax agMUHUCTPUMPOBaHKA
6a3bl AaHHbIX.

Kaaan 3anucb CoaepKMT HECKONbKO TUMOB MHbOopMaLMK, NpeacTasieHHon B dopmate ctonbuos. CNncok
OOCTYMHbIX CTON6LL0B pacnoioxeH B Npason yactn Tabauubl. CTonbel, oKaxketca B TabauLe noc/e wenyka u
rnepeTackMBaHuA ero U3 cnucka B Tabauuy. LLlenkHUTe 1 nepemecTuTe 3aro/I0BOK CTo/161a, YTO6bl U3MEHUTL
nopAAoK CToN6L0B B Tabvue. Takum e 06pa3om Bbl MOMKeETe nepeTacknsaTb 3arosI0BKM CTONBL0B B 30HY Haf,
Tabauueit. Mocne atoro Hag Tabauuei otobpasnTca ceogHan MHoOpPMaLLMA NO BCEM 3aNMUCAM B 3aBUCUMOCTU OT TUMa
cronbua. Bol MoxKeTe yaanuTb ctonbew, n3 Tabauibl, nepeTalims ero o06paTHO B CMUCOK CTON6LL0B, PACNONOMKEHHbIM
cnpasa.

HoctynHble cTonbubl C 3aNUCAMM O BbIMOJIHEHHbIX 3a4a4ax:

- Jdama u epema — paTta U BpemaA Co34aHnUA 3anmcu.

= JImMA nonb308amesns — UMA yY4eTHOW 3anucu nonb3osaTens Safetica, KotTopas ucnonb3oBanach AN
aAMMHUCTPUPOBAHMSA. MocNe MMEHM YYETHOM 3aMmnCK YKazaHO MMA KOMMbIOTEPA, C KOTOPOTO BbINO/HAMACH
3a4a4a a4MUHUCTPUPOBAHUA (<MMA YYETHOM 3anncn>@<MMsA KOMMNbloTepa>).

= JimA 3a0a4u

" UmA apxusa

= Archive Directory — nanka, B KOTOpPOI byAeT XPaHUTbCA apXUB.

= [lpumeyaHue. ITO Nanka Ha KomnbtoTepe ¢ 6a3ol gaHHbIX Safetica.

= Tun3adayu — TVN BbINONHAEMOM 33Ja4n: pe3epBHOE KONMPOBaHWe, pe3epBHOe KONUPOBaHME C
yAaneHvem, yaaneHue, yaaneHue CHUMKOB 3KpaHa, pe3epBHOe KOMMpPOoBaHMe HaCTPOeK.

= [leTann — noapobHasa MHPopmauma o0 3a4a4e, KoTopasa byaeT oTobparkaTbCA NOC/e HaxKaTus
OAHOMMEHHOW KHOMNKKU [eTanu.
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TaKyKe Bbl MOXKeTe GUAbTPOBATb 3anncK. YTobbl OTKPLITL GUALTP AN BbIGPAHHOTO Bamu cTon6La, HaXKMUTE Ha

¥

KHOMKY PALOM C 3aro/I0BKOM 3TOro cTo/16La. BBegMTe TEKCT B NOABMBLIEMCS AMANOTOBOM OKHe Uau Bbibepute
MYHKT M3 CMMCKa, YTO6bl GMAbTPOBATb CTONGEL, MO 3TOMY NapameTpy. YTobbl 406aBUTb 31EeMEHT K GUAbTPY,

LLE/IKHUTE MO KHOMKe .
CnuncoKk moxeT bbITb o600 AnnHbl. Nocne noaTsepxaeHUa GUAbTPa HaxaTem KHonku OK Tabavua byaet

0T06pa)KaTb TO/IbKO T€ 3annUCU, KOTOPble COOTBETCTBYHOT XOTA 6bl oAHOMY d)VU'Ipry 13 CNUCKa.

Bbl MmoxKeTe y3HaTb 6onblue o HaCTpOVIKaX n VIHTepd)eVICE BM3yanmsauunm B rnase ypHaabl 1 BU3yaansaumsa.

Apxusbl

B pa3gene apxnBoB 0TOBPaAXKalOTCA paHee co34aHHble apxuBbl. 18 NpocMoTpa HeOBXOAMMO NOAK/OUUTL aPXMB K
cepsepy Safetica. Mocne NnogkNtOYEHUA apXMBbI A4EMCTBYIOT KaK obLian 6a3a 3anuceid. B aTom pexkunme Bce onepauun
HaCTPOMKM Ha KOHCO/IM CTAaHOBATCA HeaKTMBHbIMK (Hanpumep, DLP He MOJKeT ycTaHaBAWBaTb NpaBuAa, 3anpewaTb
3aMyCK MPUIOKEHUIA U T. N.)

UmnopTt apxusa

ApxuB, CO34aHHbIN Ha APYrOM CEPBEPE, MOKHO MMMNOPTUPOBATL BPYYHYHO. ITO AENAaeTca YKazaHMeM NyTU K apXmBy
W LeNeBomMy CepBepy, K KOTopomy byaeT NoAK/IIoUEH apXMB. 3aTeM C MOMOLLbIO KHOMKKU Mmiopm apxusa
MMMNOPTUPYITE ero B CNMUCOK.

A QOCHOBHAA NH®POPMALMA

Ynpaenerine Ba3ami AGHHGIX HCMONE3YETCA ANA OBCTYKNEaHUA 623 AaHHbIX, SPXHBUPOBAHNA AZHHSIX W1 PESEPRHOTD Taioke noseonmer W POCHATPHEATb aPHWES! AGHHED,
TIPM BEXHENPOBAHIN U XPAHEHHU AHHBIX i W 3aumTe ot AGCTYN3, KOTOPbIE MOFYT NPUMEHATECR K AHHbIM.

3agaun Apxuebl  OBchyxisaHie

APXMBbI

Cepenc Vinn apwsa Archive Directory Bpema cozganna Cozpano c Mo Craryc Jei

(Her ganren)

WMMOPT APXWBA

Lienesan cnyx6a: =

MpocmoTp apxuBea

Bbl MOXKeTe NOAKAYUTL COOTBETCTBYIOLWMI apXmB (Pe3epBHYO KOMWUIO) K KOHCO/M, HaXaB Ha cCbiNKy [Tpocmomp
codepicumozo. OfHOBPEMEHHO MOXKHO NOAKNOUNTL HECKONbKO apXmnBoB. KaxK bl NPUIOXKEHHbIN apXmB
NosABNAETCA KaK HOBbI KOPHEBOW 3/1IEMEHT B AepeBe nosib3oBaTesen.
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3aKpbITb apXmUB — OTKNIIOUUTD €ro oT cepBepa

OTKNtOYEHME apXMBa MOXKHO BbINO/IHUTL B iepeBe No/b30BaTeNell UK B PeXnMe ynpasieHns 6asoi gaHHbIX.
LLleNKHMTe NpaBo KHOMKOM MbILIKM NO UMEHM UK aapecy cepsepa U BbibepuTe 3aKpbiTb apXmB. TaKKe MOXKHO
OTKPbITb Basa AaHHbIX -> APXMBbI U HaXKaTb Ha CCbIIKY 30KPbIMb apxue oA KOHKPETHOro apxuBa.

Busyanusaums

Busyanusauma cogepkuT Tabamuy ¢ noapobHbIMK 3anNncAMM O TOM, Kak 06pabaTbiBavcb apxmBbl 6a3bl aHHbIX,
KOTopble 6blN CO34aHbI.

Karkaas 3anmcb COAEPKUT HECKOJIbKO TUMOB MHbOPMaLLMK, NpeacTaBAeHHOW B BUAe cTo16L0B. CNMCOK AOCTYNHbIX
CTON6L0B PacnoNoXeH B NpaBoi Yacti Tabaumubl. Ctonbel, oKaxeTca B TabamLe nocae LWeayka 1 nepeTackmMBaHuma
€ro 13 cnvcka B Tabauuy. LLlenkHUTe U nepemecTuTe 3aroN0BOK CT0/161a, YTOObl USMEHUTbL NOPALOK CTONOLOB B
Tabauue. Takum ke 06pa3om Bbl MOXKeETe NepeTackMBaTb 3aro/I0BKM CTo16L0B B 30HY Hag, Tabauuei. Mocne sToro
Hag Tabaunueit otobpasntca cBogHas MHPOpPMaLMA No BCeM 3aNMUCAM B 3aBUCMMOCTM OT TMNa ctonbua. Bol moxeTe
yAanuTb cTonbel, u3 Tabavubl, nepetawms ero o6paTHO B CNMUCOK CTONBL0B, PacnoIOXKEHHbIN CNpaBga.

[ns apx1BHbIX 3anuceit 06 o6paboTke AOCTyNHa cegyowan MHpopmauma:
= flama u 8pems — faTa v BPeMs CO3aHWA 3anucu.

= UWmsA nosv3oseamesnia — WMA Y4YeTHOW 3anmcu nosib3osaTena Safetica, KoTopas wmcnonb3oBanacb ANA
aAMMHUCTPUPOBAHMA. [locie UMeHM YYEeTHOM 3anmncK yKasaHo MMA KOMIMbIOTEPA, C KOTOPOro BbIMOHANACH
334343 a4MUHUCTPUPOBAHUSA (<MMA YYETHOM 3anncK>@<MMsA KOMMbloTepa>).

= [lymb K apxugy — NyTb COXPaHEHMWS apXmBa.
= [lpumey4aHue. 3mo rnanka Ha Kommnetomepe ¢ 6azoli 0aHHbIX Safetica.
= /MsA cepsepa — UMSA IK3eMMNIAPa cepBepa, K KOTOPOMY MOAK/OYEH apXumB.

- ,ﬂeﬁcmeue — onepauuA, BbinoHAEMaA C apPpXMBOM: MPOCMOTP 6asbl AaHHbIX, NOAKNO4YEeHUEe, OTKII0YEeHUe,
3aKpbIiThe apXuBsa.

= Jlemasnu. Ha)kaTne Ha 3Ty KHOMKy oTO6pakaeT noapobHyto MHGopmaLLMio 0 ToM, Kak obpabaTbiBasnca
apxus.

TaKe Bbl MOXKeTe CbVIﬂprOBaTb 3anucu. YT1obsl OTKpPbITb d)VIfIpr Aana Bbl6paHHOF0 Bamu CTO/'I6LI.a, Ha*XMuUTe Ha

KHOMKY ¥ PALOM C 3aro/I0BKOM 3TOro cTo16La. BBeaguTe TEKCT B NOABMBLUEMCA AMaNOrOBOM OKHe UK BbibepuTe
MYHKT M3 CMIMCKa, YTO6bl GUAbTPOBATb CTONGEL, MO 3TOMy NapameTpy. YTobbl 406aBUTb 31E€MEHT K GUNbTPY,

WeNKHUTe No KHOoMKe .

CnmncoK moxeT bbiTb 10601 AnnHbL. Nocne noaTsepxaeHUa GunbTpa HaxaTem KHonku OK Tabaunua byaet
oTobpaxKaTb TONbKO Te 3aNncK, KOTOPble COOTBETCTBYIOT XOTA Bbl 0AHOMY GUALTPY M3 CNIUCKA.

Bbl MOXeTe y3HaTb 60/blle 0 HAaCTPOIKax U nHTepdeiice BU3yanmsaumm B rnase HypHasabl M BU3yannsaums.

O6cnyKuBaHue

B pasgene «0O6cnyRnBaHue» Bbl HaraeTe NogpobHy MHGopMaLMio 06 MCNONb30BAHNUM OCHOBHOM 6a3bl AaHHbIX U
6a3bl JaHHbIX 3aNUCei Ha BCeX IK3eMMNiApax cepBepa, KOTOPbIMU Bbl YNPaB/seTe C KOHCONW.

HaykaB Ha KHOMKY JKCrmopm, Bbl MOXKETe COXPaHUTb CBOAHbIE AaHHble 06 MCNOb30BaHUM 6a3bl AaHHbIX B TabAULY
Excel (.xls). BmecTe c Tabnuuei 6yaet akcnoptMposaH XML-baiin ¢ Takum ke UMeHeM, CoAepsKallnii noapobHyo
nHdopmaumio o 6ase gaHHbIX.
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OTnpaBKa CTaTUCTUKU

C NnomoLLbo KHOMKKM ABMOMamMuYeckas omrnpaska CmamucmuKU Bbl MOXKETE BK/TIOUYUTb OTMPABKY OCHOBHbIX
CTAaTUCTUYECKUX JaHHbIX O Balewn ycTaHoBKe Safetica B Safetica Technologies. Ctatuctuka byaet oTnpaBaAaTbca pas B
HeAesNo U CoAEPIKaTb CaeayoLLyto MHPopMauuio:

= Homep AnueHsum
= Bepcusa U KOZIMYECTBO YCTAaHOB/IEHHbIX KNMeHToB Safetica
= dann XML, cogeprKalmin noapobHyro MHGopmMaL Mo 0 3anoIHEHHOCTY 6a3bl AAHHbIX

3T AaHHble UCNO/Bb3YIOTCA ANA YAydLIeHUs NPoAYKTOB 1 cny»K6 Safetica Technologies u He cogeprkat
KOHOMAEHUMANbHOW MHbOPMaLLUN.

CueHapum o6cnykuBaHuA

B 3TOM pasgene no/ib30BaTe/ib MOXET 3anyCTUTb CLLeHapumn 06Cy)unBaHms 6a3bl AaHHbIX. M3 coobpaxkeHuit
6e30MacHOCTM paspeLleHbl TONbKO CLueHapuu, nognucaHHble Safetica Technologies.

CHayana Hy»KHo BbIGPaTb CLEeHapuii. ITo AenaeTcs Yyepes Auanor Bbi6opa Gpaitnos, KOTOPbIA MOXKHO OTKPbITH

KHOMKOW . Haxxmnte Omnpasums, 4Tobbl 3aNyCcTUTb YKa3aHHbIM cleHapuii. Mocsie BbINOJIHEHUA CLUEHapUA Bam
byneT npessioXKeHo coxpaHuTb Gaia ¢ BbIXOAHbIMU AAaHHBIMM BbIMOJHEHHOTO CKPUMTA.

4.4.4.8. YnpaBneHue a0CTyNnom

3p4ecb Bbl MOXETe ynpaBaATb YYETHbIMM 3aMMCAMKU AR BXOAA B OTAENbHble MOAY/M CepBepa, a TaKkKe npaBamu
[,0CTYNa M HacTporiKamu. YYyeTHas 3anucb NpesocTaBafaeT TaKXKe A4OoCTyn K KoHcoau Safetica. AyteHTUdMKauma Bcex
YYeTHbIX 3anucei OCyLLECTBAAETCA C MOMOLLbIO UMEHWN NO/Ib30BaTeNA U NapOA.

YnpaBneHue y4eTHbIMM 3aNUCAMM NOb30BaTeIel MOXKHO HAlWTU Ha KOHCO/M B MeHto ObcayxusaHue ->
YnpaeneHue docmynom.

Hactpoitku

B peXnme NpocmoTpa HaCTPOEeK C/ieBa HAaXOAMTCA CMIMCOK YUYETHbIX 3anmncein, Co34aHHbIX Ha NOAK/IYEHHOM B
[aHHbIA MOMEHT cepBepe. Ha npaBoit naHeAn oTobparkatoTca Npasa AOCTyNa K OTAENbHbIM GYHKLMAM U HAaCTPOMKK
0N BbIGPaHHOM yYeTHOW 3anucK 1 y3na aepesa.

YyeTHble 3anucu nosnb3oBaTeneu

B aTol YacTn oTobparkaeTca CNMCOK yYeTHbIX 3anuncelt noab3osaTtenel Safetica.
YyeTHble 3anMcu No YMONYaHUIo:
= YyeTHas 3anncb aMUHUCTPATOPA CAYKObI C SKCKAO3MBHbBIM AOCTYNOM KO BCeM GYHKLMAM U HAaCTPOMKaM.
o Wma: safetica

o MNaponb no ymonyaHuto: S@fetic@2004

o Mocne nepsoro Bxoaa B cuctemy Safetica ¢ MCNonb30BaHMEM 3TOM YYETHOW 3anMcK Nob30BaTeNtO
6yaeT NpeasioKeHo USMEHUTb Naposb.

O  JTa y4yeTHadA 3anucb HE MOKET BbITb yAa/ieHa, OTK/OYEeHa UK NepenMmeHoBaHa.
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o [Maponb K Helt MOXKHO U3MEHUTb TONIbKO Nocsie Bxoaa B Safetica ¢ aTol yueTHOM 3aNnCbio B MEHIO
Mpodunb -> U3MEHUTb NAPO/Ib.

= YyeTHas 3anucb C NpeAycTaHOBEHHbIMKW 6a30BbIMM NpaBamu Ha dyHKUmuK Safetica.
O Wma pna exopa: starter
O ITa y4YeTHas 3anncb He MOXKET BbITb YAaseHa, OTK/IOYEHA UAN NePEMMEHOBAHA.
HoBble y4YeTHble 3anncn MoXKHO A06aBUTb, HaXKaB J06aBUTb aKKayHT M BBEAA HOBOE MMSA NOJIb30BATENA U NAPO/Ib.

KHomMKa KnoHnpoBaTb N03BO/IAET CO34aTb HOBYHO YYETHYIO 3aMM1Cb C TAKUMM e HAaCTPOMKAMM, KaK Y UCXOLHOM
Y4YEeTHOM 3anucu.

HaxaB Ha KHOMKy M3MeHUTb pAaoM C y‘-iETHOﬁ 3aNnCbio, Bbl MOXKETe U3SMEHUTb ee UMA M/VI}'IM napo/ib N OTKZIKOYUTDb
y4eTHyt0 3anucb. OTKAIOYEHHbIE YYeTHble 3anncKu Hesb3A MCNOIb30BaTb 414 A0CTyNa K Safetica. OTK/lOYEHHbIE
YYETHbIE 3aMNCK MOXKHO BKIIOYNTb CHOBA. [1ocsie BKAOYEHNA MMA NONb30BaTENA M NAPO0Ib OCTAOTCA NPEKHUMMU.

YyeTHble 3aMncK MOXHO YAAANUTb, HaXkaB Ha KHOMKY YAanuTb PALOM C YYETHOM 3anuchio.

Tunbl yyeTHbIX 3anucei

TUNbl yY4ETHBIX 3anucelt onpeaensatoT GYHKLMU U HACTPOIMKK, K KOTOPbIM Nob30BaTeNb byaeT UMeTb A0CTyn:
= AOMUHUCMPAMOP — VMEET IKCK/IO3MBHbIW JOCTYN KO BCeM GYHKLMAM U HAaCTPOMKaMm.
= MeHedxep — MOXKeT oTobpakaTb 3anncu no Bcem GyHKLMAM, HO HE MOYKET U3SMEHATb HAaCTPOMKMK.

" Hacmpausaemsili — Bbl MOXETe YCTaHOBUTb AOCTYN K PasHbiM GYHKLMAM M HAacTPOMKam B pasaese
HacTpoeK gocTyna.

Hacrtpo#ka gocryna

Bbl MOKETE HAaCTPOUTb CeaytoLMe NpaBa AOCTYNa AJ/1A Ka4oW ydeTHoM 3anvcu. MpaBa A0CTyNa K OTAE/bHbIM
bYHKUMAM ByAyT NPUMEHATLCA TOIbKO K N0/Ib30BaTENAM, FPYNNam Uan KOMMbloTepam, BbIbpaHHbIM B AepeBse.

MpumeyaHue. Hekomopele hyHKUUU He Mo2ym 6bimb HACMPOeHbl 0718 0mOesbHbIX 37emeHmos Oepesd. Ux
Hacmpolku npumeHsomcs Ko eceli cucmeme Safetica.

®  He 3000HO — BCE HAaCTPOMIKM HACNeayloTCA OT POAUTENBCKOTO YPOBHS.

= 3gnpemums 8ce — NPOCMOTP 3annCei U HaCTPOEK UAMN NOIUTUK YCTaHOBKM M OBHOBAEHUA OrpaHUYEH.
= [Jpocmomp HACMPOEK — NPaBO Ha OTOBPaXKEHME TEKYLLMX HACTPOEK OTAEAbHbIX MOAYNEN U GYHKLMIA.
= [Ipocmomp HACMpPOeK — NPABO OTObpaKaTb rpaduKy ANa BbIOBPaHHbIX NONb30BaTENeN.

®  [loaHbIli docmyn — NpaBo Ha OTOOpaKeHWe U N3MEHEHWE HACTPOEK OTAEbHbIX MoAynen U GYHKUNNA.

Kaxayro HacTPOMKY MOXKHO MPUMEHUTb K BbIBPAHHOM YY4ETHOM 3aNUCK U OTAENbHBIM MOAYAAM U GYHKLMAM C
pa3buBKoM, OTPaAXKEHHOM B [TAaBHOM MEHIO:

Mooynu:
= Discovery
= Protection

HemoOdyneHble pyHKYuU:

= ObcnymcusaHue
= [flpyeue Hacmpoliku
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Jltobble U3MeHEHMA B HACTPOMKaX yYETHOM 3anmMcn HeobXoAMMO COXpaHATb. N5 co34aHMA yYeTHOM 3anmcu
pekomMeHAyeTcA cneayolan npoueaypa: yCTaHOBUTb NpeaBapuTeibHOE NOAK/II0YEHWE K CeEPBEPY, a 3aTEM CO34aTb
[O15 Hero Bce Heobxoammble yyeTHble 3anucu. Ha ntoboli gpyroii KoOHCoM Bbl byaeTe NOAKAYATLCA K CEpPBEpY C
NMOMOLLbIO CO34aHHOM YYETHOM 3anncK NoJsib3oBaTesn .

SIEM/Syslog

3pecb Bbl moxeTe fobaBuTb agpec csoero SIEM cepBepa Uan cepeepa CUCTEMHbIX ¥KYPHA/I0B, Ha KOTOpbI ByayT
OTNPaBAATHCA 3aMUCKU O JEeNCTBUAX, BbINOHEHHbIX Nob3oBaTensmu B Safetica Management Console (Hanpumep, B
KaKoW pasgen oHW NOoAyYuIv AOCTYN, KaKMe HAaCTPOMKU U3MeHWUAU 1 Ap.). PyHKLMA AOCTyNHa TonbKo B Safetica
Enterprise.

Busyanusaums

B »kypHane poctyna Safetica xpaHaTca 3anmcy o Tom, Kakoit nonb3osatesb Safetica BbINoAHWA felcTBUE M KOTLAa UK
C KaKMM Nonb3oBaTeNEM B lepeBe No/b30BaTeNeN OHO BbiN0 CBA3AHO.

Kaxkgan 3anucb coaepKUT HECKONIbKO TUMOB MHGOPMaLMK, NpeacTaBaeHHON B dopmaTe cToN6L0B:
= Jlama u 8pemsa — paTa v BpemaA CO34aHNA 3anucu.
= [IK — ums KOMNblOTEPA, C KOTOPOTrOo Nosib3oBaTenb Safetica nogkntounnca kK cepsepy Safetica.
= [lone3o08amens — UMA Nnosnb3oBaTtena Safetica, BbiInonHUBLIEro aencrame.
= [Jlelicmsue — pencteue, BbINoJHEHHOE NoJsib3oBaTenem Safetica.
= @yHKYuA — HasBaHue aKpaHa (PyHKUMM), rae BbINOSHEHO AeicTBUE.

- 06bekm — 1UMsa Nosib3oBaTeN A, rpynnbl U KOMNbOTEPA U3 AepeBa nosib3oBaTenen, ¢ KOTOPbIM CBA3aHO
BbINO/NHEHHOE AeNCcTBUE.

Y3HaTtb 60ble 06 VIHTepd)eVICE BM3yanum3aLmMmM Bbl CMOXKETe B rnase Pexum 8u3yanusayuu.

4.4.4.9. MeHepXep NNLEH3UN

[na BBOAA U NPOBEPKU NULEH3UI UcNoNb3yeTca MeHeasKep NUUeH3uiA. JInueHsum npuobpeTatoTcs ANA KAMEHTa
Safetica M HazHayalOTCA KOHKPETHLIM PAbOYMM CTaHLMAM, HA KOTOPbIX 3aMyLLeH KAUEHT. bes HasHaueHHOW NLEeH3NK
odyHKUMKM Safetica Ha KNMEHTCKUX PabouMX CTAaHLMAX HE aKTUBHbI.

MeHeaxep J1VILI,EH3VII7I pa3mellaeTca Ha KOHCO/I B MEHIKO O6cnyJ+cueaHue -> YnpasneHue nuyeH3uAMU.

JIvueH3nn HasHavaloTcA cepeepy, BbiIbpaHHOMY B AepeBe no/b3osarteneil. YTobbl NPUMEHUTb HAaCTPOMKM, HYXKHO

v X

COXPaHWUTb U3MEHEHMA C MOMOLLI0 KHOMKM
crnpaBa BBEPXY.

. Tak»Ke Bbl MOXKeTe OTMEHUTb U3MEHEHUS KHOMKOM

O6Lwue HaCTPOMUKMU

BBeauTe HOMep AnLLEeH3UMM uaun ID Nonb3oBaTeNs B TEKCTOBOE OKHO WM HaXkmMuTe Bcmasume. AKTUBaLMA KOHEYHbIX
paboumx CTaHUMW C KAMEHTOM OyZeT BbIMONHATbCA aBTOMATMYeCKU. Mocie MOAKNIOYEHUS K cepBepy KAMEHT
3arpy’KaeT IMLLEH3MIO U aKTUBUPYET ee GYHKLUN.

PacluMpeHHble HacTPOMKKU

B aTOoM pasgene npuBoauTca 0630p go6aBAEHHbIX MLEH3UI. M3 coobparkeHnt 6e30nacHOCTM B IML,EH3UN
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0TOBParXKatoTCA TONLKO NePBbIe MNATb CMMBOJIOB. KpOome TOro, ANS KasKA0N NMNLLEH3MM YKa3aHO, CKOJIbKO OHA MOKET
AKTUBMPOBATb KOHEYHbIX PaboUMX CTAHLMIA C KIMEHTOM, a TaK¥Ke CPOK AeACTBUA ULEH3UN.

HaxmuTe CUHXpOHU3UpoB8aMb ¢ cepsepom nuuyeH3uli, 4Tobbl CUHXPOHM3NPOBaTb U OOHOBUTL BBEAEHHbIE BAMMU
[aHHbIE IMLLEH3UK C cepBepOM nLeH3ui Safetica.

B 3TOT CNMCOK Bbl MOXKeTe p,O6aBMTb rpynnbsl U3 gepesa nosib3oBaTenen, ANA KOTOPbIX Bbl XOTUTE U3SMEHUTb NPaBua
Ha3Ha4YeHUA AnLeH3nn. A yKasaHHbIX FPYnn Bbl MOXKETe pa3peLwlmnTb UK OrpaHnUYnTb aBTOMaTHMYecKoe
Ha3Ha4YyeHne ONAa KOMMNbOTEPOB B rpynne Ana KaxXaoro tuna InLeH3nn.

Bbl MOKeTe BBECTW MPaBM/Ia aBTOMATUYECKOro Ha3HaYeHMA IMLLEH3UM, HaXKaB Ha Pedakmuposame npuceoeHue
AUYeH3uu. Bbl moxeTe NnpuopuTe3npoBaTh rpynnbl NoAb30BaTenel Uam 610KMPoOBaTb NPUCBOEHME NNLEH3UN. Eciny
BaC MeHbLUE IMLLEH3UI, Yem pabounx cTaHUMI ¢ KnneHTom Safetica, Bbl moxkeTe yb6eanTbea, YTO IMLLEH3UA
NPUCBOEHa NPUOPUTETHLIM NOL30BATENAM.

Ipynnbl BbIGBUpatoTca 13 aepesa, 0TobpakaemMoro nocsie HaxaTtusa KHonku JJobasumes. BolbpaHHbie rpynmnbl 3aTem
MOKHO YBUAETb B CMIUCKE, FAE Bbl MOXKETE BKAOUYUTb AU OTKAOYUTL Ha3HAYEHWE OTAENbHbIX TUNOB NLEH3UNA AN1A
KoHconu ynpasneHus. MpaBuaa IMLEH3MPOBAHMA NPUMEHAIOTCA B 3aBUCMMOCTU OT UX NOIOXKEHUA B CMIUCKE.

B HUWXHeMm pa3gene npeactaBieH 0630p aKTUBMPOBAHHbIX INMLEH3UI HA KOHEYHbIX TOYKaX. AKTUBMPOBAHHaA

NNUEH3NA HA KOMNbOTEPE C KIMEHTOM 0603HayeHa I'IMKTOFpaMMOVI . Yncno B KOPHEBOM 3N1EMEHTE, KOTOprl‘/‘I
npeacrtaBnAeT cepsep, obo3Havaer o6u.|,ee KO/IN4eCTBO aKTUBUPOBAHHDbIX NNLEH3UN.

UcTteueHune CPOKa ,qeﬁCTBMﬂ NNUEH3UN

Mo ncteyeHUn cpoKa AenCTBMA 1LLEH3UM PyHKUMK Safetica Ha KOHEUYHbIX PabounX CTaHLMAX ByAyT OTK/IOYEHDI.
YT106bl BOCCTAHOBUTL 3TN GYHKLUW, HEOOXOANMMO BBECTU HOMEP HOBOW JINLLEH3UM.

npeBbll.l.IeHMﬂ NMNMUTa JOCTYNHbIX I'IMIJ,eH3Mﬁ ANA KNNEeHTa

Ecnv KonnyecTtBo TepMUHANOB C KIMEHTOM, KOTOPOE MOXKeT 6bITb AdKTUBUPOBAHO C UCNOJIb30BaHNEM BBEAEHHOM
NNUEeH3nn, NPeBbLICUT pa3pelieHHoe 3Ha4YeHne, Ha aKpaHe 0TO6pa3MTCF| npeaynpexaeHue o npesbllWleHUN NMMUTa
dKTUBUPOBAHHDbIX NNUEeH3ui. B atom CNly4dae Bbl AO/TXKHbI I'IpMO6p€CTM INMUEH3UI0, KOTOpPaA yBe/IMYnBaeT KONIMYeCTBO
KOHEeYHbIX pa6oqu CTaHUWUM C KINEHTOM.

4.4.4.10. Kateropum

Safetica cogepXuT rotoBble KaTeropumn Be6-caiTos, NPUAOKEHUI U pacLUMPEHNA. KaTeropumn Mcnob3yroTca B
pasHbIx dyHKUMAx Safetica 4ns yao6cTBa OpMeHTaLMM B 3aNMCaHHbIX AaHHbIX M HACTPOWMKM Pa3HbIX NOANUTMK DLP.

B TabsmLe KaTeropmii MoXKHO 06HOBAATb 6a3y AaHHbIX KAaTEropuii, PeAaKTMPOBATL MMEIOLMECA U CO34aBaTb CBOU
cobCTBEHHbIE KaTeropum NpuoKeHni nnm seb-canTos.

HacTpoiiku Kateropuit 4OCTynHbl B MeHto O6cayxcusaHue -> Kamezopuu.

OnucaHue 3KpaHa

B BepxHel YacTun aKpaHa ecTb KHoMKa OYucmume s10KAAbHbIU K3w. OHa oYMLaeT NOKaNbHbIM K3 ¢ MHPopmauuen o
pacnpegeneHnu NPUAoKeHU M Be6-canToB NO KAaTEropUAM Ha BCeX Pabounx CTaHLMAX, F4e YCTAaHOBAEH KAMEHT. ITO
OeicTBMe YyCKopAeT pacnpocTpaHeHMe HOBbIX AaHHbIX O KaTeropmuax NPUIOXKEHUR n/uan Be6-cainTos, M3MEHEHHbIX
yepes KoHCob. Mbl peKOMeHZyeM UCMONb30BaTb 3Ty OMNUMIO TO/IbKO B UCK/IOUUTENbHbBIX CyYanX.

MpumeyaHue. YoaneHue Kawa kKamezopuli 6ydem 8bInoAHAMbBCA MOAbKO HA MeX KAUEHMAxX, Komopble MooKYeHbl
K cepgepy u yrnpasasomca Yepes 3anyu,eHHy KOHCOb. Bpems 8binoaHeHUs onepayuu 3a8ucum om mozo, Ko2oa
omoesibHble KaAUueHMbl 3a2py3Sm aKmyasbHble HACmpoUKu.
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B LLeHTpanbHOM YacTK 3TOro 3KpaHa NpeACcTaB/eHbl CleayoLme HaCTPOMKM AR KaXA0W KaTeropuu:

= Beb-kKamezopuu — AOCTYMN K YNPaBAEHUIO KaTeropmamm Beb-caiiToB. 34ech Bbl MOXKeTe f06aBAsATL CBOU
KaTeropuu u Beb-caiTbl.

= Kameeopuu rnpunoxeHuli — AOCTYN K YNPABJEHUIO KaTErOPUAMM MPUIOKEHWUN. 30eCb Bbl MOXKeTe
[06aBNATb CBOM KaTEropumn 1 NPUIOXKEHUA.

= Kamezopuu ¢alinoe — fOCTYN K yNPaBAEHMUIO KaTeropmuamm paclumpeHmnii. 3aecb Bbl MoXKeTe 406aBNATb
CBOW KaTeropum v paclimpeHus.

Bbibepute 13 gepesa cepBepoB TOT, HA KOTOPOM Bbl XOTUTE YNPABAATb KaTeropuamu. Bbl moxkeTe oTobpasuntb
KaTeropuu, Haxkas Ha KHOMKy MpocMmoTp 6a3bl AaHHbIX. EC/IM Bbl OTMETUTE HECKO/IbKO 3K3eMMNISPOB B AepeBse, nocne
HaXKaTMa KHOMKM ByayT 0ToBparkaTbCA TO/IbKO Te KaTeropun, KOTopble caenaHbl 06LMMHK 417 BbIBPaHHbIX CEPBEPOB.

B HUKHEN YacTu HaxoauTca TaGnmu,a CO CMNCKOM nocneaHnX KaTeropmnsnpoBaHHbIX Beb6-calToB Un I'IpMI'IO)'KEHVIﬁ B
COOTBETCTBUUN C Bbl6paHHOﬁ BKNagKon. MoXKHoO BPYYHYIO USMEHUTb KaTeEroputo, Ha*XaB Ha KaTeroputo B Kaxkaom
3anucu.

MpumeyaHue. Takxce 8bl MoXeme UCnoabL308ame Kameaopusayuto 8 WebSafetica.

Pacwnaaxa: Hemzsecthbie kateropun ¥

~ OCHOBHAA MHOOPMALINA
C nomoulsio paznena KaTeropuu Bl MoxeTe 0BHOBHTE Ba3y AaHHBLIX KAaTEropuil M OTPEASKTHPOBATL KATETOpuM, p
KATETOPHMA

M 1 Beb-caiftam. Bol Taoke moxeTe 106a3BHTL CBOM COBCTBEHHLIE KATErOPHM M 3aNK(

Bel MOXeTe 0OHOBAATL KaTeropuw B pazaene OBHOBAEHKA ONpeAeneHwA.

OurCcTHTE AOKaNLHBLIA Kew

Kateropuu npunoxennit Beb-xateropun Kateropun gaiinos

Bazel AaHHBIX

~ HEAABHO KNACCHPWULIMPOBAHHDIE MPUIOXEHWA

MepeTawnTe NoA TOT TEKCT CTOABULL NO KOTODEIM BbI XOTUTE CTDVINMPOBATL

¥ Mpunoxesme T Kateropua npunomeHui v [lata v epema

GoTo Opener (GoTo Opener.exe) Hewspectran kareropua 6/25/2018 03:12:58 PM
KyoceraPC (KyoceraPC.exe) HewapectHan kateropwa 6/25/2018 12:48:26 PM
Microsoft OneDrive Config \pp (FileSyncConfig.exe) Hewusgecrian kareropus 6/23/2018 11:03:37 AM

Microsoft OneDrive Setup (OneDriveSetup.exe)

CryxebHan nporpaMma noas3osaTensckoil nHrumanusawan |E (ieduinit.exe)

(LandingPage.exe)

HewsgecrHan karer opuA
HeuasecrHan kateropws
HewspectHan kareropus

6/23/2018 11:03:07 AM
6/22/2018 12:40:43 PM
6/20/2018 05:25:37 PM

Sink to receive asynchronous callbacks for WMI dient application (unsecapp.exe) HewspectHan kareropua 6/20/2018 05:24:37 PM
Event Service (STEventService.exe) HewuasectHan kateropua 6/20/2018 03:11:48 PM

4.4.4.11. AKTUBHOCTb NoNb30BaTenem

B 3TOM pasfese Bbl HaliaeTe 3anmcu 06 aKTUBHOCTU KOHEYHbIX paboumx CTaHLMI, Ha KOTOPbIX YCTaHOBAEHA CUCTEMA
Safetica.

AKTUBHOCTb M0/1b30BaTeIe MOXKET 0TOBPaXKaTbCA Ha KOHCONM B MeHto O6CayxcusaHue -> AKmueHocms
rnosv3osamernedl.

AKTUBHOCTb Nonb3oBaTenei byaet oTobparkaTbCA TONbKO A/1A NOAb30BaTENEN, FPYNM, KOMMNbIOTEPOB UAN CEPBEPOSB,
BbIGPaHHbIX B AepeBe No/ib3oBaTesNei.

ﬂpumewaHue. 3anucu 06 akmusHocMu Ha pa6oweM mMecme omnpaessIAlomcAa Ha cepeep rnpu 8blK/LYeHUU
KOoMMbromepa ros1e3oeamersiA. o amoli rnpu4yuHe oHU Hedocmyng/ Ccpa3sy rnocsqse 3anucu.
MpocmoTp onucaHua

[aHHble, KOTOpble KOTOpble Bbl BUAMTE NpW BU3yanusaunm, 6yayT otobpaxaTbCs TONbKO ANs nosib3osaTesei, MK un
rpynm, Kotopble 6bIAM OTMEYEHbI B AepeBe No/b3oBaTeneil. JKpaH pasgesieH Ha HECKO/IbKO CeKLMIA.

B BepxHel 4acTu 3KpaHa oTobparKkatloTca Anarpammbl. Bbl MoKeTe HaliTU AnarpaMmmsl, 4OCTYMHble ANA TEKYLLEN
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dYHKUMK, B CNIUCKE B NPABOM YacTU aKpaHa. YTobbl 0TOOPa3nNTb UX, HAXKMUTE U NepeTaLLUTe UX B 30HY AMarpamm.
Junarpammbl MOXKHO BEPHYTb 0OPATHO B CMMCOK, HaXKaB Ha KHOMKY B MPaBOM BEPXHEM YTy KaxAo0M aMarpaMmbl.

JocTynHble Anarpammoi:

=  Haubonee HeakmusHbie K. ITa AMarpamma NoKasbiBaeT KOMMNbIOTEPbI (40 WECTH WTYK), KOoTopble
MCMOb3YHOTCA MeHblle Bcero. MopaaoK KOMNbIOTEPOB B AMarpaMme COOTBETCTBYET BPEMEHMU
be3geiicTBuA.

= HaumeHee ucrionb3yemele K. ITa guarpamma NnokasbiBaeT KOMMNbIOTEPDI (40 LWECTH WTYK), KOTopble
MCNO/b3YIOTCA MeHblUe Bcero. MopAaaoK KOMNbIOTEPOB B AMarpaMme oTpakaeT 6e34elicTBMe, BblpaxKeHHoe
B MPOLLeHTaXx.

=  Haubosnee yacmo ucrons3yemole K. ITa AMarpamma NoKasbiBaeT KOMMNbIOTEPbI (40 WECTM WTYK), KOTopble
ncnosb3ytoTcsa bonblie Bcero. Mopaaok KOMNbIOTEPOB B AMarpaMmmMe OTParkaeT aKTUBHOCTb, BbIParKEHHYO B
NpOLEHTax.

= [IK c cameim Hauboabwum spemeHem pabomel. Ha 3TOI AMarpaMmme noKasaHbl KOMMbIOTEPSbI (40 WecTu
LUTYK), KOTOPble BK/OYEHbI U paboTaloT AoNblUe APYTUX.

= Haubosee akmugHsie [1K. ITa anarpamma noKasbiBaeT KOMMbIOTEPbI (40 WeCTH WTYK), KoTopble
LLeMOHCTPUPYIOT CAMYH0 BbICOKYHO aKTUBHOCTb. MMOPALOK KOMMbIOTEPOB B AMarpaMme COOTBETCTBYET
BPEMEHU aKTUBHOCTH.

= [IK c HaumeHbWum 8pemeHem pabomsi. Ha aToi guarpamme nokasaHbl KOMNbIOTEPbI (40 WeCTH WTYK),
KOTOPbIE BKIOUYEHbI U PabOoTaloT pexe Apyrux.

lpumeyaHue. AKmusHoe spemMsa — 8pems, Komopoe os1b308amesib delicmesumesbHO pa6omaﬂ 30 KOMIMbroOMepom.
3mo spemsa onpedeﬂﬂemm HQ ocHoeaHuUu 4Yacmomel H060p0 C Knasuamypel u 08uMCeHUA MblUWU.

B cpefHelt 4acTi OKHa BM3yanusaumm oTobpaxkaerca Tabamua ¢ 3anmMcamm o AencTBusAX Nonb3oBaTenei Ha
KOHEYHOW CTaHLMW. ITW 3aNnCK COAEPIKAT CNEAYIOLLYI0 MHPOPMaLMIO:

= Jlama u epems — faTta U BPEMs CO34aHMA 3amnncu.
= [IK — “msa KoMnbloTepa, Ha KOToOpom bblna co3gaHa 3anuch.
= /MsA nosnv3osamesia — UMA N0OJb30BaTENA, NOA YYETHOW 3aMMCbio KOTOPOro bbina caenaHa 3anuchb.
= [flelicmeue — TWN 3aNM1CbIBAEMOro AeNCTBUA:
o  Komneromep eKsto4eH — 3anyck KOMMbioTepa.
O BobiKaoyeHue KoMbiomepa — BbIKNHOYEHE KOMMbIOTEPA.
o  Bx00 nosnvzosamesna — ayTeHTUGUKaLMA NONb30BATENS.
o Bellimu u3 cucmembl — BbIXOZ, NMONb30BATENA U3 YYETHOM 3anNuUCH.

o 3abnokuposams — BNOKMPOBKA KOMMNbIOTEPA.
Pasbnokuposams — pa3biOKMPOBKA KOMMNbIOTEpa.

o HeakmusHocmb Komnbromepa — NONb30BaTeNb He pa60Tan 3a KOMMNbOTEPOM.

o KoHey npocmos Komrsiomepa — Bpems, B KOTOPOE No/ib30BaTelb BO306HOBMA paboTy 3a
KOMMbIOTEPOM.

o CoH

o [llpobyxdeHue
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= YOaneHHsIl KAUeHmM — UMA KOMNMbloTepa, NOAKNOYEHHOTO K TEPMUHAIbBHOMY CEpPBEpY.

= [IpodonaxicumesnbHOCMb — ANUTENbHOCTb NepMoaa OT Havala Ao 3aBeplleHuns geilcTBus (Hanpumep, ot
3aMycKa 40 BbIKNHOYEHUA KOMMNbIOTepPa, OT BXOA4A 40 BbIX04a N0/b30BaTeNA, OT Hayana 40 3aBeplueHus
nepvoaa HeakKTUBHOCTK, OT BIOKMPOBKM A0 Pa36bI0KMPOBKHM).

BHM3y Bbl HallaeTe 0630p UCNO/Ib30BAHMUA KOMMbIOTEPA. TabnLa COAEPKUT 3anncu ¢ MHGOPMaLMEN O TOM, KaK
MCMOb30BaIMCb KOMMbIOTEPDI C YCTAHOBAEHHbIM KUEHTOM.

= [IK — umsa KOMNblOTEPA, HA KOTOPOM Obl/la CO34aHa 3aMnuch.
= Obuwee spemsa pabomel — cymmapHoe Bpema paboTbl KOMMbOTEPA.
= 0bwaAa HEAKMUBHOCMb — BPEMSA, B TEYEHNE KOTOPOro KOMMbIOTEP He MCNO/b30BasCA.

= KoaghpuyueHm ucnosb3o8aHUs — ucnonb3osaHue MK ana nobbix AelcTBUI, B NpoLLeHTax (nepuoa, Koraa
no/sib3oBaTeNb paboTaeT 3a KOMMbIOTEPOM).

4.4.4.12. Nepeapgpecauyma KINEHTa Ha APYroi cepsep

MHorga no pasHbiM NpuunHam (3ameHa cepsepa, 06HOBNEHUE, USMEHEHME B aPXUTEKTYPE CETU) MOXKET C/Iy4aTbCs
Tak, YTO CylLecTByloWmMi cepep byaet HegocTyneH ans kavexTa Safetica no npexxHemy agpecy. Nepes sHeceHnem
TaKOro M3MeHEeHMs CyLLEeCTBYIOLLMI KAMEHT MOKET BbiTb NepeHanpasaeH Ha APYroi cepsep 1 agpec.

Bbl moXKeTe nomeHATb agpec cepsepa 419 Pa3HbIX KIMEHTOB CeAyoWmm o6pa30M:

1. OTmeTbTe Te KOMMbIOTEPLI B AE€PEBE NO/b30BaTENEN, A1 KOTOPbIX Bbl XOTUTE BBECTM HOBbIN agpec
cepsepa.

1- & DESKTOP-FETOA3G
- £a HewzeecTHeii

- OCHOBHAA WH®OPM{

JoBaeuTs rpynmy !

Yaanute ]
Mepenmenoeats
Bripesats

Konuposanue

NEpEaAPECOELIBATE
NPUHUMATE HEW3BECTHBIN CEpTUdMKAT
Mepesarpysute KoMNsTER

Mepesanyck cnyxbol

BKNHOYNTE BKTHBHOE YynpaeneHue »

2. LUlenKHUTe No HXUM NPaBo KHOMKOM 1 BbibepuTe MMepeadpecossieams. OTKPOETCA AMANI0r0BOE OKHO
nepeagpecaumu.

3. Cnomoupto KHoMKK Jobasume adpec BBeAMTe HOBblE afipeca cepBepoB B CNMCOK. KnneHT Bcerga
NMOAKAOYAETCA K NePBOMY AOCTYMHOMY cepBepy. MonbITKM NoaKAtoYeHUA BYAYT BbINONHATHCA NO NOPALKY
aflpecoB, Ha4YMHaA c MepBOro B CNMCKe U A0 NocieaHero. Beeaute nopT, KOTOPbIV KAWMEHT UCMONb3YET ANA
NOAKNIOYEHMA K cepBepy, MO CMUCKOM agpecoB. Ecan Bbl HE MeHAETE NOPT, OCTAaBbTE NMOPT MO YMONAYAHMUIO.
3TOT NOPT UCMONb3YETCA A/1A BCEX CEPBEPOB B CNUCKE. EC/IM Bbl XOTUTE NOAKNIOUUTLCA K ONpeaeieHHOMY
cepsepy Yepes Apyroi nopT, AobaBbTe ero HENOCPeACTBEHHO NOC/Ee afpeca cepBepa, 0TAeNNB
apoetoumem (Hanpumep, 192.168.200.12:4000). NMoateepanTe AeicTene KHonkon OK.
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Mmenurs nepenanpasaenme %

3AeCh Bbl MOXETE HACTPONTL NEPEHANPABIEHME KNEHTOB Ha Apyrie cepeepa. Bl moxete
BCTaBNTE HECKONBKO 3APECOB, KOTopbIE BydyT WCNO/L30BATLCA ANA NOBTOPHOID
NOAKNHOYEHUA B YKa3aHHOM nopagke. MNepeHanpaenetne - oaHopasosoe AeficTane, n 3107
NapamMETp HE BIMAET Ha NEPEHANPABIEHHEIE KNMEHTEL

JobasuTe agpec
Agpeca: Aapec

192.168.200.2 Yaanurs

192.168.174.25) Yaanute
0K

4. Tlocne noATBEPXAEHUA PALOM C NepeaspecoBaHHbIMM KOMMbIOTEPAMM Ha KOHCO/IN NMOABUTCA KpacHas
cTpesika. Mocsie 06HOBIEHMSA HACTPOEK K/IMEHT NOAK/IYMTCA K HOBOMY 3K3emnaspy cepsepa. Eciu
nepeazpecaums BbINOAHEHA YCNELHO, KPacHaA CTPesIKa PASOM C KOMMbIOTEPOM CTaHeT 3es1ieHol. Mocne
3arpysKun HOBOrO agpeca KANeHT byaeT HefOCTyNeH Yepes opurMHasbHbIi cepsep. ADMUHUCTPUPOBaHME
nepeHanpassieHHbIx SEC BbINOAHAETCA Yepes HOBbIN cepaep.

Bbl MOXKETe OTMEHUTL Nepeagpecaumio 4o TOro, Kak KAMEHT 3arpy3uT HOBble aapeca, LWeIKHYB NpaBoi KHOMKOM Ha
onumm OmmeHumeb nepeaopecayuro.

Mepeaapecauma KNMeHTa NpeacTaBNAETCA B Aepese nonb3oBaTenemn cne,a,yrou.l,mﬁ 06pa30M:

- ! — bblna HaCTpoOeHa nepeagpecauuna.

-
- = — nepeajpecauna Bbino/IHEHa.

4.4.4.13. 3awmMTa OT HEABTOPU30BaAHHDbIX AENUCTBUI ¢ KineHTom Safetica

[TOCKONIbKY KAUEHT Safetica oTBeuaeT 3a CO6I]IO,CI,EHVIE NOIUTUKK BaLLEN OopraHMsaunm Ha KOHeYHbIX CTaHUMNAX, OH
AO0NXKeH 6bITb 3almuieH ot HeCaHKUMOHMPOBAHHOIO BMellaTeN1bCTBa nonb3oBaTenen, KOTOpble CTPpeMATCA,
Hanpumep, O6MaHyTb 6I'IOKVIpOBKy M1 MOHUTOPWHT, OTKAIOUMB KAMEHT. KANMEHT TaK)Ke 3alMLLeH OT BMeLLaTeNbCTBa
nonb3oBaTtena C NnpaBamMmu aAMUHUCTPATOPA.

YpaneHwue, 06HOB/IEHME UY OTK/IOUEHUE KIMEHTCKOMN C/'Iy)K6bI MO>XHO HaAaCTpPOUTb C KOHCO/IN, U1K e BbINO/THUTb
HenocpeAacTBEHHO Ha KOHEYHOM CTaHLMMN C MOMOLLbIO KOMaHA, U napona, CcreHepnpoBaHHOIoO Ha KOHCOAN.

Yto 3awumeHo?
= Peecmp. HeBO3MOKHO M3MEHWUTb 3aMuUcK B peecTpax 0 KIneHTe, B TOmM Yncne IP-a,a,pec cepsepa.

= [Ipoyeccel. 3alMLLEHbl BCE MPOLECChI KAMeHTa. X HEBO3MOXHO OCTaHOBUTb. TaKKe MOMKHO CKPbITb
NpOoLLecChbl B HACTPOMKAX KAMEHTa, YTobbl CMMCOK NPOLLECCOB He oTobpakaaca.

= Cnywba (STCService) — HEBO3MOKHO OTK/IOUUTbL CNyKby STCService gaxke c npaBamu agmMmuUHUCTpaTopa. ®

= YcmaHo804HbIl ¢halin. HEBO3MOXKHO NepeMecTUTb UM NepemmeHoBaTb Gaii/ibl M NANKM B yCTAHOBOYHOM
nanke KAMeHTa.

= @alinel 6a3bl 0aHHbLIX. 9TV daliNbl HENb3s NepeMecTUTb, NepenMmeHoBaTb AN yaanntb. Cogepxmmoe 6a3
[AaHHbIX 3aWwWndpoBaHo.

= fleuHcmannayus. KNMEHT 3aWMLLEH OT AEUHCTaNNALUN.

= Teau. CumBo/bl HaiNoB (Tern) sallmLLeHbl OT Nepe3anucu UaM U3MEHEHUA.
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PaspelweHue Ha yaaneHune, o6HOBAEHUE U OTKIIOUYEHUE K/IMEHTCKOM cny»K6bbl ¢ paboueit
CTaHuun

PaspelweHne ana aTMX 3afay TaKXKe MOXKET ObiTb NPefoCTaBAEHO HAMPAMYH C KOHEYHOM CTaHUMM, HAa KOTOPOM
yCTaHOB/IEH KAueHT. CHayana Bbl AOMKHbl CrEHEPMPOBATL MAPO/b A/ BblOpPAHHbLIX NONAb30BaTE/Iel Ha KOHCOMM
Hacmpoliku knueHma -> Pa3peweHHsle 0elicmesus.

[ns Bcex nonb3oBaTesielt N0 YMOYaHUIO YCTaHABAIMBAETCA CAeAyoLWMii naponb: S@fetic@2004
MOXHO Ha3Ha4UTb Napob B HacTpoikK KnneHTa, Haxas Password ([Tapons). Bac nonpocaT BBECTM HOBbIM Napoib.
BbinosHWTe cregytolime AencTBUA:

1. 3anycTuTe KOMaHAHYIO CTPOKY OT MMEHW aAMUHUCTPATOPA.

2. MepeiauTe B yCTAHOBOUHYIO Manky KaveHTa. CtaHgapTHbli nyTb: C:\Program Files\Safetica\

3. 3aTtem BBegMTE B KOMAHZAHYIO CTPOKY caeaytolime KOMaHabl, B 3aBUCMMOCTU OT Balel 3agaun. Mocne
BBOAaA KOMaHZ BaC NONPOCAT BBECTU NapoO/ib, KOTOprﬁ Bbl CreHEPUPOBA/ZIN HAa KOHCO/IN.

YT106bl paspewnTb OTKAOUYEHMA CYXK6bI (STCService), BbINOAHUTE CAEAYIOLLYIO KOMaHAY:
STCService -allow stop

3Ta KOMaH/a paspellaeT ocTaHaBAMBaTb cyxkby STCService 3anyckom daiina StopClientService.bat nam
BK/ItOYaTh ee 3anyckom daina RestartClientService.bat. 310 HeBo3moKHO caenaTb 6e3 paspelueHua!l

PaspewwnTb yaaneHue knneHta: STCService -allow uninstall
Paspewntb 06HOBNEHME KaneHTa: STCService -allow reinstall
BHUMAHMWE! 3T KomaHAbl HE BbINOJHAKT 33434M, OHU TOJIbKO AAOT PaspeLleHme Ha UX BbIMOIHEHUE.

4. Tlocne 3anycka nepeyncieHHbIX Bbllle KOMaHA, HOBble pa3peLlleHuns 6yp,yT ,Cl,eVICTBOBaTb A0 3anyckKa
KOMaHAbl oTMeHbl: STCService - deny. 3Ta KOMaHAa OTMEHUT BCe paspelleHunsa, NnpeaocTaB/ieHHble BaMU C
NOMOLLLbIO ONMUCAHHbBIX paHee KomaHA,. JTa onepauma He Tp66YET napona.

4.4.5. NMpodunb

B 3TOM pasgene cofepuUTcs OCHOBHan MHGOPMaLLMA O HACTPOIKax BalLel yYeTHOM 3anmcK, C KOTOPOit Bbl
noAK/toYaeTech K cepBepy.

BoliauTe B cBOW Npodunb, Bbibpas KoHconb -> poghuns.

YyeTHble 3anmcK 4as NOAK/IYEHUA K CepBEepY MOXKHO CO34aTb B MeHo KoHcosb -> O6cayxcusaHue -> YnpasaeHue
docmyrnom. Tam e OCyLLEeCTB/ISETCA yNpas/ieHne MK,

UHdopmayua o nonb3oBartene

3aecb oTobparkaeTcAa MMA No/1b30BaTes, Mo KOTOPbIM Bbl MOAK/IOYAETEC K CepBepy. Bbl MOXKeTe USMEHUTb
naposib A5 3TON YYETHOW 3anncK UK BbIATK. Mocne BbIXO4a 13 CUCTEMbI OTKPLIBAETCA AMaN0OrOBOe OKHO 4/1A BX04a
Ha cepsep.

34eCb TaKKe MOXKHO U3MEHUTb A3bIK KOHCO/IN. MCI'IOI'Ib3y171Te MON3YHOK, YTOObI U3SMEHUTD 0T06pa>+<aeN\b|f/'| CI)OpMaT
BPeMeHM Ha pPa3HbIX 3KpaHaX KOHCOAU. Bbl moxkeTte Bbl6paTb OAVH U3 OBYX TUMOB CbOpMaTOB BpemeHu:

- Ha ocHosaHuu 8b/6pGHH020 A3blKA KOHCOU.

= Ha 0CHOBAHUU HACMPOEK cucmemsl, Ha Komopol pabomaem KOHCO/b.
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MoaknioueHue K cepsepy

B 3TOM pasgesnie cofeprKUTCA MHPOPMaLMA O CcepBepe, Ha KOTOPbINM Bbl BXOAMUTE C YY4ETHOM 3aMuchio.

MoaKnioueHue K cepepy

[na nogknoveHna K HoBoMy cepBepy Haxkmute Jobasume cepsep. B AnanoroBom okHe BBeAWTe apec cepsepa 1
NopT ANA NOAKMOYEHUS KOHCOMM (N0 yMOAYaHMIo 3To nNopT 4441) u noateepanTe AaHHbIE.

BHumaHue! Bolimu o0Ho8pemMeHHO HO HECKO/IbKO Cepa8epos 8bl MOXEMme mosbKO 8 MOM Cry4de, ecsu ece
MOOK/OYEHHbIE cepsepbl UMetom 00HU U Me Xe UMsA M0a16308amess U rnaposs.

PepaKkTMpoBaHMe HaCTPOEK cepBepa

Bbl MOXeTe N3MeHUTb OCHOBHbIE HAaCTPOMKM NOAK/IOYEHHOIO CEPBEPA, HAXKaB Ha COOTBETCTBYIOLLYIO KHOMKY Ha
KOHKpEeTHOM cepBepe. 34ecb Bbl CMOXKETe HaCTPOUTb NoAKAtoYeHMe K 6a3e gaHHbIX, UMA SMTP, CMHXPOHM3aLMIo C
AD v ppyrve napameTpsbl, KOTOpble NOAPO6HO onucaHbl B pasgene Hacmpoliku cepsepa.

Cepsep, Ha KOTOprﬁ Bbl 3alU/1N, MOXeET 6bITb yAaneH wen4ykom no Ccbijike Ha OAHHbIN cepsep.

JloKanbHble HAaCTPOKM

B sTOM pasgene Bbl HallgeTe OCHOBHYIO MHPOPMALMIO O KOHCOMW, HaNpMUMep, HAMMeHOBaHKe NponsBoanTens, Beb-
CalT U HOMep BbINycKa.

Bbl MorKeTe BOCNONb30BaTLCA MON3YHKOM, 4yTObbI YKa3aTb, c/ieayeT N 3anyCKaTb KOHCO/1b NocC/1e 3anyCKa CUCTEMDbI.

MonsyHOK Mcnons3osame npokcu-cepsep NO3BONAET YKasaTb, AO/IXKHA 1M KOHCO/1b UCMO/1b30BaTh NPOKCU-CEPBEP
418 obHoBAEeHWIA. MapameTpbl NPOKCU-CepBepa KoMMpyoTca 3 HacTpoek Windows A5 TeKyLLero noab3osartens, ot
MMEHM KOTOPOTO 3anyLeHa KOHCOb.

v

MNoaTBepAUTE USMEHEHUS C MOMOLLbIO

MpumeyaHue. HayuHas ¢ Safetica eepcuu 6 Kax3cObili omyem Mosb308amesns COXPaHAemcsa Ha cepeepe. OHU
docmynnHbI 10/16308aMeESIH0, 8bINOAHUBWEMY 8X00 C NAPOAEM C /10600 KOHCoNU.

4.4.5.1. HactpouKu cepBepa

34ecb Bbl MOKETE yrpaB/iATb 6a30BbIMM HACTPOMKaMM COOTBETCTBYOLLEro cepaepa Safetica. YnpasneHue
MOAK/IIOYEHNEM K CEPBEPY NPOMCXOANT B pasaene koHconu [Mpodunb.

v

Bce nameHeHuA f0MKHbI 6bITb COXpPaHeHbl C NTOMOLbKO KHOMKA B NMPaBOM BEPXHEM YIly 3KpaHa.

Bepcua n ums

34ecb Bbl MOXKETe MPOCMOTPETb HOMEP BEPCUM CEPBEPA UM UMSI CEPBEPA, KOTOPOe 0TobparkaeTcs B Aepese
nosb3oBaTenen.

Hactpouku noaknoueHus K 6ase AaHHbIX

34.ecb Bbl MOXKeTe HacTPOUTb MOAK/OYEHME K LieHTPaNbHbIM Ba3am JaHHbIX cepBepa Safetica n knneHTa Safetica.

MpumeyaHue. Ecau 8bl yKazaau npamoli docmyn K Habopy 6a3 0aHHbIx 0415 KaueHmos Safetica e pazdesne
Hacmpoliku knueHma, cam cepgep U Kaucobili U3 KAUueHmMo8s 001X Hbl umemb docmyn xoms 6bl K 00HOMY adpecy u3
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crnucKka 6a3 0aHHbIX. Ecau nodknoveHue HacmpoeHo Yepes cepsep, 6a3a OaHHbIX 00AXHA 6biIMmb 0OCMYNHA MObKO
c cepsepa.

Harkas Ha KHonKy JJobasume, Bbl MOxKeTe 106aBUTb agpeca cepsepa MS SQL B adpeca cepsepos. Cona BXOAAT
aapeca, no KoTopbiM 6a3bl AaHHbIX Safetica byayT AOCTynHbI ¢ paboyeit cTaHUMK 1 cepBepa. KnneHT u cepsep byayT
NnpoBepATb agpeca OAMH 3a APYrMMm, NOKa He ByaeT ycneLwHo YCTaHOBNEHO coeauHeHMe ¢ 6a30oi AaHHbIX. Bbl
MOMeTe HaxkaTb Y0asi1ums, YTobbl yAannTb afpec U3 cnuckKa.

B cepeguHe pasgena Bbl HaUAEeTe HAaCTPOMKM ANA NOAKAUYEeHNUs K 6a3am gaHHbIx MS SQL.
" UmA nonv3osamesnd — UMs NOAb30BaTE/NA, KOTOPOE UCMOb3YEeTCA A5 A0CTyNa K 6ase AaHHbIX C cepBepa.

MpumeyaHue. MNoavb3osameno cepsepa Microsoft SQL donxiceH Hacmpoumes pexcum aymeHmugukayuu SQL
(SQL Server Authentication) u/usnu cmewarHbil pexcum (Mixed mode ). B akzemnasape Microsoft SQL Server
makyce donxceH 6bimb paspeweH 3mom murn aymeHmugpuKayuu.

- laposb — naponb Noab3oBaTens, KOTOprﬁ ncnonb3yeTca Ana AoCTtyna K 6ase AaHHbIX C cepBepa.

= [lonb3osamersib umeem cambie 8bICOKUE rpusue2uu. Icnoab3ayite Noaocy NpoKpyTKM, YTobbl yKasaTb,
WMEET /I BbllEYNOMAHYTas y4eTHan 3anmcb Camble BbICOKME Npasa focTyna K 6ase faHHbIX (sysadmin).
HekoTopble dpyHKLMHM Safetica Mcnob30BaTh HE/Ib3s, €C/I yUeTHAsA 3aNUCb HE MMEET CaMbIX BbICOKMX Mpas:

o Ta ke y4yeTHas 3anucb, YTO U ANA NOSKNKOYEHMA K cepBepy, 6yp,eT MCNo/1b30BaTbCA ANA NOAKNHOYEHUA
K/IMEHTa K LI,EHTpa/'IbHOﬁ base AadHHbIX 6es Ha60pa CaMbIX BbICOKUX MpaB.

o Kpome Toro, byaeTt HeAOCTYNHO NOAKAOYEHNE apXMBa B yNpaBaeHUM 6a30i faHHbIX.

o Ecnu yyeTHas 3anucb 6asbl JaHHbIX HE UMEET NMPUBU/IETUIA CAMOTO BbICOKOTO YPOBHS, TO HEObX0AMMa
ponb He HUXKe db-creator pnsa Toro, uTobbl Safetica morna cosaasaTb cBov 6a3bl faHHbIX. Ecan yueTHasn
3anucb He UMeeT 3ToW poau, Ha SQL-cepBepe A0MKHbI BbITb CO3AaHbI M HACTPOEHbI MyCTble 6a3bl
AaHHbIX. MMeHa 3Tux 633 AaHHbIX 40/1XKHbl COOTBETCTBOBATb MMeHU 6asbl AaHHbIX, BBEAEHHOMY B
paclIMPEHHbIX HAacTpoMKax (Cm. HUKe [TpeguKkc umeHu 6a3bl OaHHBIX).

Ecnan ncnonb3yetca yyeTHaA 3anmcb C CaMbIMUM BbICOKMMM NPaBamm, B LLeNAxX NOBbIWEeHMA 6esonacHocTK Aana
K/IMEHTA 6y,qu dBTOMaATUYECKN CO3aaHa y4eTHaA 3anncb C OrpaHNYeHHbIM O0CTYNOM K LLEHTpaﬂbHOﬁ base
OaHHbIX.

Bbl MOKeTe NpoBepuTb NPaBUIbHOCTb BBEAEHHbIX AaHHbIX M Y6eauTbCs, YTO cepBep YCnewHo Noaxkaymaca K MS
SQL, HaskaB Tecm coeOuHeHus.

PacwumMpeHHble HaCTPOMKHM

B paclumpeHHbIX HAacTPOMKax NOAKNOUYEHMA K 6ase AaHHbIX Bbl MOMKETE yKasaTb CledyloLlme napamerpbl:

" JIMA 3K3emMnaapa — UMaA ak3emnaspa cepsepa MS SQL. Ecau Bbl He BBeaeTe nms, 6yaeT MCNo1b30BaTbCA
nma MSSQLSERVER.

= [lopm — HOMep NOpTa, Ha KOTOPOM 3anyuieH ak3emnaap MS SQL. MNo ymonyanumio ato nopt 1433. Ecan
nopT He yKasaH, byAeT Ncnoib3oBaTbCsA AMHAMUYECKUI NOPT.

= [Ipepuxkc umeH 6a3bl OaHHbIX — npeduKc ans umeH Bcex 6a3 gaHHbIx Safetica. Hanpumep, npu BBOAE
npedukca st UMeHa 6a3 AaHHbIX ByayT cnefytowmmu: st_main, st_data, st_category. Echn octaButb none
nycTbim, 6ydem ucrnosns3osamecs npegukc safetica.

= [laponb yyuemHoli 3anucu KaueHma — naposib A/1A yH4eTHOM 3anuncu, UCNoib3yemMoin KAMEHTOM A1 40CTyna
K 6a3ze gaHHbIX. EC/IM 418 NOAKNOYEHUA K LEHTpasibHOM 6a3e gaHHbIX CEpBep UCMOJb3yeT yY4eTHYHO 3anuch
Mo/b30BaTe/A C CAMbIMM BbICOKMMM Npasamm (sysadmin), B 6ase gaHHbIX ByaeT aBTOMaTUHYECKM co34aHa
y4yeTHas 3anucb ¢ 6osiee HU3KMMM NpaBamu. KnMeHT ByaeT Mcnoib30BaTb 3Ty YYETHYHO 3annchb 419
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NOAKNOYEHMSA K LLeHTPaIbHOWM 6a3e AaHHbIX. B 3TomM ciyyae Bbl MoXKeTe cOpocuTb Naposib AN 3TOM
y4YeTHOM 3anucu. [ina atoro Haxkmute C6pocums naposns. Mpw cbpoce naponsa 6yaeT aBTOMATUYECKMU
CreHepupoBaH HOBbIN NMaposib, NOCAE Yero oH byaeT oTnpassieH Bcem SEC, noAKAtOYEeHHbIM K cepBepy. SEC
6yayT UCNO/Ib30BATL 3TY HOBYIO YYETHYHO 3aNUCb A5 NOAKIOYEHUA K LLeHTpanbHOM 6a3e aaHHbIx Safetica.

BHumaHue! Hekomopebie anemeHmeol 8 6a3e OaHHbIX HACMPOEK CUHXPOHU3Upyromcs ¢ 6a3oli 0aHHbIx 3anuceli. B
YacmMHoOCMU, 3Mmo OMHOCUMCA K C1e0YOUUM 31eMeHMam:

= [lepeso nonvzosamerneli
= [lonb3osamenu Safetica
= CrnucoK sHewHux ycmpolicms

=  Kamezopuu OQHHbIX

Ecnu sbl ydanume 0600 U3 YyKA3aHHbIX 8blWe 371eMeHMOo8 U3 Hacmpoek 6a3el 0aHHbIX, bydem makice yoaneHa u
coomeemcmayrouwas UHopmMayus u3 6a3si OaHHbIX 3anucel.

lMpumepesi:

= Ecnu 8bl yoasnume rosv3osamers 8 depeae nosb3osameriell, 8ce C8A3AGHHbIE C HUM 3anucu 6ydym yoaseHbl
u3 6a3bl 0aHHbIX 3anuced.

= Ecnu 8bl 3aMmeHUme 8cto basy 0aHHbIX Hacmpoek Hoeoli (nycmoli) 6a3oli 0aHHbIX, 8ce 3anucu 6ydym
yoaneHsl U3 6a3bl OaHHbIX 3anucel.

Mol HacmoamesnbHO peKoMeHOyem co30a8ameb pe3epsHsble Konuu 8 basbl 0aHHbIX neped Kaxcool onepayueli ¢
Hacmpolkamu 6a36l OaHHbIX UAU 3aMUCAMU 6a3bl OOHHBIX.

Active Directory

B aTOM paszene Bbl MOXKeTe KOHPUIYPUPOBaATb JOCTYN K Bawel Active Directory, oT KOTOPOI Bbl MOXKeTe
MMMOPTMPOBATHL Y3/bl, FPYNMNbl 6e30nacHOCTM Uau oTaenbl. Takum 06pa3om, Bbl MOXKeTe paboTaTb C BalLen
CyLLEecTBYyHOLLEN OPraHNM3aLuMOHHON CTPYKTYPOIA.

BeeauTe MMA nosib3oBatesis U naposb Active Directory B COOTBETCTBYIOLLME TEKCTOBbIE NOAA. YTOBbI MMNOPTUPOBATL
yacTu Active Directory B HacTpoeHHbIl cepBep, HaxkmuTe Jobasume. Y Bac eCTb TPU BapMaHTa MMMNopTa:

" Y3en AD — umnopTupyiite BbiGpaHHble y3bl M3 Active Directory Ha HacTpoeHHbIi cepsep. Mocne
NOATBEPKAEHUA AMaora BCe NOb30BaTeIM SOMEHA U KOMMbIOTEPbI C 3TUX Y3108 BYAYT 3arpysKeHbl B
Aepeso nosib3osatesneit Safetica. M nosb3osaTenu, M KOMNbIOTEPLI MOMELLAIOTCA B FPYNMY CUHXPOHU3ALMMK
Active Directory, 13 KOTOPOW Bbl MOXKETe KONUPOoBaTb MX B Apyrue rpynnb.

= [pynna 6e3onacHocmu — ecnuny Bac ecTb rpynnbl 6e3onacHocTv, onpegeneHHble B Active Directory, Bbi
MoOKeTe BblbpaTb, KakMe U3 HUX MMMOPTMPOBaTL B AepeBo nosib3osarteneit Safetica.

=  Omoden — ecnu B Active Directory onpegaesieHbl OTAe/bl, Bbl MOMKETE BblbpaTh, KaKmne 13 HUX
MMMNOPTMPOBaTb B AepeBo nosab3osaTeneit Safetica.

Mcnonb3yite KHOMKY CUHXPOHU3UPOB8aMsb celivac, 4Tobbl NPUHYAUTENIbHO 0BHOBUTL NOJ/Ib30BaTEIei U KOMMbIOTEPbI
B Jlepese Nnosb3oBaTenel AaHHbIMKU 13 Active Directory.

KopHeBoW ceptudpukar

Safetica nHTerpupyeTca c ceTeBbIMM KOMMYHUKALMAMM AN OBHAPYKEHUA NN OFPaHUYEHUA aKTUBHOCTH
nonb3osatenei B ceTu. Mo ymonuaruio Safetica ncnonb3yet cBom cobcTBeHHble cepTUdmKaThbl SSL, KoTopble
obecneuynBatoT 6a30BbIl ypoBeHb 6e30NacHOCTK, UCNoNb3ya 256-6uTHoe WndposaHme AES. Bbl morkeTe
MCNONb30BaTb CBOM COBCTBEHHbIe SSL-cepTudmKaTbl YTOObI elle 60/blie NOBbICUTL 6E30MacHOCTb.
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34ecb Bbl MOXKETe MMMNOPTUPOBATbL CBOM COBCTBEHHbI KOpHEBOW cepTudmKkat SSL. Ecnm ceptnduKat SSL yke
MCMO/Ib3yeTCA, CHAaYala HaxkmuTe Yoaaums v 3atem Mimnopmuposame HosbIl cepmugpukam.

Bonee noapobHaa nHGopmauma o co3gaHnmM cobCTBEHHbIX KOPHEBbIX CEPTUPUKATOB AOCTYMNHa B 6a3e 3HaHWUM.
[JeTanbHoe onncaHue Ncnoib3oBaHMA cepTUGUKATOB MOXKHO HAUTU MO CCbUIKE.

B pasgene Alerts MOXXHO HacTPOUTb NpeaynpeXxaeHns 06 OKOHYAHUKN CPOKa AelcTBUA cepTudUKaTa.

Ucxogawmii (SMTP) cepsep

34ecb Bbl MOXKETe HacTPOWTbL cepBep UcxoaAlei noytsl (cepsep SMTP), KOTOpbIV UCNONb3yeTcA ANA OTNPaBKU
3/IEKTPOHHbIX COOOLLEHUI — OTYETOB M NpeaynpesKaeHUN.

Bbl mOKeTe NnpoBepuUTb NPaBUJIbHOCTb BBEAEHHbIX AHHbIX U KOPPEKTHOCTb NoakatoveHnsa K SMTP-cepsepy, HaxaB
Tecm coeduHeHeHuA. TectoBoe coobuieHne byaeT OTNPaBaEHO C cepBepa Ha YKa3aHHbIM agpec.

Hacrtpoliika npokcu-cepsepa

34eCb Bbl MOXKETE HAaCTPOUTL NMPOKCU-CepBep A/ BbibpaHHOro cepsepa. Cepsep 6yAeT MCNo/b30BaTh NPOKCK-
cepBep A4/15 3arpy3kun 06HOBNEHUIA U3 MHTEPHETA.

MCI'IOI'Ib3yl7ITe NMON3YHOK, yTObbI YKa3aTb, 40/1XKEH /I UCMONb30BaTbCA NMPOKCU-CEPBED.

Mcnonb3yite KHoMKy CKonuposams cucmemHble HacmpoUKu MPoKcuU, YTobbl CKONMPOBATb HACTPOMKM MPOKCK-
cepsepa 13 napameTtpos Windows 4/19 No/ib30BaTess, N0 KOTOPbIM 3aMyLLeHa KOHCO/b.

TaKsKe Bbl MOXeTe BBECTV agpec NPOKCU-CepBepa 1 MOPT BPYUHYHO.

[pyrue HacTpoiikn

B 3TOM pasgene MOXHO HACTPOUTb YpPOBEHb MOAPOGHOCTEN AnA XKypHanos otTaaskm — Owubku, OTnagka u
MoApo6HbIA. TOSIbKO ANA CUCTEMHBIX AAMMHUCTPATOPOB U CIYK6bl TEXHUYECKOM noaaepku Safetica. 3anyck moskeT
CYLLLECTBEHHO MOB/IUATL HAa MPOU3BOANTE/ILHOCTb KOMMbIOTEPA C YCTAHOB/IEHHbIM KIMEHTOM.

4.5. Safetica Discovery

Safetica Discovery obecneyvBaeT 0630p MOTEHUMANbHbIX Npobaem 6e30MacHOCTM M MO3BOJIAET Jyylle MOHATb
npouecchbl. C nomoubto Safetica Discovery Bbl MoXKeTe NPOBOAUTL ayaAMUT KOHdUAEHUMaNbHbIX $alinos, KoTopble
MOTyT NPeACTaBAATb yrpo3y 6esonacHocTu. MHGopmaums, nonydeHHas ot Safetica Discovery, nomosKeT B peannsaumm
NOJMTUK 3aLLMTbI OT yTedeK. Baarogapa ayauty o60pyaoBaHUA Bbl MOMKETE BUAETb, HA KaKune yCTPOMCTBa nepeaatoTca
Bawwm dainbl. Bbl TakKe MOXKeTe BUAETb, KaK MCMOb3YIOTCA MPUHTEPDI U Kakue daiiibl OTNPaBAAIOTCA U CKaYMBatOTCA
yepes ceTb BalLel KOMMNAHWW.

b

N

Bbl MmorKeTe nepekntounTbes Ha Safetica Discovery, KAMKHYB MUKTOrpammy B NTaBHOM MEHIO KOHCOMU.
Mocne HaxKaTMA Ha Kaxkayto M3 QYHKLMIA Bbl YBUAUTE ee BMU3yanusaLuio nam o630p HacTpoek (B 3aBUMCMMOCTU OT
MCNO/Ib3YEeMOT0 PeXnma).
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4.5.1. Hactpoikun pyHKLUUIA

B 3TOM peskrMme NPOCMOTPa Bbl MOXKETE aKTUBMPOBATb OTaAebHble dyHKLMK Safetica Discovery.

Tunbl HacTpoeK

Bbl MOXKeTe Mcnosib3oBaTb NOIOCY NPOKPYTKM, UTOObI YKA3aTb, Kak AOMKHbI paboTaTb GyHKLMM:
= BKatoyeHo — GYHKLMA aKTUBHA.
»  Hacnedosames — GyHKUMA HE HacTpamBaeTcA. HacTpOMKM HacneayoTca OT POAUTENBCKOM rpynnbl.
= OmknoyeHo — GYHKUMA HE aKTUBHaA.

HaCTpOﬁKM 6y,CI,YT NPUMEHATBLCA TO/IbKO K MO/Z1Ib30BaTENAM, KOMMNbIOTEPAM, Frpynnam Nan BeETKam, KOTOpble Bbl
BblAeNNIN B Aepese nosibsosaresieit. YTobbl NMPUMEHUTb 3TN HaCTpOﬁKM, HY>XHO COXPaHUTb N3IMeHEHNA C MOMOLLLbIO

v

KHOMKU . TakKe Bbl MOXeTe OTMEHUTb U3SMEHEHWSI KHOMKOM x B NMPaBOM BEPXHEM YyIy.

34,eCb Bbl MOXKETE HACTPOUTbL CneaytoLime GyHKUUM:

= Yecmpolicmea — GUKCUMPYET NOAKIOYEHME U OTKAoYeHMe nepudepuiiHbix USB-ycTpoincTe XpaHeHus
(dnew-amMcKoB, BHELWHUX AUCKOB U T. 4.) K paboueit cTaHuuu.

- lleyames — MOHUTOPUHT NeYaTn Ha pa6ouel71 CTaHUUMN.

= Cemesoli mpaguk — 3Ta PyHKLMA ncnonblyetcsa Ana GMKcaumm obbema AaHHbIX, OTNPABAEHHbIX UK
NOAYYEHHbIX Ha paboyeit CTaHUWK.

= E-mails — MOHUTOPWHT CBA3M MO 3/1eKTPOHHOM NoyTe Ha pabouyeit cTaHLmMK.

= @alinbl — MOHUTOPUHT paboTbl C hanamm Ha paboyen cTaHLUN.

Mocne BrkAOYEHUA beHKLI,MVI W HaXaTuna KHOMKK [ToKazame [ONONHUTENbHbIE HaCTpOl‘/'IKVI HEKOTOpPbIE
AONONHUTENIbHbIE HaCTpOﬁKM, KOTOpPbIe Bbl MOXeTe YCTaHOBUTDb, 6yp,yT OTO6pa)KaTbCF| B pasgenax lleyame n ®atinel.

PacwimpeHHble HAaCTPOMKKU GYHKLUM NevaTu

Ec/nv Bbl BKAOUMTE 3TY OYHKLUMIO, Neyatb ByaeT perncTpupoBaThea A1a BCEX NPUNONKEHUI (BKAOYan HEU3BECTHbIE,
KOTOpble He MHTEerpMpoBaHbl). ITW 3anucy ByayT nepedyncieHbl B pasgene HeusgecmHoe npusaoxeHue B »ypHanax
ayauTa. Bbl moxKeTe BbIGpaTb, KakuWe MNPUAOKEHUS MHTerpuposaHbl (M KoHTpoaupytotca Safetica) B pasgene
ObcnyrusaHue -> Hacmpoliku uHmezpayuu -> Pexcum uHmezpayuu. Mo ymonyaHuio Safetica uHterpmupyetca TonbKo
B M3BECTHbIE U MPOBEPEHHbIE NPUIOKEHUA, YTOBbI N36eKaTb NPobaem C NPOU3BOAUTENIbHOCTHIO M COBMECTUMOCTbIO.

PacwupeHHble HAacTpoiikn pyHKUuK dpannos

3Ta PyHKUMA OTCNeKMBaeT cobbiTUA, KOTOpbie MOryT MPUBECTU K TOMY, 4TO daiibl NOKMHYT KOMMNbIOTEP U CeTb
KoMnaHuu (Hanpumep, Beb-3arpyska, onepauum c dainamm Ha BHELIHUX YCTPOMCTBAX WM JIOKANbHbIX NyTAX,
nepegava no FTP u ap.). B pacwmpeHHbIX HAacTPOMKax, HaxKaB Ha KHoMRy Jobasums pacwupeHue, Bbl MOXKeTe
BKNIIOUUTb BeLleHWe KypHasa onepaumin Ana onpefeneHHbIX paclumpeHuii ¢alinos. Bbl moxeTe BblOGpaTh uenyro
KaTeropmio pacliMpeHunii, HaxaB NUKTOrPamMMy C Tpems Toukamu. OfHAKO 3TO MOXKET MOBAMATb Ha pasmep 6asbl
[JaHHbIX }KYPHaN0B 1 yA06CTBO MCNOAb30BaHMA/YNTAEMOCTb KYPHANIOB ayamTa. Bbl MOXKeTe KOHTPO/IMPOBaTbL pasmep
6a3bl AaHHbIX B pasgene ObcaymusaHue -> YrpasaeHue 6a3oli 0aHHbIx -> O6cayncusaHue.
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KoHduaeHumanbHblie gaHHble B Safetica Discovery

Ecnun Bbl npnobpenu Safetica Discovery, Bbl yBuauTe cneumanbHyto Bepcmto HacTpoek dyHKUMI, KOTOpas 3ameHseT
GYHKUMOHANbHOCTb, AOCTYMHYO B CTaplimx npoayKtax. Ecam y Bac nuueHsusa Safetica Protection wam Safetica
Enterprise, Bbl MOXeTe HaWTU MHPOPMALMIO O KOHPUAEHLMANBbHBIX AAaHHbIX B pa3aenax KoHgpudeHyuansHbie OaHHbIe
n Monumuku DLP.

I'E A" X

DASHBOARD  ALERTS REPORTS

=] Lo 3

WEBSAFETICA MAINTENANCE  PROFILE

L rorecTion SUPPORT

A BASIC INFORMATION

Here you can enable or disable Safetica monitoring features, Don't forget to select proper user or group from the tree

A traffic i for certain applications on Windows 7 systems.

GLOBAL SETTINGS

& HR

@42 Mansgement
i 42 Marketing

o o Sales

Outgoing
data

USER SETTINGS

e Encbled

Devices
= R .

Pont

& — b
HNetwork

waffic
E-mails

Files

Y106bI CO34aTb KAaTErOPUIO KOHOUAEHUMANBbHBIX AAHHbIX:

1. MNepeiiaute B Discovery -> Hacmpoliku pyHKUuUL VN HaxkmuTe KHOMKY KoHgudeHyuanbHble 0aHHble. OHa
NMO3BOJ/INT YKA3aTb, KaKMe JaHHble Ballel KOMMAHUKU CYNTAIOTCA KOHOUAEHUMANBHBIMU, U ONPeaenTb
daiinbl, KOTOpble UX coaep KaT. Bbl MoXKeTe onpeaenvTb KtoYeBble CI0BA, YKa3aTb BCTPOEHHbIE C/10Bapy,
3apaHee onpeaesieHHble anropuUTMbl U PEryIAPHbIE BbipaxeHWs B Gpalinax Ballei KoMnaHuu.

2. Haxkmute Hosas KameeopuAa OQHHbIX U BBEOAUNTE UMA U ONUCaHNE KaTeropun.

3. Haxkmute Hosoe npasuso demekmuposaHUA v BbiIbepute U3 npeaBapuTesibHO onpesesieHHbIX afopuTMOoB
M cnosapei, f,06aBbTe KACTOMHbIE PEryNsfpHbIe BbipaXKeHUA UAK cnoBapu. YTobbl y3HaTb 6osblie 06 3Tux
byHKLMAX, NepelianTe B pasaen KoHpudeHyuanbHelli KOHMeHmM (NapameTp YcmaHosume u 3anycmume
3a0a4y 0bHapyMeHUs OOCTYNeH ToNbKO B NpoAyKTax Safetica Protection u Safetica Enterprise).

4. Haxmute OK v 3aTem [0mo8o B NPaBOM HUMKHEM YIy SKpaHa.

4.5.2. YcTpoucrsa

dyHKUMA Yecmpolicmea npeoctaBaseT MHOOPMALMIO O BHELIHUX YCTPOMCTBAX, TakMxX Kak USB ¢aalwKn, mobunbHble
TenedoHbl, NpuHTepbl M Ap. Bbl MoxeTe BUAETb Takyl WHPoOpmaLMio, Kak |D ycTpoMcTBa, MCMoOsb3yemble
NPUNONKEHUSA, TUN MHTepdelica AN NPOU3BOAUTEND.

Hactpoitku

Ha BKknaagke Discovery -> HacmpoliKu ¢pyHKyuUl Bbl MOXKETe BK/IHOUUTb UM BbIKAKOUYNTb 3TY QYHKLMIO.

Busyanusauyuma
B pexxnme BU3yanmsaummn npeacraBsieHbl cnegyowme gmarpammol:

= Ton nonv3zosameneli — Anarpamma otobparkaeT nonb3osaTeneld, KoTopble 6osblue Bcex paboTatoT co
BHELHWMM YCTPOMCTBAaMM (AMarpamma oTobparkaeT L0 CEMU CaMblX aKTUBHbIX NOJIb30BaTeNeNn).
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" Haubonee uyacmo ucriosibdyemelie muribel ycmpoﬁcms — [Aunarpamma 0To6pa)+<aeT Hanbonee uyacTo
ncnosib3yemblie TUNbl BHEWHUX yCTpOVICTB.

= Ton Oelicmesuli — anarpamma oTobpaskaeT Haubosiee 4acTo BbINOIHAEMbIE AEeMCTBUSA C YCTPOMCTBAMM.
Kaykzan 3anuncb CO4EPKUT caeaytoLlyto MHGopmMaLumio:

= Jlama u epems — [aTa v Bpems COo34aHuA 3anncu.

= [IK — ¥mAa KoMMNbloTepa, Ha KOTOPOM bBblna caenaHa 3anuch

" VIMA nonv3oeamess — UMA NONb30BATENA, NOA YYETHOM 3aMUCbio KOTOPOTO Bbla cAaenaHa 3anuch.

*  OnucaHue — nNoapobHoe onMcaHWe yCTpoiicTBa.

= [flelicmeue — NOKa3bIBaET, MOAK/OUYEHO UM OTKIHOUYEHO YCTPOMCTBO.

®  /luckogod — Kakas byKBa AMCKa bblaa NPUCBOEHA 3TOMY YCTPOWCTBY.

= UleHmugpukayua ycmpolicmea — HOMep, WAEHTUPUUMPYIOWMUIA  YCTPOMCTBO: <uMAeHTUdMKaTOp
NPOU3BOAUTENA>-<UAEHTUDUKATOP CEPUN NPOAYKTOB>-<CEPUMNHDBIA HOMEpP>.

= BeHOOp — VMAEHTUOUKATOP NOCTaBLLMKA.

= Tun ycmpolicmea

= Tun uHmepdgetica — Tmn nHtepdelica: USB, Bluetooth, FireWire, IrDA, LPT, COM.
= [IpunoxceHue — Ha KAaKOM MPUIOKEHUN BbINOJHANACL 3a434a.

Y3Hatb 60sblie 06 nHTEpdEeiice BU3yanmnsaLmm Bbl CMOXKETE B pasgene Pexcum susyaausayuu

4.5.3. Neyatb

dYHKUMA NpeaocTaBaseT noapobHbIi 0630p NPUHTEPOB KOMMNAHUK U pacrnedYaTaHHbIX JOKYMEHTOB. Bbl MoxeTe
BMAETb BCE pacrneyaTaHHble AOKYMEHTbI, YAC/I0 CTPaHWL, MMeHa NPUHTEPOB 1 TUMbI NedYaTy (LBeTHas Uan YepHo-
6enasn).

Hactpoiku

Ha Bknagke Discovery -> Hacmpolku dpyHKUUU Bbl MOXKETE BKIOUUTD MU BbIKIOUUTD 3Ty GYHKLMIO.

Busyanusauus
B pexxnme BU3yanmsaummn npeacraBsieHbl cnegyowme amarpammol:

= Ton neyamaroujux nosav3osameseli — Nonb3oBaTeNn, Haubosee akTUBHO MCMNOb3YOWMX GYHKLMIO NeYaTu.
[o 7 nonb3oBatenei (oTobparkaerca He bosiee 7 nosib3oBaTenen).

= Haubosnee ucnosne3yemble npuHmMepsbl — YCTPOUCTBA, Haubonee akTMBHO NCMob3ytowme GYHKLMIO NevaTu.
[o 7 yctpolicTe (oTobpaskaeTtcs He bonee 7 ycTPOMUCTB).

= Ton ne4yamarowux npuaoxeHuli — npunoxKeHus, Hanbonee 4acTo ncnosiblyemble ans nevatun. o 7
npunoxeHuii (otobparkaetca He 6onee 7 NPUNOKEHUIA).

= Tunel npuHMepPos — KONMYECTBO OTNeYaTKoB B pa3buBKe No TMNam NpUHTEPOB. PasnnyatoTea cnepytowme
TUMbI NPUHTEPOB: HeussecmHolli mun npuHmepa, /IokansHele npuHMepsl, BupmyansHsele npuHmepel
(Hanpumep, PDF Creator, XPS Writer n ap.), Cemessie npuHmepesl, lepeadpecosaHHbie NpuHMepsl.
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BpemeHHaa WKaaa MoOHUMOPad nevamu — KOJAMYECTBO OTNEeYaTKOB 3a pasHble Nepuoabl BPEMEHM.

Karkaas 3anmcb coaepsRut creaytolyo MHGopmaLmio:

Jlama u spema — paTa v BpemaA permctTpalmm 3anucu.

[TK — vma KomnbloTepa, Ha KOTOPOM bBblna caenaHa 3anuchb.

Vima nonv3zosamena — UMA oa6308amess, nood y4yemsol 3anucbto Komopozo bbiana coenaHa 3anucs.
MpunoxeHue — Ha3BaHWe NPUIOKEHWUA, U3 KOTOPOTO BbINOIHANACH NEYaTb.

Ymsa ycmpolicmea — MMA UCNONb30BAHHOTO NPUHTEpPA.

Tun npuHmMepa — pPasNnMYaloTCA cneayoLme TUNbl NPUHTEPOB: HeussecmHsili mun npuHmepa, /IokasneHele
npuHmepsl, BupmyansHele npuHmepsl (Hanpumep, PDF Creator, XPS Writer u ap.), Cemesoie npuHmepsi,
lMepeadpecosaHHbIe npuHMepeol.

Nmsa dokymeHma

Pazmep bymazu

Lleem neyvamu

/Z18ycmOpOHHAA Ne4ames — PeXMM OLHOBPEMEHHOW NnevyaT Ha ob6enx CTopoHax AncTa.

Obuwee Konuyecmeo cmpaHuy

Y3HaTtb 60nblie 06 MHTepd)eVICG BU3Yyanm3aLmMm Bbl CMOXKETE B rnase Pexcum su3dyaausayuu.

4.5.4. CeteBoi TpadumK

(DyHKLI,VIﬂ npeanocrasadeT MHed)opmau,mo O 3arpy3ke y CKa4yMBaHMM Ha KOHEYHbIX TOYKaX U CTaTUCTUCTUYECKHE

AaHHble 06 ncnonbHoBaHMK ceTu. UHPopmaLma crpynnmpoBaHa No NPUAOKEHUAM U KaTEFOPUAM NPUIOKEHUN.

MpumeyaHue. [laHHbIe, cobpaHHbIe hyHKyueli Cemesoli mpaguk, Mmo2ym 6bimb HEMOYHbIMU 019 HEKOMOPbIX

npunoxceHuli 8 cucmemax Windows 7.

Hactpoiku

Ha Bknagke Discovery -> HacmpoUKku @yHKUUU Bbl MOXKETE BKAHOUUTL UAN BbIKIOUYUTb 3Ty GYHKLUMIO.

Busyanusaums

B pexxnme Bu3yannsaummn npeacraBsieHbl cnegyowme amarpammol:

Ton ckayuearouux nonsbiosamerseli — NoOAb30BaTeNN, Ha KOTOPbIX MPUXOAUTCA MaKCMMalbHbIN 06bem
NoJly4YeHHbIX AaHHbIX (40 7 nonb3oBaTenen).

Ton 3a2py30K 8 UHMepHem o oaAb308aMeaaM — NOMb30BaTe/NIM, Ha KOTOPbIX MPUXOAUTCA MAaKCUMa bHbIN
06BbemM OTNpPaBAEHHbIX AaHHbIX (40 7 No/ib3oBaTeNein).

Ton 3a2py30K o NpuaOHEeHUAM — NPUNONKEHUA, HA KOTOPble NPUXoanTCA MaKCMMa/ibHbI 06bem
NONYyYEeHHbIX AAaHHbIX.

Ton 3a2py30K 8 cemb M0 NPUOHEHUAM — NPUNOKEHMSA, Ha KOTOPbIE MPUXOAMTCA MaKCUMasbHbI1 06bem
OTNPaB/IEHHbIX AAHHBbIX.

Camvle ronynsapHele 3a2py3Ku Mo KAMe20PUAM MPUAOXeHUl — KaTeropum NPUAOKEHUN, Ha KOTopble
NPUXOAUTCA MAaKCUMA/IbHbIA 06beM NONYYEHHbIX AaHHbIX.

Ton 3a2py30K 8 cemb 10 MPUAOHEHUAM — KAaTEFOPUU MPUNONKEHWNI, HA KOTOPbIE NPUXOANTCA
MaKCUMa/bHbIM 06BbEM OTMPaBAEHHbIX AaHHbIX.
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= [paghuk cemeso2o mMpaghuKka — CBOAHYIO CTAaTUCTUKY MO OTNPABAEHHbBIM U NOJIYYEHHbIM AAHHbIM.
Kaxgan 3anucb cCoaepKMT HECKONBbKO TUMOB MHbOPMALLMK, NpeacTaBieHHON B dopmaTe cToN6LO0B:

= [IK — umAa KomnbtoTepa, Ha KOTopom Bbina co3gaHa 3anuch.

= JIMA nonb3o0eamess — UMA NONb30BaTeNA, NOA YH4EeTHOM 3anncbio KOToporo bblia caenaHa 3anuch.

= C — Bpems Hayana 3anucu.

= [lo — Bpema KOHLA 3anucu.

= [lonyyeHo/OmnpassneHo — ecnu AaHHble NOAYYaNnUCh UK OTNPABASINCS.

= [IpunoxceHue — C KaKoro NpPUAOKEHUA NoaYyHaanCh UAK OTNPABAAINCL AaHHbIE.

= Kameeopusa npunoxceHus

" 06bem OaHHbIX — 06BEM MONYYEHHbIX UM OTMPAB/IEHHbIX AAHHbIX B TEYEHWE NEPUOAA 3aMUCK.

BHM3y Bbl HalngeTe 0630p UCMOb30BaHUA KOMMblOTEPA. TabanLa COAEPMHMUT 3aMncK ¢ MHGOPMaLMen 0 TOM, Kak
MCNO/Ib30BaINCb KOMMbIOTEPbI C YCTAHOBEHHbIM K/IMEHTOM.

Y3HaTtb 60nbLie 06 MHTepd)eVICG BU3yanm3aLMm Bbl CMOXKETE B rnaBe Pexcum su3yanausayuu.

4.5.5. E-mails

(DyHKU,l/IFl npeaocrasndaeTt VIHd)OleaLI,MIO 06 nexoaAawmnx nncbmMa C BJIOXKEHUAMU, OTNPaBAAEMbIMU Yepe3 NOYTOBbIE
K/IMEHTbI U Exchange Online. q)yHKLI,VIH HE NPOBEPAET 3/IEKTPOHHYIO MOYTY. Bbl moXeTe BnaeTb NPUKpenIeHHbIE
d)aVIﬂbl, TEeMbl, JOMEHbI OTNPaBUTeNA U gpyrue aetTanu. MNonesHo Y3HaTb, HE NepecbiNNakoTCA /I AOKYMEHTbI
KOMMNaHWM Ha NnYHble aApeca NI KOHKYpeHTaM.

Ons ayanta noytsbl BbibepuTe Discovery -> E-mails.

Hactpoiku

Ha Bknagke Discovery -> Hacmpolku dpyHKUUU Bbl MOXKETE BKIOUYUTD MU BbIKIOUUTD 3Ty GYHKLMIO.

Busyanusaums
B pexnme BnUlyannsaumnm npencrassieHbl caeayrowme gnarpammel:

- OmnpaeﬂeHo/nonyquo nucem c 8/10 XeHUAMU — KONMUYeCTBO OTNPaB/IEHHbIX U MONYYEHHbIX 3/1EKTPOHHbIX
nncem C BNOXeHNAMMU 3a nepmnoa BpemeHun.

= Ton nonyyameneli - adpeca 3n1eKmpoHHOU no4Ymsel — AONA aAPECOB, NONYHaOLMX MaKCMMabHOE
KOJ/IMYECTBO 3/1EKTPOHHbIX NUCEM.

- Ton nonyqameﬂeﬁ - domeHbl — A0NA JOMEHOB, NONy4aloWMX MaKCMMa/ZibHOE KONNYECTBO 3/IEKTPOHHbIX
nncem.

Kaykzan 3anncb cooepkuT caeayoLlyto MHGopmaLumio:
= Jlama u 8pems — 0ama u epems co30aHUA 3anucu.
= [IK — umsa KomMnsromepa, Ha Komopom 6blaa cOenaHa 3anuce.

- Om — agpec 3I'IEKTp0HHOﬁ noyTbl oTnpasuTena. Ecnv agpec otnpasmTena yCTaHOBUTbL He yaaeTca, 3To none
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OCTaeTCA NyCTbiM.

- lMonyyamens — agpec 3HEKTp0HHOl>‘I noyTbl Nnony4vatena. Ecnm agpec nonyyarena ycTaHOBUTb He yaaeTcs,
3TO NOJie OCTaeTCA NyCTbiM.

= Tema — Tema 3adMKCMPOBAHHOTO NUCbMa.

= @alinbl — umeHa GannoB g 0OGHAPYKEHHbIX BAIOXKEHUA.

= Omnpasumersns — [JoMeH — AOMEH aZpeca 3/IEKTPOHHOM NOoYTbl OTNpaBUTeNA.
= [lonyyamens — [JomeH — LOMEH afpeca 3/IeKTPOHHON MOYTbl MoayYaTens.

= [IpunoxeHue — Ha3BaHWe KJAMEHTA SNEKTPOHHOM NoYTbl.

= Pa3mep — pasmep coobLLEeHUs.

Y3HaTtb 60nbLie 06 MHTepd)eVICG BU3Yyanm3aLMm Bbl CMOXKETE B rnaBe Pexcum su3yaausayuu.

4.5.6. Pannbl

dTa dyHKLUMA N03BOAET GUKCMPOBATb MHGOPMaLMIO O GaliIoBbIX OMepaLuaX, TaKUX Kak Be6-3arpyska, CkaumMBaHue,
KonupoBaHue/nepemelleHe/nepemMmeHoBaHve/cosgaHne/yaaneHvme/otkpoiTne, nepegady no FTP uam
mecceHaxepbl. MoXeT 6bITb MONE3HO BUAETb, YTO Gaitsibl KONMpytoTca Ha USB GAawKu, 3arpyskatoTcs Ha
$altI00bMEHHNKMN MAN COOBLLEHNA SNEKTPOHHOM NOYTbI.

Bbl MOXKeTe TaKKe BKIOYNTL BeAEHMNE KypHaAa onepauuna gna onpeaeneHHbix paCLLIMpEHVIﬁ d)aﬁnos.

MpumeyaHue. OmcaexcusaHue ¢alinos, 302pyHeHHbIX U3 UHMepHemad, noddepxusaemcs mosbKo 014 bpayzepos
Mozilla Firefox, Internet Explorer u Google Chrome. ®alinel, nonyyeHHole Yepe3 Opyaue bpayzepsi, 6yoym
3apeaucmpuposaHsl KaK HO8ble c030aHHble alinebl.

Bbl morKeTe HalTu 3Ty dyHKUMI0 B Discovery -> Files.

Hactpoiku

Ha Bknagke Discovery -> HacmpoUku ¢hyHKUUU Bbl MOXKETE BKIOYUTD MU BbIKIOUUTD 3TY GYHKLMIO.

Busyanusauus

B pexxnme Bu3yanmsaumm npeacraBieHbl cnegyowme amarpammol:

= Haubosee akmusHble nosab308amesau — CNUCOK MOb30BaTeNel, KOTOPble aKTUBHEe APYrnxX paboTatoT ¢
dannamum (oo 7 nonb3osaTtenen).

= Haubosnee akmueHble MpusnoxeHUa — CIUCOK NPUNONKEHWUI, KOTOPbIe Yallle APYrMX MPUMEHATCA ANA
paboTbl c darinamu.

= BpemeHHaA wkKana ¢alinosbix onepayuli — CNUCOK CaMbIX PAcNpPOCTPaHEeHHbIX GannoBbIX onepauunii.

- Ton onepauuﬁ — KO/IN4eCTBO BbIMOJ/ITHEHHDbIX OI'IepaLI,MI7I M nx 40N oT 06u.|,ero 4yucna.

Kaxaaa 3anncb coaepKUT HECKO/IbKO TUNOB I/IHC])OpMaLI,VIM, I'Ipe,Cl,CTaBJ'IeHHOﬁ B d)opmaTe CTOI'I6LI,OBZ

= (C — HavanbHan f4ara, TO ecTb AaTa NepBoi CO34aHHOM 3anncK. ITO 3HaYeHre 3aBUCUT OT NapameTpa
06cnyxusanue -> Hacmpoliku KaueHma -> HacmpolKu ypoeHs a2pe2ayuu ¥ypHasos.

= [lo — KOHeYHan AaTa, To ecTb AaTa NocnefHel co3AaHHOM 3anucy ITo 3aBUCUT OT NapameTpa
O6cnymusaHue - > Hacmpoliku KaueHma -> Hacmpoliku ypoeHs azpe2ayuu ¥ypHanos.
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= [IK — umsa Komrnetomepa, Ha Komopom bbina coeanaHa 3anuce.

" YmA nonv3osamesnsa — UMSA NOAb30BATENA, NOL YYETHOM 3aMMUCbio KOTOPOTO BbIMO/IHAMACH ONepaLums.
= [IpunoxceHue — Ha3BaHME NPUNOKEHUA, KOTOPOE BbIMOHANO dalinoByHO onepaLmio.

" JIcmOYHUK — VMsA U pacnosioXKeHune daina, K KoTopomy npumeHsnach dhaiiosan onepauus.

= Mecmo Ha3Ha4YeHUA — afpec MeCTOMO/IOKEHMA, B KOTOPOE KOMUPYIOTCA UAKN NepemMelLatoTea Gdainbl.
= Tun UCMOYHUKQ — Pa3NINYaloTcA cnegytowme TUnbl:

JIoKanbHbIN NyTb

USB-HocuTenb

CeTteBoli NyTb

FTP

CD/DVD

I'Ipotme BHELWHNE HOCUTENN

o O O O O O O

YpaneHHas nepegava (nepesaya ¢ainos ¢ MCNOAb30BaHMEM CYXKObl yaaneHHoro paboyero ctona
Microsoft unn TeamViewer)

O6nauHbIN AMCK (NoKabHaA Nanka, NoAK/YeHHas K 061auHoOMy xpaHuauwy). Moaaepkusatotca

O

cneayolLme NocTaBLMKKM 0b1avHbIxX Anckos: Google Drive, OneDrive, Dropbox, Box sync.
NHTepHeT

E-mail

Webmail

MrHOBeHHbII 06MeH coobLEeHNAMM (MecceHaKepbl)

daliNnoo0bMeHHUKM

o O O O O O

MobunbHble ycTponcTBa

= Tun Ha3HAYeHUs — PA3ANYALOTCA CAeAytoLLMe TUMbI:
JIoKanbHbIM NyTb

USB-HocuTens

CeTeBol NyTb

FTP

CD/DVD

I'Ipotme BHELWHNEe HoCcuTenun

o O O O O O O

YaaneHHana nepegava (nepesava ¢arinos ¢ Ucnonb3oBaHMeMm cnyxbbl yaaneHHoro paboyero ctona
Microsoft unn TeamViewer)

O6nayHbIN ANCK (NOKaNbHAA NanKa, NOAKAOYEHHAA K 061a4HOMY XpaHuauLLy). NoaaepkusatoTcs
cneayrolLme NocTaBLMKKM 061auHbIX AnckoB: Google Drive, OneDrive, Dropbox, Box sync.

O

NHTepHeT

E-mail

Webmail

MrHoBeHHbII 06MeH coobLeHUAMM (MecceHaKepbl)

daliNnoobMeHHUKM

o O O O O O

MobubHble ycTponcTBa

= QOnepayua — T1N BbinosHAeMOM dainnoBon onepaumn: Omepoimue, KonuposaHue, YoaneHue,
MepemeweHue, Co30aHue, 3aepy3Ka uz uHmepHema, lepedaya no FTP, lNepeumeHosaHue, Beb-3azpy3Ka,
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Omnpaska 8 mecceHoxepe, E-mail.

=" UcxodHoe ycmpolicmeo — uma n naeHtndukatop SID. LLLesKHYB NO UMEHM YCTPOICTBA, Bbl MOAYyYUTE
noApobHyo MHGOpPMaLMIO O HEM. 34eCb MOXKHO YKa3aTb, K KAKMM 30HaM AOJIXKHO NPUHAA/IENKATb 3TO
YCTPOMCTBO. [11A 3TOr0 Ha*KMUTE KHOMNKY Pe0aKkmuposame 30HY N OTMETbTE HYXKHble 30HbI.

= Ycmpolicmeo HazHavyeHus — umsa n naeHtudukatop SID. LLLeNKHYB NO MMEHM YCTPOWMCTBA, Bbl MOAyYUTE
noApobHyto nHbOPMaLMo 0 HEM. 34eCb MOMKHO YKa3aTb, K KAKMM 30HaM [LOJIKHO NPUHAAJIENKATb 3TO
YCTPOWCTBO. [1/15 3TOr0 HaXXMUTE KHOMKY PedaKmMuposams 30Hy ¥ OTMETbTE HY}KHbl€ 30Hbl.

= dPain — uma daiina. Ecam Bbl co3gaeTe rpynny, ynopagoveHve nam GuabTp Ha OCHOBE 3TOro cTonbua, ums
darina nssnekaerca us crtonbua McmoyHuk. Ecnm ceegeHna 06 MCTOUYHMKE OTCYTCTBYHOT, UMA darina
n3BsiekaeTcsa u3 ctonbua Adpec Ha3HAYeHUs.

= Pasmep ¢atina

=" PgcwupeHue — pacwmnpeHune dainna. Ecam Bbl cozgaete rpynny, ynopsgodeHne uam GuabTp Ha oCHoBe
aToro ctonbua, pacwmpeHue daiina nssnekaetca us ctonbua McmoyHuk. Ecnm ceegeHmsa 06 UCTOUYHMKe
OTCYTCTBYIOT, paclumpeHue daina nsBnekaetca U3 ctonbua Mecmo Ha3Ha4YeHuUs.

= KoHGhudeHyuanbHbIl KOHMeHm — coaepXuT nn dan KoHdUaeHUManbHbIe AaHHbIE.

Y3HaTb 60bLe 06 VIHTep(beVICe BU3yanu3aLmMm Bbl CMOXETE B rnaBe Pexcum 8u3yanusauyuu.

4.6. Safetica Protection

Pasgen Protection goctyneH TonbKo B npoayKTtax Safetica Protection u Safetica Enterprise. 3gecb Bbl moxkeTe
3alUTUTL KOHPUAEHLMANbHBIE [AaHHbIE KOMMAHUM OT HeZOoMyCTUMOro WMCNOJ/Ib30BaHWsA, 4YTOObl MNpPesoBpPaTUTb
¢durHaHcoBble NoTepu M yuepb ana penytaumn. B couetaHum ¢ Safetica Discovery, Safetica Protection nHpopmupyet
BaC M 3alLMLLAET OT BPeLOHOCHOM aKTUBHOCTM, KOTOPAA MOMKET NPUBECTU K yTEYKe AaHHbIX.

EcTb HeckonbKo cnocobos HacTpouTb DLP 3awmuTy B pasaene Protection:

=  Ha ocHogaHuu codepxcaHus (KoHgudeHyuanbHbie 0aHHbIE) — OCHOBHOM W CaMblii MPOCTON MEeToA,
Mcnosib3yeT rNyboKniA aHaNn3 COAEPKMMOro AaHHbIX. ITO Hala pekomeHayeman dopma 3aLmTbl DLP.
KoHduaeHumnanbHble gaHHble MAEHTUOULMPYIOTCA Ha OCHOBE KOHTEHTA C UCMO/Ib30BaHMEM CI0Bapeid,
aNrOPUTMOB, K/IHOUYEBbIX C/IOB UM PErYAAPHbIX BbIPaXKEHU. JaHHble HUKaK He MoMeYatoTcs.

= OmcaexusaHue OaHHbIX CMOPOHHUMU rpusaoxceHuamu (Cyuecmeayrouias Kaaccugpukayus(memadaHHble))
— ellle 0AMH BapuaHT 3aLmTbl DLP 0CHOBaHHbIN Ha CYLLLECTBYHOLLMX METKaX MeTaAaHHbIX, BbINOIHEHHbIX,
Hanpumep, APYrMm NpUNoKeHMem KnaccubuKaummn. ITOT NOAX0A MOKET BbITb MCNONb30BaH A8 3aLWMUTbI
[JaHHbIX, KOTopble y>Ke 6bl1n KnaccuduLMpPOoBaHHbI CTOPOHHUMU MPUIOKEHMAMM (Hanpumep, Kak
BHYTPEHHWE, KoHOUAeHUMaNbHbIE U T. 4.).

=  Ha ocHose kKoHMeKkcma (KoHmeKkcmHsle npasuna) — 3awmTa DLP Ha ocHOBe KOHTeKcTa paboTbl ¢ AaHHbIMM.
9TO 03HAYaeT, YTO ZlaHHble 3aLLMLLEHbI B 3aBUCMMOCTM OT TOrO, KTO paboTaeT ¢ AaHHbIMU, T4e OHU
XPaHATCA, r4e AaHHble NepemeLLatoTca, B KaKUX NPUAOKEHUAX U T.4. KoHuaeHLManbHble aHHble
3almueHbl meTKow Safetica. 3TOT MeTo4 MOXKET MCMO/Ib30BATLCA A/1A 3aWMUTbI AAHHbIX, KOTOPbIe HE MOTYT
6bITb KNAacCMOULMPOBaHbI NO COAEPKAHMIO. ITO C/I0XKHEE peann3oBaTb U NoaaepXKuBate. Metos TpebyeT
6osee rnyboKkmx 3HaHWU o Safetica, a TakKe AeTasbHOrO aHa/M3a U COOTBECTBMA KOPNOPATUBbLIM
nporeccam no pabote ¢ AaHHbIMM.

=  Ha ocHose ceolicme ¢halinos (Ceolicmea ¢palina) — KaTeropun AaHHbIX CBOMWCTB GpaliioB NO3BOASAIOT
3almwaTh GaliNnbl Ha OCHOBE UX CBOMCTB, TaKMX KaK pacllMpeHne, He3aBUCUMO OT COAEPKAHUA UK
KnaccuourKaumm. Heanpumep, Bbl MOXKeTe 3alLUTUTL BCe ucxoasawme darinbl .pdf uam .cad. 31 kateropum
MOFYT PacLUMPATb CyLLecTBytoLme NoAnTUKM DLP ana 3awmTel Gpaiiios, KOTOpble Heb3A CKAHUPOBATb Ha
npeamet KnaccuduKaumm Unm KoHOUAEHUMANbHBIX AaHHbIX (Hanpumep, 3aWndpoBaHHbIX Gpaiiios).
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4.6.1. XXypHanbi DLP

*ypHanbl DLP comep:kat 3anucu o6 onepaumsax ¢ AaHHbIMU UAN NPUNOKEHUAMM, HA KOTOPbIE pacnpocTpaHaTCA
nonntukm DLP.

ypHanbl DLP HaxogAaTca no cheaytowemy nytm Protection -> MypHasei DLP.

[ocTynHbl cnepytowme rpadpukm:
= Ton none3osameseli — NOKa3blBaeT NO/b30BaTeNEN, KOTOPbIE Ho/blue Bcero paboTatoT ¢ banamu.
= Ton delicmeuli — nokasbiBaeT Hanbonee yacTble AEMCTBUA, BbINONHAEMbIE C palinamu.
= Ton onepayuli — NoKa3blBaeT Hanbonee YacTble onepaunn ¢ daninamm.

= Haubosee akmugHble MpuaoxeHuUs — NOKa3blBAaeT NPUIOKEHUS, Hanboiee 4acTo UCMOb3yeMble ANS
paboTbi c pannamu.

= BpemeHHaA WKana ¢alinoseix onepayuli — NOKa3blBaeT BPEMEHHYO WKany $aioBbix onepauuii.
Kagan 3anucb CoAep KUT HECKONIbKO TUMOB MHbOPMaLMK, NPeaCTaBAeHHON CTONbLaMM:

= C — Bpems, Korga Hayanacb 3amnuchb.

= [lo — Bpems, KOr4a 3anucb 3aBepLuniach.

= [IK — Ha3BaHue [K, Ha KoTopom bBblsia caenaHa 3anuchb.

= JmA none3o8amessa — UMA NOMb30BaTENA, NOA KOTOPbIM Oblia BbiNosHeHa daiioBas onepaums.

= [lpunoxceHue — UMs NPUNONKEHUSA, KOTOPOE BbINOHMAO0 GaNNoBYIO OMNepaLmio.

= JMIcmoYyHUK — UMA 1 NyTb K daliNy, y4acTByOLLEMY B OMNepaLmu.

= Mecmo Ha3HaYeHUA — NyTb K NYHKTY Ha3HAYeHMA NPU KOMMPOBAHUM AU NEPEMELLEHNN.

= Tun UCMOYHUKAG — ABASRETCA N UCXOLHbIV NYTb K GaitNy 10KaNbHbIM, BHELUHUM WU CETEBbIM.

= Mecmo Ha3HaYeHUsA — ABNAETCA N LeneBol NyTb K Gainy NOKaNbHbIM, BHELUHUM UM CETEBBIM.

= UcxoOHoe ycmpolicmeo — vma ycTpolictea u SID. Mocne HaxaTuA Ha Ha3BaHWe byaeT oTobparkeHa
noppobHas nHbopmaLms 06 ycTpoicTee. 34ech Bbl MOXKETE YKa3aTb, K KAKMM 30HaM [LO/IXKHO
NPUHALNEKaTb YCTPOWCTBO. Bbl MOXKeTe cAenaTh 3TO, HaXKaB KHOMKY M3meHuUms 30Hy v fobasus B
COOTBETCTBYHOLLME 30HbI.

= [lenesoe ycmpolicmeo — ums ycTpoiictea 1 SID. Mocne HaxKaTuA Ha Ha3BaHMe ByaeT oTobpareHa
noapobHaa MHGopmaumsa o6 ycTpoicTee. 34ech Bbl MOXKETE yKasaTb, K KAKMM 30HaM LO/IKHO
NPUHALNEKATb YCTPOWCTBO. Bbl MOMKETE CAeaTh 3TO, HaXKaB KHOMKY M3meHums 30Hy v no6asus B
COOTBETCTBYHOLLME 30HbI.

= Qalin — vima dalina. Ecnm Bbl co3gaeTe rpynny, ynopagoumsaeTte Uan GuabTpyeTe ¢ MOMOLLbIO 3TOro
cTonbua, ums dparina byaet B3aTo U3 cTonbua McmoyHUK. ECam NCTOYHMK NycT, uma daiina byaeT B3aTo us
cronbua HasHaveHue.

=  Onepayus — TUN BbINOAHAEMOWN onepaumn ¢ dannom: oTkpbine daiina, KonmposaHue dalina,
nepemelleHue dainna, yaaneHune daina, neyatb, CHUMOK 3KpaHa, bydep obmeHa, 3anuck Ha guck, E-mail,
3anuchb, YTeHue, cosgaHue darina.

= [lelicmeue — 6blna N1 onepauma paspelweHa nnum sabnokmposaHa Safetica.
=  Kamezopus 0aHHbIX — K KaKOM KaTeropmumn gaHHbIX oTHocUTCA daiin.

= MoOdyau — nma moayna, KOTopbl co3aan 3anuck: KypHaael DLP, 3awuma oucka unu KoHmpons
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ycmpolicme.
= [flemanu
= Pasmep ¢palina
= KoHgpuduyuanoHele aHHble — Bblna v onepauma BbINOAHEHA € KOHOUAEHUMANBHBIMU AAHHBIMU.
= be3onacHas 30Ha

= [lonumuKa

Y3HaTb 60nblie 06 MHTepd)eVICG BU3yanm3aLmm Bbl CMOXKETE B raBe Pexcum su3dyanusauuu.

4.6.2. Npaswuna DLP

Safetica ncnonb3yet npasuna DLP gns 3alumTbl AaHHbIX HA KOHEYHbIX TOYKAX U KOHTPOIS NOBeAEeHUA
NPUNOXKEHUN.

Bonee noapobHaa nHdopmauus o npasmnax DLP goctynHa B 6a3e 3HaHUM.

Kak co3partb HoBoe npasuao DLP
OTKpoiiTe KoHconb -> DLP -> [pasuna DLP

Haxxmute KHOMKY Hosas noaumuka.

1. KoHdwurypauus

BeBeamTe MMA M onucaHue NoAMTUKK B KOHdUrypauun, BbibepuTe ee Tnn (0Obwias, Kameaopus daHHblx, Kamezopus
npuaoOHeHus).

[Na NOAUTUK KaTeropumin NpuaoKeHuii BbiIbepuTe KaTeropuio NPUIoNKeHUsa, NPUMEHUMYIO K AaHHO NONTHKe,
Ha)KaB KHOMKY Bbibpams Kameaopuro.

[na NOAUTUK AaHHbIX BbIBEpUTE KaTeropmnu AaHHbIX, MPUMEHUMbIE K AaHHOM NOMTUKE, HaxaB KHoMKy Jobasumeb
Kameaoputo. Bbl MOKeTe BK/IOYMTb 060e YMCN0 KaTeropuin AaHHbIX B KaTeropmm KoHpudeHyuanbHble OaHHbIE 1
Cywecmsyrow,as kaaccugpuxkayus (MetTagaHHbIe) No CBoeMy YCMOTPEHMI0. Mpu 3TOM Bbl MOKETE BK/OUUTb TOIbKO
OHY KaTeropuio AaHHbIX Tuna KoHmekcm.

DLP policies > Create/edit security policy

1. Policy configuration 2. Policy rules 3. Apply policy
Py mame: Policy with multiple data categories

Policy description

Polcy type: o

Category Categery type Add a data category to your DLP policy. Avadable policy rules will be affected. Leaen
£8P export Context rules (expert)  Bemove e
Credit caed numbens  Semttrve content Femove

Data category

= Buisting classification (metadata)
Defauh_ExntingClass_Data_Categoey
MK _test_ded
Sensitive content
Cista kreditnich karet

Default Setive Data coteqory
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MpumeuaHue. Moaumuku, 06veOUHAUUE HECKO/IbKO MUNos Kameaopuli OaHHbIX, MomMeYeHbl KaK Heckos1bKo
Kameeopuli 0aHHbIX 8 criucke noaumuk DLP. Ecau ebi 8bibepume maKyo noaumuky, mo yauoume onpeoeneHHblie
Kamezaopuu OaHHbIX, KOMOpPble OHA BK/O4Yaem, crpasa 8 pazdese CeedeHus o noaumuke -> Kameaopuu.

2. Mpasuna
BbibepuTe perum n HacTpoliTe npasuaa NoanTuKM DLP.
Bonee noapobHaa nHdopmaumnsa o pyHKLUMK TeHesasa Konus fOCTynHa B 6ase 3HAHWUN.

Y1066l NPOCMOTPETL AOCTYMHbIE NPaBuaa NoanTukK DLP, HaxkmuTe Hacmpoume. NpoBepeHHble npasuaa byayt
NMOMELLLEHbI B CMTMCOK, U Bbl CMOYKETE UX YCTAaHOBUTb. Bbl TaKKe MOXKeTe UCNONb30BaTb LWABIOHbI NONTUK ANA
€034aHuA HoBoM noanTuKK DLP. LLlabnoHbl npeactaBaaoT coboi 3apaHee co3gaHHble rpynnbl npasun. Kaxaas
NOAINTUKA CO3ZaeT HOBbIV LWAb0H, KOTOPbIV Bbl CMOXKETE MCMNO/Ib30BATb NO3XKE NP CO34aHUM APYrux NoanTuk DLP.

3. MpumeHeHMe NONUTUKU

HaxmeTe Jobasume nosne3oeameneli. B pepese nosb3osaTesnei BbibepuTe N0Ab30BATENN UAM FPYRNY, ANA KOTOPOM
Bbl XOTUTE NPUMEHUTb JAHHYIO NoAnTUKy DLP.

4.6.3. Kateropuu gaHHbIX

3[eCb MOXKHO CO34aBaTb HEOrPaHUYEHHOE KOIMYECTBO KaTeropuit AaHHbIX. KaTeropumn AaHHbIX MCNOAb3YOTCA AN
pasgeneHua ¢annoB Ha pasHble rpynmnbl B 3aBUCMMOCTM OT TOTO, KTO, FAe U Kak MOXKeT paboTaTtb ¢ dpalinamm.
Bnocneacteumn AN KaXK40M KaTeropmm AaHHbIX MOXKHO CO34aBaTb pasHble NoAUTUKKM DLP.

CyuiecTByeT YeTbipe TUMa KaTeropum AaHHbIX:

*  KoHgudeHyuasnbHble OaHHble — faHHble MAEHTUOULMPYIOTCA HA OCHOBE KOHTEHTA C UCMO/b30BaHWEM
CNOBapei, aNroPUTMOB, KNKOYEBLIX C/I0B UMW PErYNAPHbIX BbIPAKEHU.

= Cywecmeyowas Kaaccugukayua — npeasapuTesibHO KnaccuduumpoBaHHble aHHbIe,
NAEHTUOULMPOBAHHBIE C UCMO/Ib30BAHMEM TEMOB, METaAaHHbIX UM METOK (GaiiioB APyroro Tuna.

" KoHmeKkcmHeble npasusa — AaHHblE, KOTOPble He/1b3A Kl]aCCMd)MLI,MpOBaTb no cogepXaHuto. Tp96YET
3KCNEePTHbIX 3HaAHUN n AO0MNONHUTENIbHOIO O6CJ'IY)KVIBaHVIﬂ.

= [lapamempel palisoe — daiinbl 3aLMLLEHBI HA OCHOBE MX NapaMeTpoB (Hanpumep, paclunpPeHmuit).
Moaxoaut ans $Galinos, KOTOpble HENMb3A CKAHMPOBATL Ha NpPeaMET Knaccudukauum uam
KOHOMAEHLMANbHOIO KOHTEHTA (Hanpumep, 3aWndpoBaHHbIX Gaiinos).

KaTeropuu gaHHbIX 4OCTyMNHbI NO NyTW Protection -> Kamezopuu 0aHHbIX

Co3paHue HOBOM KaTeropum AaHHbIX

B neBoit yacTv pasgena NnokasaH CNMCOK KaTeropuii gaHHbix. Mocne Bbibopa KaTeropun B CNMcKe ee Ha3BaHue
onucaHue, a TakKe 40MNo/IHUTe/IbHbIe NapaMeTpbl YpaBAeHUs KaTeropvei byayT oTobpaskaTbea crnpasa.

Ecnn Bbl XOTUTE CO34aTb HOBYIO KaTErOPUIO AaHHbIX, HAXKMUTe Hoeas kKameaopus 0aHHbIX. BBeguTe nms n onucaHune
KaTeropuu AaHHbIX U Bbibepute ee Tun (KoHpuouyuansHeie daHHbIe, Cywecmayrowas KAaccuguKkayus,
KoHmeKkcmHeble npasusaa) u npyu HEOHXOAMMOCTU U3MEHUTE AOMONHUTENbHbIE MAapPaMeTpbl.
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[ononHutenbHble napameTpbl

[na KaTteropuit gaHHbIx Cywjecmayrowas Kaaccuguxkayusa v KoHmexkcmHsle npasuaa paclivpeHHble HaCTPOMKK
No3BO/IAOT HACTPOUTL NoBeaeHne bydepa obmeHa:

= YmepeHHsili — bydep obMeHa orpaHMYEH, TONIbKO €C/IM OH UCMOJIb3yeTca ANa nepenaym noTeHunanbHo
OMNacHOro KOHTeHTa.

= Cmpoeuli — bydpep obmeHa Bcerga 6yaeTt orpaHnUYeH B COOTBETCTBUM C NoanTUKamum DLP.

MpumeuaHue. Cmpoeuli pexcum 015 bygepa obMmeHa Mmoxcem rnpueecmu K HEOHUOAHHOMY
pacnpocmpaHeHuto Kameaopuli 0aHHbIX U oepaHu4yeHul. [TodpobHee — 8 6aze 3HaHUU.

[N KOHTEKCTHbIX MPaBW/ Bbl TAaK}Ke MOXETE KNaccMbuLMpoBaTh AaHHbIE C MCMO/Ib30BaHMEM MOCTOSHHbIX
MeTaZaHHbIX. bosiee nogpobHaa MHPopmMauma foCTynHa B 6ase 3HaHUN.

[NA KOHTEKCTHbIX NPaBu, eC/IN Y Bac BKJIHOYEHbl MOCTOAHHbIE MeTaZlaHHble, Bbl TAKXe MOXeTe UCM0J1b30BaTb
KaTeropuro B K}'IaCCMd)VIKaLI,VIM Ha OCHOBE nosb3oBaTenei. Y3HaTb 60/bliue — B 6a3e 3HaHWUM.

New data category

Data categorized by: S Context rules (expert)

Data without classification which cannot be specified by content. Requires
expert knowledge and high maintenance!

MName: Namel

Description: Description

A ADVANCED

Clipboard behavior: B8 NModerate

Classify using persistent metadata:  Ee———1 Yec
Uze in user-based data classification:  Mie——] e

Advanced data category settings are described in the Safetica knowledge

base,
=N

Haxkmute OK, yTo6bl £,06aBUTb KAaTEropuio B CMMCOK, MOKA3aHHbIM cneBa. CoXpaHUTE U3MEHEHUS C MOMOLLbIO

KHOMKMK . TaKXKe Bbl MOXKeTe OTMEHUTb U3MEHEHUA KHOMKOW X B MPaBOM BEPXHEM Yyriy.
BbibepuTe BHOBb CO34aHHYH KaTeropuio 1 HacTpoiTe Npeanoaaraemoe noseseHve AN TUMNA KaTeropum cnpasa:
= KoHgpuduyuanbHele OaHHbIe
= Cywecmeyrouwas Kaaccugpuxkayus
= KoHmeKcmHsle npasuna

= [lapamempsi ¢palinos

Pe,anTVIpOBaHMe KaTeropmuun gaHHbIX

Bbl MOKeTe pefaKkTMpoBaTb MMA U ONMCAHME CYLLECTBYHOLLEN KaTeropum AaHHbIX, HaXKaB KHOMKY M3MeHUM®,
PAcnoNIOKEHHYIO PAAOM C KaXKA0M KaTeropmen AaHHbIX B CNMUCKe.
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YpaneHne KOHTEKCTHbIX METOK

MpaBuna yganeHma MeToK No3BONAIOT YAANATb METKU U3 GaiIoB, KOTOPbIM 3TU METKMU Bbl/IN MPUCBOEHbI CTy4ait HO
(Hanpumep, 13-3a OLWIMBOK B HacTpolike npaBu). CobntoaiTe KpaHIOK OCTOPOXKHOCTb MPU UCMOb30BAHUMN ITUX
npasun, 4Tobbl He yAaUTb METKU U3 Tex GaiioB, KOTopble AOKHbI X UMETb. ITU NpaBuaa NPUMEHSAOTCA
He3aBMCMMO OT BbIOPaHHOM KaTeropuu.

HaxaB Ha KHOMKy YOaneHue KoHmMeKkcmHol MemKu, Bbl OTKpoeTe mactep yganeHma. CosgaHme npasmaa yganeHma
METOK MNPOM3BOAMTCA TaK XKe, KaK 1 Co34aHMe nNpaBuaa pacnonoxeHmna B KOHmMeKcmHbix npasuaax.

EAMHCTBEHHOE OT/IMYKME COCTOUT B TOM, YTO 3TO npasuao yaanAeT MeTKn nx tex d)al)‘IﬂOB, KOTOpble COOTBETCTBYHOT €ro
ycnosuam. TaKkKe Ha BTOPOM LWlare macrtepa Bbl MOXeTe Bbl6paTb, cneayeT i yaoanAatb BC€ METKU NN TOJIbKO Te,
KOTOpble YKa3aHbl B COOTBETCTBYHOLWLEM CNUCKE.

4.6.3.1. KoHpuaeHyManbHble gaHHble

Mcnonb3ys npasuaa novcka coaepmmoro $Gaiiios, Bbl MosKeTe nomedaTtb daiisibl, cogepsKalme
KOoHOMAEHLMaNbHbIE AaHHbIE. Bbl MoKeTe BbI6paTh OAMH M3 HECKOJIbKMX NPeayCTaHOBAEHHbIX WabaoHoB A5
noucKa KOHGUAEHUMANBHOIO COAEPKMMOT0 NN ONPeAENNTb CBOM COBCTBEHHDIN Wab/IoH, UCNOb3yA KloueBble
C/I0Ba U peryaapHble BblparkeHus.

Mpasuna ob6HapyxkeHun

Bbl MOXKeTe co34aTb HECKO/IbKO NPaBua Ans 0bHapyKeHUa KoHOMAEHLMANbHOrO KOHTeHTa. Kaxaoe npasusio byaert
MPUMEHATHLCA TOLKO NPU CO60AEHUN BCEX YCI0BUI NpaBuaa. KoHpuaeHUumManbHble AaHHble ByayT 06HapYKeHbl,
€Cc/in NpuMeHsaeTcsa XoTs 6bl 04HO NPaBMIO0 06HAPYKEHUA B CMIMCKE NPaBuI.

YcTraHOBKa npasun

MuHMmanbHoe Yncno COBﬂaAEHMVI

BBeauTe UMCNO0, COOTBETCTBYIOLLEE NOPOry 06HApYKeHUsA. Ec/in B daiine coaep uTca MeHblie KOHOUAEHLMabHbIX
[OaHHbIX, YeM yKasaHo, daiin byaeT NPOMrHOPMPOBaH M He ByAeT OTMEUaTbCA Kak KOHGUAEHUMANbHbIN.

Mcnonb3yAa npasmaa NoUCKa KOHTEHTa ¢aﬁﬂOB, Bbl MOXeTe OTMe4daTb d)al‘/‘lllbl, coaepxaline KOHd)MAEHumaﬂbele
LaHHble. Bbl moXkeTe Bbl6paTb OAWNH N3 HECKOJIbKUX NpeayCTaHOBNEHHbIX wabnoHoB AnAa Nnonucka
KOHd)M,CI,EHLI,MaﬂbHOFO KOHTEHTa nan onpeaenntb COBCTBEHHbIN LIJ36/'IOH, MCcnosb3yAa KA4YeBble CnoBa U perysnapHbie
Bblpa*KeHuA.

MNpeaycTaHOBNEHHbIA KOHPUAEHUNANBHBIA KOHTEHT (aATOPUTMbI U CNOBapPHU)
=  Homepa KpeauTHbIX KapT
= |IBAN — mexXayHapoaHbli dopmaTt HomepoB HaHKOBCKMX CHETOB
= NpeHTndurKaTopbl PUINYECKUX U IOPUANYECKUX UL, Bpasuanm
= [lepcoHanbHble uaeHTUPUKATOPBI rpaxkaaH Yexum n CnoBakuu B CTaHZapTHOM popmaTe
=  HauumoHa/bHble MAEHTUOUKALMOHHbIE HOMepPaA rpaxaaH JaHuu
=  HaumoHasbHble MAEHTUOUKALMOHHbIE HOMepPa rpaxaaH Lseumm

= [lonbCKMe HauMOoHabHble naeHTUdUKALMOHHbIe Homepa (PESEL)
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=  Homepa nacnopTos rpaxaaH Monbu

= NpeHTUPUKauMoHHble HoMepa VAT HanoronnaTenblnkos FfepmaHum

=  UNpeHTUdMKAUMOHHbIE HOMepa VAT HanoronnateblmnKos McnaHum

=  HauumoHanbHble MAEHTUDUKALMOHHbIE HOMEpPaA rpaxaaH Hopeerum

= Homepa naeHTMOUKaALMOHHbIX KapT rpaxaaH CuHranypa

= Homepa naeHTUOMKaLMOHHbIX KapT rparkaaH dKBagopa

=  Homepa MaeHTUOUKALMOHHDBIX KapT rpaxaaH Typuuu

= Homepa naeHTUOMKALMOHHbIX KapT rparkaaH MonabLun

®*  HauumoHanbHble HOMEepa COLMAaNbHOrO CTPAX0BaHUA rpaXKaaH BennkobputaHum
=  Homepa couManbHOro CTpaxoBaHMA rpaxaaH KaHaabl

=  Homepa coumanbHOro ctpaxosaHma rpaxkgaH CLUA. Cioga BKAOYaoTCA TakKe Homepa ITIN
(MHAMBUAYaNbHBI HOMEP UAEHTUDUKALMM HANOrONNATEeNbLLMKOB)

=  Cuctema nNpoBepAeT AaHHble OAHOBPEMEHHO N0 HOMEpPaM coLManbHoro ctpaxosaHua CLUA 1 no aaHHbIM
13 cnoBapei Ha ocHoBe HIPAA. K 3TMm cnoBapsm NpUMEHAOTCS peryiapHbie 06HOBNEHUA onpeaeneHuii, u
B HMUX COZEPIKMUTCA MOJIHbIE aKTyasibHble CMMCKM KOMNAHWUIA, MEAULMHCKUX COCTOAHUMN N NEKAPCTBEHHbIX
cpeacTs

MpumeyaHue. 3aKoH 06 omeemcmeeHHOCMU U fepeHoce OaHHbLIX 0 CMPAX08AHUU 300p08bA 2PANOAH
(HIPAA — Health Insurance Portability and Accountability Act) peeynupyem npasusaa pabomel ¢
nepcoHanbHol uHgopmayueli 0 cocmoaHuU 300p08bsA NAYUEHMO8 8 MeOUUUHCKUX yupexrcoeHusax CLUA.

Kntouesble c10Ba U BbipaXxKeHUA

B 3TOM pasgene Bbl MOXKeTe yKa3aTb COOCTBEHHbIE pPeryifapHble BbIpaXKeHUA U KAoYeBble C10Ba A/1A NMOUCKa
KOHPUAEHLMANBHBIX AaHHbIX B cogepXumom danna. Kntoyeble c10Ba He YyBCTBUTE/IbHbI K pernctpy. PerynapHole
BbIPA*KEHWUA OLLeHUBAOTCA Ha OCHOBe cMHTakcuca ECMAScript. Mpumepbl perynapHbIX BbIPaXKeHU MOXKHO HaliTu B
6a3e 3HaHWUM.

Hacrpansaemble cnoBapu

34ecb Bbl MOXKETe BbIOpaTb CNOBAPU, COAEPIKALLME C0BA, KOTOpble ByayT onpeaenatbca Kak KoHPUAEeHLManbHble
AaHHble. Haxkas KHONKY YrpasaeHue c08apamu, Bbl MOXKeTe yAaNUTb, MMNOPTUPOBATb UK OOHOBUTb
cylecTsytolLme cnosapu. ECim Bbl XOTUTE UMNOPTUPOBATL COBCTBEHHbIV CI0Bapb, CO34alTe TEKCTOBbIN dain co
C/I0BaMM, KOTOPbIE Bbl XOTUTE ONpPeaensTh Kak KOHPUAEHLMANbHbIE faHHble. Kaxaoe cNoBO HEOHXOAMMO CTaBUTb C
HOBOW CTPOKM.

HacTpoiika 1 3anycK 3agaum o6Hapy»KeHua

Bbl MOXKeTe paspeLllnTb CUCTEME BbIMOHATb NOUCK $alinoB, KOTOpPble COOTBETCTBYIOT BbIOPaHHOM KaTeropum
OaHHbIX. Pe3ynbTaTbl NOMCKa 0TOBparkatoTca B BU3yanmsaumm. YTobbl 3anycTuTb NOUCK, BbINONHUTE Cliegytolume
nencrauma:

1. BseauTe cnepytollee:
o Wmaun onucanme

o Bblbepute nonb3oBaTenen, KOMNbIOTEPbLI UAN FPYNMbl U3 AepeBa NOAb30BATENEN, TAE Bbl XOTUTE
3anyCcTUTb NOUCK.
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2. HaBTopom 3Tane, yKaxkute, Kakne $alisibl 1 nanku 6yayT y4yacTBOBaATb B MOUCKE.

= YcTaHoBuWTe Npasuia:

o  PacnonoxeHue — TonbKo daiibl, KOTOPble HAXOAATCA UK ByAyT HAXOAUTLCA B 3TUX NankKax, U Bce Ux
noAnanoK U COOTBETCTBYIOT APYrMM YacTAM NpaBuna (pacwmpeHus, KntoYeBble cnosa 1 T.4.) byayTt
y4acTBOBaTb B NOMCKe.

o PacwupeHus — BBeguTe paclMpeHUa B CMIUCOK UK BbibepuTe KaTeropuio paclumpenna. ®ainbl
paclwMpeHnAMM, YKa3aHHbIMK B CIUCKE UK COAEPXKaLLMMUCA B BbIDPAHHOW KaTeropumn pacumpeHui,
6yAayT y4acTBOBaTb B NOUCKE.

= [loemopeHue 300a4u — Bbl MOXKETe MOBTOPATb 33434y NOWMCKA Yepes peryasapHble MPOMENKYTKM BPeMeHM!.
[na NOBTOPHbIX MOMCKOB Bbl MOXKETE YKa3aTb, Ha KaKMX KOMMbOTEPaX M AN KaKUX NOJb30BaTeNEeN OHM
6yAyT NOBTOPATLCA. ITO MOKET BbITb HEOHX0AMMO, HaNpPUMeEp, U3-3a NpaB A0CTyna.

3. ®daiinbl, K KOTOPLIM MPUMEHSAIOTCA BCE YacTU NpaBuaa, byayT 3almieHbl. He Bce YacTy npaBuaa LOIKHbI
6bITb HACTPOEHBI. JJOCTaTOYHO BBECTU XOTA 6bl O4HY YacTb. ECM YacTb He BBeAEeHa, OHa ByAeT NPUMEHATLCA
KO BCeM ciiydasm. HaxmuTe Fomoeo, 4tobbl NOATBEPAUTL FrEHepaLmio npasuna.

v

4. [1nAa coxpaHeHUA HaXXmuTe

Bbl moxKeTe cHOBa 3anyCTuUTb NOUCK, OTPeaAaKTUpOBaB U NOoATBEPANB B MacTepe 3a4a4n NOUCKa, onncaHne B
YyeTbipeX NYHKTax Bbllle.

4.6.3.2. CywecTteytowme KnaccupumKaymm

HactpoiKa Knaccudpukauymii

Ec/v Bbl MCNONb3yeTe CTOPOHHME MHCTPYMEHTbI A1 KAaccudukaumm KoHOMAeHLMaNbHbIX 4aHHbIX, Bbl MOXKeTe
HaCTPOWUTb MX B 3TOM pa3gesne. bonee nogpobHas nHGopmaLmsa 0 NOAAEPKMUBAEMbIX TEXHONOTUAX U UHCTPYKLMK NO
HaCTpOVKe A0CTYMNHbI B 6a3e 3HaHWUM.

HacTpoiika 1 3anycK 3agaum ob6Hapy»KeHua

Bbl MOXKeTe paspeLllnTb CUCTEME BbIMOHATb NOUCK $aliNoB, KOTOPblE COOTBETCTBYHOT BbIBpaHHOM KaTeropum
OaHHbIX. Pe3ynbTaTbl NOMCKa 0TOBparkatoTca B BU3yanmsaumu. YTobbl 3anyCcTUTb MOMUCK, BbINOHUTE caeaytolme
nencrTeuma:

1. BseauTe cnepytollee:
o Wma v onucanune

o Bblibepute nonb3oBaTeNnen, KOMMNbIOTEPLI UK FPYNMbI U3 AepeBa NOb30BaTeNEN, T4 Bbl XOTUTE
3anyCTUTb NOWUCK.

2. Ha BTOpoMm 3Tane yKaxute, Kakue daiinbl v nanky 6yayT y4acTBoBaTh B MOMCKeE.

=  YcTaHOBUTe Npasuaa:

o PacnonoxceHue — ToNbKo daiinbl, KOTOPblE HAXOAATCA UM ByAYT HAXOAUTLCA B STUX NAMKax, U BCe UX
NoAnNanoK U COOTBETCTBYIOT APYIMM YacTAM NPaBuAa (pacluMpeHus, KNoYeBble c1oBa U T.4.) byayT
y4acTBOBaTb B MOMUCKE.

o PacwupeHus — BBeguTe paclUMpPeEHUA B CMUCOK UK BbibepuTe KaTeropuio pacimpenuns. ®ainbl ¢
pacLIMPEHUAMM, YKA3aHHbIMK B CMIUCKE UM COAEPHKALLMMUCA B BbIOPAHHOM KaTeropum paclmpeHui,
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ObyayT y4acTBoBaTb B MOUCKE.

= [losmopeHue 300a4u — Bbl MOXeTe MOBTOPATb 3a/1a4y NOMCKA Yepes perysifipHble NPOMEKYTKU BPEMEHM.
[lns NOBTOPHbIX MOMCKOB Bbl MOXETE YKa3aTb, HAa KAaKMX KOMMbIOTEPAX M A5 KaKMX NOJb30BaTeNeN OHM
6yAyT NOBTOPATLCA. ITO MOKET BbITb HEOHX0AMMO, HaNpPUMeEp, U3-3a NpaB A0CTyna.

3. ®aiinbl, K KOTOPbIM NPUMEHAKTCA BCE YaCTKU Npasnna, 6yp,yT 3almeHbl. He Bce YacTm npasmaa AONXKHbI
6bITb HacTpoeHbl. [locTaToOYHO BBECTM XOTA 6bl oAHy YacTb. Ecam yacTb He BBegeHa, oHa 6yAET NMPUMEHATbCA
KO BCeM caydaam. Haxkmute fomoeo, 4yTO6bI noarsepanTb reHepaynto npasnna.

v

4. [1na coxpaHeHua Haxxmute

Bbl MoXKeTe CHOBa 3anyCTUTb NMOMUCK, OTPEAAKTUPOBAB M NOATBEPAMB B MacTepe 3a4a4M NonCKa, ONncaHme B
YeTblpex NYHKTax Bbllle.

4.6.3.3. KOHTeKCTHble npaBuna

Ha ocHoBe npasun daitsibl, COOTBETCTBYOWME UM, By YT NOMeYeHbl BbIGPaHHON KaTeropumei gaHHbIX Uan
N3MEHEHMEM TETOB.

Kaskgomy daitny moskeT 6biTb NPUCBOEHA TO/IbKO O4HA KAaTeropus AaHHbIX.

Bbl MmoxKeTe y3HaTb 6onblue o Kl]aCCVId)MKaLI,MM C NCNo/sib3oBaHMeM NOCTOAHHbLIX MeTaAaHHbIX B 6ase 3HaHUM.

Hactpoitku

[na novcka n oTmeTkun d)aﬁnos MOXHO NCNO/Z1Ib30BaTb HECKOJIbKO BUA 0B NMNpaBua.

MpaBuna npunoxxeHuii

MpaBuna NpUAOKEHU NO3BONSOT OTC/IEKNBATb MPUNOKEHWUN U KAaTEropUM NPUIOKEHUN, BbIXOAHbIE Galisibl
KOTOPbIX ByAYyT OTMEYaTbCA METKOW COOTBETCTBYIOLLENM KaTeropnm AaHHbIX.

Hanpumep, Bbl MOKETE HACTPOUTL TAKOE MPaBUIO, KOTOPOE OTMEYaeT BCe daitsibl BCeX MPUNOXKEHNI U3 KaTeropum
CAD, uTobbl fanee NPUMEHATbL KO BCeM 3TUM daiinam onpeaeneHHblii Habop orpaHNUYEeHN.

Y106bI CO34aTb NpPaBuIO NPUNAOKEHNA ONA Bbl6paHHOl>‘1 KaTeropmn AaHHbIX, BbINO/IHUTE Ccaieayroulee:

1. BbibepuTe HyKHYH KaTeropumio AaHHbIX B CMIYCKE KaTeropuin AaHHbIX, 3aTeM HaxKMUTe KHOMKyY Jobasums B
pasgaene Mpasuna npusnoxceHuli. OTKPOETCA MacTep CO34aHUA NPaBMaa NPUIOKEHN.

2. HanepBom ero ware BBeAuTe c/ieaytolime AaHHble:
= /imA 1 onucaHue npasuna.

" 13 pepesa nosib3oBaTenein Bbl6epMTe nosib3oBaTesnen, KOMNbHOTEPDI VI/M}'IM rpynnbl, K KOTOPbIM ChegyeT
NMPUMEHUTb NPaBUIO NPUCBOEHNA METOK.

" PexXum npasuna:

o TecmuposaHue — MeTKM He ByayT npucsamnsatbea dainam. B aTom perkmme cosgatoTcs 3anucv gaa
dalinoB, COOTBETCTBYIOLLMX CO34aHHOMY NPaBuy. B pexkume BU3yannsaLmMmn Bbl MOXKeTe NPOBEPUTb
CMUCOK $aitNoB, KOTOPbIM BYAYT NPUCBOEHbI METKU. 3aTeM Bbl MOXKETE M3MEHWUTb PEXKUM MpaBua.

o Mapkuposka — Bcem dalinam, COOTBETCTBYIOLLLMM 3TOMY NPABUAY, NPUCBAUBAIOTCA METKM
COOTBETCTBYHOLLEN KAaTEropmnu AaHHbIX.
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1. OcHoBHaA uH$opMaLUMa 2. Hactpolikn npaewna

MPABNAO MH®OPMWPOBAHWA

Wma npasuna: |

Onucanne:

~ BbIEOP NONb30BATE/EN

BeiGpaHHbie obbexTs

Obwexkt

Test@DESKTOP-FETOA3G Yaanute

/ PEXXMM MPABUNA

Pesxam npasuna: My TecTupoBaHne o

MpunoxeHus — BblbepuUTe KAaTErOPUIO NPUIOKEHUSA. BbixoaHble palinbl U3 NPUAOKEHUI BbIOPAHHbIX
KaTeropuin byayT oTMeveHbl METKaMM COOTBETCTBYHOLLLEN KaTeropmum AaHHbIX.

PacwupeHusa — BBeauTe pacluMpeHua B CMUCOK UaM BbiIbepuTe KaTeropumn pacwmpernin. ®arinam c
pacWwmMpeHnAMM, YKa3aHHbIMW B CIUCKE UK COAEPXKALLMMUCA B BbIDPAHHOW KaTeropumn pacumpeHui,
6yneT NpMcBOeHa COOTBETCTBYIOLLLAA MeTKa.

JononHutensHo:

o Kntoyessble cio8a — BBeAUTE KAKOYEBble CN0BA B CMUCKU. daiinbl, coaepxauime xoTa 6bl O4HO U3
3a4aHHbIX K/1l04YeBbIX CN0B B UMEHU cbaﬁna, 6y,a,yT rnomeyeHsbl. B KauecTse K/1t04EBOr0 C/10BA MOXKHO
MCNO/1Ib30BaTb AaXKe perynapHbie Bblpa*KeHnA. I'Io,ggoGHee.

o [Jelicmesus no mapKuposke:

CausHue meaos no npuopumemy — dain byaeT NOMeYeH Mo KaTeEropmun AaHHbIX, UMetoLLEeN
601ee BbICOKMI1 NpuoputeT. Eciv daiin yxke nomedyeH Teramu, MPUOPUTETLI TEKYLLEN U HOBOW
KaTeropui faHHbIX cpaBHMBatOTCA, U halin MapKupyeTcs KaTeropuei ¢ 6osee BbICOKUM
NPUOPUTETOM.

3ameHUMb MeMKU — 3aMeHa CyLLLeCTBYIOLLEro Tera BbIGpaHHOW KaTeropuel AaHHbIX.
MpuopuTeT KaTeropmm AaHHbIX UTHOPUPYETCA.

O Bkntoyas cucmemHbie — C MOMOLLbIO 3TOM OMNLMU MOXHO aKTUBMPOBATbL TEFMPOBAHME CUCTEMHbIX
daiino.. B HacTpoiKax MHTErpaLmm MoXKHO A06aBUTb MN0/1Ib30BaATENbCKME NYTU K CUCTEMHbIM daliiam.
Mcnonb3yiiTte 3Ty ONLMIO C OCTOPOMKHOCTBIO M TO/IbKO B 0B6OCHOBAHHbIX C/ly4asnX.

MeTKu npuceamnsatoTcs dainam, KOTopble COOTBETCTBYHOT OAHOBPEMEHHO BCEM YC/N0BUAM Mnpasuaa. He
06a3aTeNbHO 3aMOHATL BCE pasfesibl NapameTpoB Npasuaa. [ocTaToyHO yKasaTb 04HO Ntoboe ycnosue.
Nto60i He3anoHEeHHbIW pasaen NPUMEHATLCA He byaerT.

LWenkHuTe KoHey, 4Tobbl NOATBEPAUTL CO34aHME NpaBuaa.
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HACTPORKK NPABHAA

‘l!t,. Ecnm gm me yxanete §uantpel [nanpusep, pacwmperise §ailna), CyulecTeyeT prck noseTon jaxe Gafaoe, KoTopme He AoioHed Geime nossevenbl (nanpusep, dakne KongurypaLmn NpaacEenna)

Mpwncoxeria: AoBasars npuacmenne [ ]

Office suite Fasnwe

wlgx Y ganviy
docx .. pP

A AONONHWTENBHO

invoice I Perynapsioe ewipasesne Yaanams
DeAcTeng Ne MapEIposEe  We— AR METOK [ ]
Braouan CHCTEMpmE B Her [ ;)

MNpasuna Beb-caiitoB
I'Ipanma Be6-caliTOB MOXXHO UCMO/Ib30BaTb ANA NPUCBOEHUA METOK d)aﬁnam, 3arpyeHHbiMm C onpegeneHHbIX

CaniToB UN AOMEHOB, OTHOCALWLMXCA K OI'IDELI,EI'IGHHOI‘/'I KaTteropumu Beb-cainToB.

Hanpumep, Tako TMN NpaBUA MOXKHO UCMO/Ib30BaTb A/1A NPUCBOEHUA METOK Bcem dainam, 3arpy*KeHHbIM 13
KoprnopatusHoi cuctembl CRM.
HakaB Ha KHoNKy ZJo6basume, Bbl OTKpPOETe MacTep co3AaHunA npasBui Beb-caiiTos.

Mpasuia Be6-CaiiTOB CO34aOTCA aHA/IOMMYHO NPABUIAM NPUIOXKEHWI. PasH1LA TONbKO Ha BTOPOM Lare, rae BMecto
CMMCKa NPUIONKEHNIA MOKHO HAaCTPOUTL CNMUCOK Beb-aapecos. MeTKM ByayT NPMMEHATLCA TONbKO K TeM daitnam,
KOTOpble 3arpyKeHbl U3 BHECEHHbIX B CMUCOK afpecoB M COOTBETCTBYIOT BCEM OCTa/IbHbIM YC/I0BUAM Npasuia
(pacwupeHus, Knto4YeBble cnosa U T. Mn.).

Kpome Toro, B 4ONOAHUTENBHbIX HaCTpOVIKaX ecTb OnyuA NnpuMeHeHUA Memox.
" Obnacme rnpumeHeHUA MemokK — NOo YMO/ZIYaHUIO MeTKa NpucBanBaeTca Bcemy BE6-KOHTEHTy.

o  TosbKo 302pyHceHHble U omKpbimeblie ¢palisibl — NOMEYatoTCA TONIbKO dalinbl, 3arpyKeHHble 13
MHTEPHETA, U OTKPbITbIe palibl.

O Becb 8e6-KOHMeHM — BeCb KOHTEHT, 3arpyXeHHbIV U3 UHTEPHETA, byeT NOMeYeH, BKAOYAA KOHTEHT,
CKOMMpPOBaHHbIN Yepes bydep obmeHa.

Mpasuna pacnonokeHus

MpaBuna pacnosioKeHusa No3BONAIOT BbIBpaTh onpeaeseHHble Nanku, K COAePXMMOMY KOTOPbIX ByayT NnpumeHATbCA
MeTKU. Bce daiinbl, COXpaHeHHble B 3TUX NanKax, byayT aBToMaTUYeckn oTMeyeHbl. Kpome TOro, Bbl MOXKETe
HaCTPOUTb PErynspHO BbINOJHAEMOE MPaBUIO A5 NPUCBOEHUA METOK daitam B BbIBPaHHbIX Nankax, B TOM Yuce
NOMeLLEHHbIM B 3T Nanku ¢ KOMNbIOTEPOB, HAa KOTOPbIe He pacnpocTpaHsaeTca 3awuTa Safetica.

Haxas Ha KHOI'IKy,ﬂO608leb, Bbl OTKpOETe MacTep Co34aHMA NpaBuia paCI'IOI'IO)KeHMVI.
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Co3sgaHuve NpaBus PacnoNoKeHWin MPOUCXOAUT TOUHO TaK Xe, Kak 1 NpaBua NpUAoXKeHMI. PasHnua ecTb TOIbKO Ha
BTOPOM Luare, rae BMEeCTO CMCKa NPUIOXKEHUI MOXKHO HAaCTPOUTb CMMCOK PacroNoKeHnin. MeTku byayT
NPUMEHATLCA TONIbKO K Tem daiinam, KoTopble pacnoiaratoTca Uam 6yayT NOMELLEHbI B yKa3aHHbIe Manku (BKAtoYas
BCE BJIO’KEHHbIE Namnku) U COOTBETCTBYIOT BCEM OCTa/IbHbIM YC/IOBMAM MPaBuaa (pacluiMpeHuns, Kitouesble C10Ba U

T. M),

Kpome Toro, Bbl MOXKeTe 34,eCb HaCTPOUTb 3a4a4y 4/1A PEryIAPHOro NPUCBOeHUA Gpaitiam METOK B COOTBETCTBUM C
HacTpOEeHHbIMM NpaBuaamu. brarogapa sToMy MeTKM ByayT NpUcBamBaTbCa Aaxke Tem daiinam, Kotopble
NMOMELL,AOTCA B BbIOPAHHbIE PACMO/IOKEHUA C KOMMbIOTEPOB, Ha KOTOPbIE He pacnpocTpaHsaeTca 3awmTa Safetica.

[na noBTOpstoLelica 3a4a4n Bbl MOXKETe yKasaTb N0/1b30BaTE/A, OT MMEHW KOTOPOro OHWU ByAeT BbINOHATLCA
(Hanpumep, ecnm Hy»KHbI oNpeaeneHHble Npasa 4oCcTyna).

MpaBuna pacnpocTpaHeHna MEeTOK

MpaBuna pacnpocTpaHeHUs METOK MO3BOJIAIOT HACTPOUTL CEAYHIOLLYIO CXeMy PaboTbl: eCIM B MPUTONKEHUM OTKPbIT
daitn ¢ meTKoM BbIGPAHHOM KaTeropuu, aTa e meTka byaeT npMcBoeHa 1 Bcem dannam, CO34aHHbIM B 3TOM
NPWUIOXKEHUUN B 3TOT NEPUOL.

MpumeyaHue. Hezasucumo om HAAUYUA 3MO20 NPABUIA, MEMKA 8Ce20d pacnpocmpaHaemcs Ha ece galinel,
COXPAHEHHbIE U3 NPUsIoXeHUs Yepe3 cmaHoapmHoe 0uasn02080e 0OKHO coxpaHeHusa (CoxpaHume Kak...). Mpasuno
pAcnpocMpaHeHUs MemoK MpUMeHAemcs K HeCmaHOapMHsIM MemMoOam COXPAHEHUS OAHHbLIX U3 MPUAOHXEHUS.
Crtoda omHocaAmMcs, K npumepy, onepayuu npeobpasosaHus opmamos.

HaxkaB Ha KHOMKy ,ao6asumb, Bbl OTKpOEeTe MacTep Co34aHNA NpaBuia PacnpoCTpaHeEHNA METOK.

Co3faHune npaBuaa PacnpoCcTPaHEHNA METOK MPOUCXOAMT TOUYHO TaK ¥Ke, KaK U NpaBuaa NpUIoXKeHUi. PasHuua
3aMeTHa /IMLb Ha BTOPOM LUAre, FAe He HYXKHO HacTpamBaTb CMUCOK NPUIOKEHUI. ITO NPABUIO NPUMEHAETCS KO
BCEM MPUIONKEHMAM, B KOTOPbIX OTKPbIBAIOTCA Nt06ble Palisibl ¢ MeTKamu BblbpaHHOM KaTeropun. MeTku
pPacnpoCTPaHATCA TONbKO Ha Te Galisibl, KOTOPble UMEIT PaclMPEHUA U3 YKa3aHHOrO CMUCKA, a TaKxke
COOTBETCTBYIOT BCEM OCTa/IbHbIM YC/IOBUAM MPaBKIa, TaKUM KakK K/toueBble C/0Ba.

MpaBuna coaepxumoro ¢aiinos

MpumeyaHue. HayuHasa ¢ Safetica 8.3, MOUCK OAHHbIX HO OCHOBE COOEPHUMO20 (halinog MOXHO Hacmpausams u
30MyCKamb Makxce o Kame20puam OaHHbIX, 0rpedenaemMmbiM KOHPUOEHUUANbHbIM COOePHCUMbIM Usu
cywecmeyrouleli knaccugukayueli. Mol pekomeHAyem Ucnosnb308ams 3my OMyuto, MOCKO/bKY K HAliOeHHbIM
alinam nezko npumeHams noaumuku DLP, ymobsei obecriedyums ux 6ezonacHocme. [pasuna KOHMeKkecma 044
rnoucka codepicumozo ¢alina bblau cCoOXpaHeHbl Mo CO0bPaIeHUAM cO8MeCMUMOCmU U 6y0ym ommeHeHbl 8
b6ydyuwux sepcusx.

Bbl MOKeTe npucBanBaTb METKM KOHOMAEHUMAaNbHON MHOpMaLmn parinam, NnpoBepas coaepmmoe aTnx Gpannos.
34ecb Bbl MOXKETe BbI6paTb /10BYI0 U3 HECKONIbKMX CTAaHAAPTHBIX CXEM NMOMCKA KOHPUAEHLMANbHBIX AaHHbIX UK
HaCTPOWUTbL COBCTBEHHYHO CXEMY, MCMOJb3YA KAHOUYEBbIE C/I0BA U PeryifpHble BbiparkeHus.

Haskas Ha KHOMNKy ZJo6asume, Bbl OTKPOETE MacTep CO34aHuA NPaBuIa CoaepRUmMoro Gpainnos.
Co3sgaHuve npasuia coaepXMmoro GpainioB NPOUCXOAMUT TOYHO TaK ¥Ke, KaK 1 NpaBuia NPUNoKeHWi. PasHuua

3aMeTHa /Inlib Ha BTOPOM LIare BbiMO/IHEHNA MacTepa:

= [lymu — MeTKM ByayT NPUMEHATLCA TOIbKO K Tem dalinam, KoTopble pacrnonaratoTca uam yayT nomelleHbl
B YKa3aHHble Nanku (BK/OYasa BCE BIOKEHHbIE MAnKK) 1 COOTBETCTBYHOT BCEM OCTa/IbHbIM YC0BUAM
npasuna (pacwmpeHus, KNtoYeBble C10Ba U T. N.).

®  PacwupeHus — BBeAWUTE CMUCOK PaCLUMPEHUI UK BbIGEPUTE KaTeropuio paclumpeHnii. Bcem daiinam,
MMEIOLLMM pacliMpeHmre U3 3TOrO CMUCKA MW U3 3TOW KaTeropum paclumpeHuit, byaeT npucBoeHa
COOTBETCTBYHOLLAA METKaA.
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=  KoHgppudeHyuasnbHeIli KOHMEeHM — ynpaBaeHne KaHalaMun NO3BOAET OrPaHUYUTL Nepesadvy
KOHOUAEHUMaNbHOM MHGOPMALLMK MO ONpeae/eHHbIM KaHanam nepesayn gaHHbix. MapameTtp
onpeaeneHme KOHGUAEHLMANbHbIX AaHHbIX NO3BONAET HACTPOUTb YCI0BMUA, NO KOTOPbIM MHbOPMALLUA
cymTaeTca KOHOUAEHUNANBHOWN.

o [pedycmaHosseHHsIl Habop npasus (an20pummsi U ca108apu):
MepcoHanbHble naeHTUdUKATOPBI rpaxaaH Yexmm
Homepa naeHTMGrMKaLMOHHbBIX KapT rpaxaaH Monbwm
MoNbCKMe HauMOHabHbIEe nAeHTUDMKaLMOHHbIe Homepa (PESEL)
HaumoHanbHble naeHTUGUKALMOHHbIE HOMepa rpaxKaaH JdaHun
HaumoHanbHble naeHTUGUKaLMOHHbIE HOMepa rpaxkaaH Lseuun
HaumoHanbHble naeHTUGMKALMOHHbIE HOMepa rpaxKaaH Hopsernu
Homepa naeHTMGUKaLMOHHbBIX KapT rpaxaaH Typuum
HauunoHaibHble HOMepa COoLMaANbHOIO CTPAXOBAHMA rparkaaH BenmkobputaHmum

Homepa counanbHoro ctpaxosaHua rpaxkaaH CLUA. Cioga BkAto4vatoTcA TakKe Homepa ITIN
(MHaMBUAYaNbHBIV HOMEP MAEHTUOUKALMM HANOrONNATENbLLMKOB)

Homepa KpeauTHbIX KapT
IBAN — mexayHapoaHbiii popmaT HOMepPOB HAHKOBCKUX CHETOB

Cuctema npoBepAeT faHHble 0 A4HOBPEMEHHO N0 HOMEepaM coLmManbHoro ctpaxosaHua CLUA v no
OaHHbIM M3 cnoBapeit Ha ocHoBe HIPAA. K aTum choBapamM NpMMEHAIOTCA perynsapHble
06HOB/NIEHUA ONpPefEeNeHNn, U B HUX COLEPIKMUTCA NOJHbIE aKTyalbHble CMIMCKU KOMMNAHWUN,
MeAMNLMHCKMUX COCTOAHWUIA U NEKAPCTBEHHbIX CPEACTB

MpumeyaHue. 3akoH 06 omeemcmeeHHOCMU U nepeHoce OaHHbIX 0 CMPAX08AHUU 300P08bA
epaxoaH (HIPAA — Health Insurance Portability and Accountability Act) peayaupyem npasuna
pabomel ¢ nepcoHanbHoU uHgopmayueli 0 cOCmMosaHUU 300p08bA NAUUEHMOB 8 MEOUUYUHCKUX
yupexrcoeHusx CLUA.

Mopoe 06Hapyx#eHus — ecau bydem obHapyx#eHo, Ymo ¢palin codeprum MmeHbue 8xonoeHul
KOH@UOeHyUanb6HbIX OGHHbIX, YeM YKA3aHHbIU nopoe, ¢halin bydem npouz2HOpuUpOsaH.

o Knrovesoble cnosa u peaynapHbie 8bipaxeHus — B 3TOM pasfene Bbl MOXKeTe HaCTPOUTb COBCTBEHHbIN
Habop perynApHbIX BbIPaXKEHUIM U KAOYEBBIX C/I0B 4151 MOUCKA KOHPUAEHUMANbHOW MHGOPMaLuK B
cogepxumom baninos. Pernctp B KNHOYEBbLIX CN0BAX He yunTbiBaeTcA. [1nA OLEHKM perynspHbix
BblpaXKeHUM npumeHsaeTca cuHTakeuc ECMAScript. Mpumepbl peryaspHbIX BblpaskeHui A40CTyMNHbI B
6a3e 3HaHWUM.

o CMOPOHHASA KAACCUGPUKALUA — eC/IU Bbl UCNO/Ib3yeTe CTOPOHHME MHCTPYMEHTbI /1A KnaccuduKaumm
KOHOUAEHLMaNbHOW MHGOPMALMU, UX MOXKHO HAaCTPOUTL B 3TOM pa3aesie. basa 3HaHW cofepKuT
CMUCOK NOAAEPKUBAEMbIX TEXHONOTUI M UHCTPYKLMU MO UX HACTPOKe.

MoBTopeHue 3agaHui

Bbl MO»eTe BbINOAHATbL 3a4aHWA NPUCBOEHUA METOK Yepes peryasapHble MHTepBsasnbl. banarogaps stomy metku 6yayTt
npucBanBaTbCs Aaxe Tem daiiam, KOTopble MOMELLAIOTCA B BbIGpPaHHbIe PACMoNOKEHMA C KOMMbIOTEPOB, Ha

KOTOpble He pacnpocTpaHseTca 3awmTa Safetica. 14 NnoBTOPAIOLLErOCs 3a4aHMsA Bbl MOMKETE YKa3aTb No/b30BaTesNs,
OT MEHW KOTOPOro OHU ByAET BbINONHATLCA. ITO NONAE3HO, HANPUMEP, ECIN HY}KHbI ONpeesieHHble NpaBa AoCcTyna.

102


http://www.cplusplus.com/reference/regex/ECMAScript/
https://support.safetica.com/en/knowledge-base/how-to-tag-files-based-on-their-content-with-safetica
https://support.safetica.com/en/knowledge-base/third-party-classification

PacwupeHHble napameTpbl
= Onepauum MeToK:

o CausHue MmemokK o npuopumemy — dain byaeT NoMeyeH KaTeropmen faHHbIX, KOTopas nmeeT bosiee
BbICOKWIA NpuopuTeT. Ecan daiin y:ke NnomeyeH, CpaBHUBAOTCA MPUOPUTET TEKYLLEN M HOBOM KaTeropui
[JaHHbIX, @ daln nomeyaeTca KaTeropueii ¢ 6onee BbICOKMM NMPUOPUTETOM.

o 3ameHAMb MeMKU — 3aMeHsAEeT CYLLLeCTBYIOWMIA Ter BbiIBpaHHOM KaTeropuei AaHHbIX. MpuopuTeTt
KaTeropum AaHHbIX MTHOPMPYETCA.

MeTKku npucBamnsatoTca dalinam, KoTopble COOTBETCTBYIOT OAHOBPEMEHHO BCEM YC/I0OBMAM npasuia. He
06q3aTe/IbHO 3aN0/IHATL BCe pa3Ae/bl NapameTpoB npasumaa. JoctaTouyHo BBeCTU 04HO ftoboe ycnosue. Jlobotl
He3ano/IHeHHbIN pasaen NPUMEHATbCA He byaerT.

HaxmuTe KoHeu, 4Tobbl NOATBEPAUTL CO34aHMNe Npasua.

4.6.4. 30HbI

30HbI MOYKHO MCMNO/1b30BaTb A/ CO34aHMUA MMEHOBaHHbIX HA6OPOB BHELLHUX YCTPOMCTB, NPUHTEPOB, IP-aapecos,
ceTeBbIX NYTEN M a4 PECOB 3/1IEKTPOHHOM NOYTbI, Ha KOTOPblE MOXXHO YKa3blBaTb CCbIJIKM KaK Ha He3aBMCUMbIe
06beKTbl. Bbl MOXKeTe BNOCAeACTBMM UCNO/b30BaTb MX B Npasuaax DLP.

Hactpoiku

JNeBas yacTb 30HbI MPOCMOTPA 0TOBPANKAET CMUCOK CO34aHHbIX 30H. Bbi6paB 30HY B CMMCKe C/1eBa, Bbl YBUAUTE CNEBA
noApobHY0 MHOPMALMIO O HEW: UMA U OMUCaHWME.

LLlenkHuTte ,ﬂo6asumb 30HY, 4yTObbI OTKpPbITb AManorosoe OKHO Co3aaHunA HOBO 30Hbl, 3aTEM BBEAMUTE A5 HEE UMA
M ONUCaHUe N YKaxute, 6y,CI,ET I OHA UMEeTb POAUTENbCKYIO 30HY. POANTENBCKYO 30HY MOXHO Bbl6paTb B
pPacCKpbiBatoWwemca Crnncke.

LLlenkHyB M3meHumeo pna N060I 30HbI B CrMCKe cneBa, Bbl MOXXeTe USMEHUTb ee UMA U ONUCaHue.

Haz cnnckom 30H MOXKHO Bbl6paTb ABe BKNaaKu: Codep)fcumoe 30HbI U HepacnpedeneHHb/e 71eMeHmel.
Coaep¥Mmoe npaBoro CermeHTa 3TOro 3KpaHa 3aBUCKT OT Bbl6paHHOﬁ cneBa BKNaaKu.

" Codep)fcumoe 30Hbl — HaXXmuTte ,ﬂ0606l.1mb 371eMeHm B pasaene coaepXmMmoro 30Hbl, yTobbI OTKPbITb
MacTep Co3aaHMA HOBOIo 3/1IeMeHTa U I,CI,O6<':IBl/1Tb 3/1eMEeHT B 3Ty 30HY. TaK)Ke Bbl MOXeTe OTpeaKTUpoBaTb
yxe CyIJ.I,ECTBYIOLLI,Mﬁ B 30HE 31eMEHT KHOMKOM M3meHUmb.

" HeHa3Ha4yeHHble 31emeHmMbl — B 3TOM pasgene cripasa 0T06pa>+<aeTc;| CMUCOK AOCTYNHbIX BHEWHUX
yCTpOﬁCTB M NPUHTEPOB, NOAKNKOYEHHbIX Ha pa60l414x CTAHLMAX, rAe YCTaHOB/EH K/MEHT. 34ecb
0T06pa)Ka}OTCﬂ TO/IbKO Te YCTDOﬁCTBa MU NPUHTEPDbI, KOTOPbIE MOKa HE HAa3HA4Y€eHbI HUKaKOM 30He.

o MNepemecTns nx 8 Cpe,ﬂ,HMVI CMUCOK NN HaXaB KHOMKY ,£[o6asumb, Bbl MOXeTe MOMeCTUTb 3TU
3/1eMEHTbI B 30HY, OTMEYeHHYIO CnheBa.

o LWenkHuUTe Ydanume, 4Tobbl BEPHYTH YCTPOMCTBO MAKN NPUHTEP B FPYNMy HEeHa3HaYeHHbIX YCTPOMCTB.

o HaxaB MameHUM®b, Bbl MOXKETe U3MEHUTb OMUCaHKe YCTPOCTBA, KoTopoe ByaeT oTobpakaTbea B
3anMcAax B KOHCO/IM M B OKHE U3BELLLEHWI Ha KOMMbIOTEPE, rAe YCTAHOB/EH KNNEHT.

o lWenkHyB [Jemasu, Bbl MOXKeTe 0TOBPa3nTb NoapobHY0 MHbopMaumto 06 anemeHTe.

lMpumeyaHue. C MOMOW,bIO MbIUWU 8bI MOX(eme 3b/6upamb u nepemew,ams cpa3y HECKO/IbKO 371eMeHMOo8 8 CrucKax.
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B BASIC INFORMATION

Zone content  Unassigned items (@)

Here you can find &l the exsting zones, You can view their content or add new devices to them,

Zone name ZONE INFORMATION
!i Prague Ecit Remove Zonz name:  Office 01
!iOfﬁce 1§ Edit Remove

Ay orfice 02 Edit Remove| oo Pmom

Zonz content: =) Extemal devices

Kingsten DT Rubbzer 3.0 USE Device Details Edit Remmove
= @Printers
= Physical printers
(No items)
= Metwaerk printers
Konica Minolta 452 Details Edit Remove
= E®Netwark
=l Netwaork paths
WDATA-SERVER| data\operations Edit Remove
=/ IF addresses
112.255.85.1 (Mask: 255.253.0.0) Edit Remowve
192.158.12.154 Edit Rermove
1921548.201 - 192.168.20.50 Edit Remove
= Web addresses
wwwi.safetica.com Edit Remove
= B<E-mails
John@example.com Edit Remove
mark.watney@mars.gov Edit Remove
« = 0z X

Co3paHue HOBOM 30HbI U g0baBneHne 3/1eMeHTOB B Heé

LLlenkHute ,ﬂo6asumb 30HY, 4yTObbI OTKPbITb AMNaN10roBoe OKHO Co34aHnA HOBOW 30Hbl, 3aTEM BBEAUTE ONA HEE UMA
M onuncaHue.

Y106bI U3MEHUTL coaepXmnmoe 30Hbl, BbINONHUTE cheaytouimne nencramsa:

1. B cnucke 30H cneBa OTMETbTE Ty 30HY, COAEPKMMOE KOTOPOI Bbl XOTUTE M3MEHUTb. CneBa BHU3Y
0T06pPa3smnTCA TEKYLLEE COAEPKMMOE 30HbI. HaXmMuTe Ha cCbiKy R YAanuTb psgom ¢ COOTBETCTBYHOLLMM
3/1EMEHTOM 30Hbl, 4TO6bl yAaNUTb ero. Haxkmute [106aBuTb 3/1eMeHT, 4To6bl 06aBUTL HOBbIIN 3/IEMEHT B
30HY.

2.  Mactep gobaBneHua npeasioxRuUT BaM BbIbpaTb 316 MEHT M3 CNUCKA AOMNYCTUMbIX A/1A 30HbI:
o  BHewmHue ycmpolicmea
o IP-adpeca
o Cemesbie nymu
o Email
o [lpuHmepesi
o Beb-adpec

LLlesIKHMTe NO 3/1eMEeHTY, KOTOPbIN Bbl XOTUTE 406aBUTb. OTKPOETCA COOTBETCTBYHIOLLMI IKpaH A5 ero gobasneHus.
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Zones > Zone item wizard
1. Ttem choice

EXTERNAL DEVICES

fou can add external devices (such as USB flash disks) using the vendor, preduct and device identification, Afterwards
these devices can be usedin other views - e.g, it can be set as allowed in security polides.

External

NETWORK

fou can add specific IP addresses into the zone, You can use zone with 1P address in other views like DLP rules or
Security policies management.

fou can add spedfic network paths. Afterwards these network paths can be usad in other views - e.g. it can be set as
allowed in sewrity polices.

Network

fou can add specific e-mail addresses. Afterwards these e-mail addresses can be used in other views - e.g. it can be
set as allowed in sewurity polices.

fou can add spedfic network printers, Afterwards these network printers can be used in other views.

¥ou can add spedfic web addresses, Afterwards these web addresses can be used in other views -e.q. itcan be set
as allowed in security polices.

Web addrese

[Dob6aBneHune BHeLIHEro ycTpoiicTea

Y Bac ecTb ABa BapuaHTa gnA ,D,06aBIIEHVIF| B 30HY BHelWHero yCTpOVICTBa. C nomoLLbo NoN3yHKa Bbl6epl/ITe OAUH N3
HUX:

" Asmomamu4yecKu — B aBTOMATUYECKOM PeXUME A0CTAaTOYHO NULLb NOAKAOUYUTL BHELLHEe yCTpOﬁCTBO
XPaHEeHMA K KOMMbIOTEPY, HA KOTOPOM 3anyLLeHa KOHCONb. [oakito4YeHHoe YCTDOI;'ICTBO Cpasy ,D,06aBlIF|ETCF|
B CMUCOK.

= Bpy4Hyro — B 3TOM peXKMme AaHHble 06 yCTPOMCTBE HYKHO BBECTM B TEKCTOBbIE MOJIA, YTOObI YCTPOMCTBO
npaBuabHO 06HapyXunBanocb. Beeante naeHTndrKaTop NocTaBLLmKa, MAEHTUPHUKATOP YCTPOMCTBA U
CEPUMNHBIV HOMep. ITY MHGOPMALMIO MOXKHO HalTU Ha YNaKOBKe YCTPOMCTBA MW Y3HATb Y MPOU3BOAMUTENS.
YcTpoictBo A06aBnseTcA B CMIMCOK Nocae HaxaTuA KHONKK Jo6asuTb.

Bbl moxkeTe ,D,O6aBMTb B CMNCOK HECKOJ/IbKO BHELIHNX YCTpOVICTB.
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Zones > Zone item wizard

1. Tem choice 2. External device

1. Choose which type of itlems you want to add to zone Office 01
2. Add devices to zone

EXTERNAL DEVICES
Devices addng:  w 8] Actomatically Drive letker |De.. |Description shown... |Vendo... | Product 1D Seral Mumber
Insert devices into computer, They wil be automaticaly added into 2one, B (KINGSTO... Kingston DT Rubbe... 0351 168E 60444C475569E07... Edit Remopwe

Zones > Zone item wizard
1. tem choice 2. External device

1. Choose which type of items you want to add to zonez Office 01
2. Add devices to zane

EXTERNAL DEVICES

Devices acding:  [W———— Manuzlly Drive lett... | Descrpti.. | Descripti. | Mendor I Product ID Serial Mu..
Description shown in Safetica 6 Management Console: | Cafetica Flash 163E | (Mo items)
Description shown an endpoint: | ADATA Flash 16GB |
vendor [D: | 775 |
Product IC: | 4333-45687-112313 |
Serial Number: | 15742356423454758 |
Add

JDo6asneHune IP-agpecos

Y Bac ecTb Tpu BapuaHTa A5 AobasneHus IP-agpecos B 30Hy. C MOMOLLbIO MOM3YHKA BbIGEPUTE OAUH U3 HUX:

= |P-adpeca — BBeauTe IP-afpec B COOTBETCTBYIOLLEE NoJe U WenKkHUTe [JobasuTb IP-agpec, 4Tobbl 406aBUTH
oauH IP-agpec B CNUCOK crnpasa.

= /P c mackoli — sBeauTe IP-afpec U macKy B COOTBETCTBYIOLLEe rnone U wenkHute [lo6asutb IP-agpec, 4Tobbl
nob6asuTtb IP-aapec B CNMCcoK cnpasa.

= JluanasoH IP — BBeAMTE HaYaNbHbIN U KOHEYHbIM agpeca AMana3oHa B COOTBETCTBYIOLLEE NOJE U LWe/KHUTE
[o6asuts IP-agpec, utobbl 406aBUTL AMANa3oH B CMCOK crnpasa. Tenepb Bce fAobaB/ieHHble agpeca,
BKJ/1OYAN Hauyas/ibHbIA U KOHEYHbIN, ByAyT CUMTaThCA NPUHALNENKALLMMM 3TOM 30HE.

Bbl moxkeTe ,D,O6aBMTb B CMNCOK HECKOJ/IbKO aApecoB.

Zones > Zone item wizard

1. Choose which type of items you want to add to zonz Office 01
2 Add ip addresses to zone

IP ADDRESSES
Type: [@}——m— IF address 1P address
IP address: | 45 .8 ., 8 . 2 192168.12.154 Remaove
112255881 (Mask: 255.255.0.0} Remaove
Add T address 192168.20.1 - 192.168.20.50 Remove
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Dob6aBneHune ceresoro nytu

BeeauTe nyTb K 0bwemy painnosomy pecypcy B popmate ceTesoro agpeca (Hanpumep, \\Data\Finance) B TekcToBoe
none, 3aTem WenkHuTe [106aBnTb, YTOObI 4OHABUTL 3TOT NYTb B CMMCOK CNpaBa.

Bbl morkeTe ,CI,O6aBMTb B CMNCOK HECKO/IbKO CeTeBbIX nyTeﬁ.

TaK)Ke Bbl MOXKeTe f06aBUTb B 30HY CPasy BECb KOMMbIOTEP C HECKOIbKMMM 06LWMMK dalinoBbiMK pecypcamu. s
3TOro BBEAWTE MyTb K KOPHEBOI Narnke 3Toro Komnbtotepa. Hanpumep, Tak: \\DATA-SERVER\. B aTom cny4ae B 30HY
nobasnatoTca cpasy Bce obwme daiinosble pecypcbl BbIBpaHHOro KOMNbIOTEPA.

Zones > Zone item wizard
1. tem choice 2. Network path

1. Choose which type of items you want to add to zone Office 01
Z Add network paths to zong

NETWORK PATH
MNetwerk path: | Viprint-server\printerol Metwork path
WOATA-SERVER \data\ cperations Remove

JDo6asneHne email

BBeauTe aApec SN1eKTPOHHOM NoYTbl B COOTBETCTBYIOLLEE NOJe U WenKHuTe Jobasume, YTobbl 406aBUTL STOT aapec
B CMMCOK cnpaBsa. Bbl MoxeTe f06aBnATb agpeca AByms cnocobamu: B 06bluHOM popmaTe (Hanpumep,
name@domain.com) uau uenbimm gomeHamu (Hanpumep, @domain.com ob6o3HavyaeT anna@domain.com,
thomas@domain.com 1 T. 4.), 4uto6bl £06aBUTL B 30HY Cpa3y BCe aApeca 3/IeKTPOHHOW NoYTbl B 3TOM AOMEHE.

1. Beibop zanncn m

EMAIL

Email: ivan.ivanov@ussr.su| Email
jacksparrow@blackpearl.com Yaanure
killbilton @venera.gov Ynanute
spiderman@revenges.com Vaanure
@avengers.com ¥aanute

Bbl moxkeTe ,D.O6aBMTb B CMNCOK HECKOJIbKO aapecos 3J'IeKTpOHHOl7I noYyThbl.

[Do6aBneHne npuHTEpa

Bbl MmoeTe 406aBWTb B 30HY NPUHTEPbI ABYX TUMOB. C MOMOLLbIO MOA3YHKA BbIGEPUTE HYMKHbIM TUM NPUHTEPA.

= TCP/IP — v“cnonb3yeTtca ANA NPUHTEPOB, MOAKIOYEHHbIX HAaNPAMYIO K ceTu. Beeante uma u IP-aapec
NPUHTEpPa B COOTBETCTBYIOLLME NOAA. 3aTeM C MOMOLLBIO NOA3YHKa BbibepuTe TN NPOTOKOAA A8 NPUHTEPa
(Raw nnu LPR), a 3aTem, B 3aBMCMMOCTU OT TUMNa NPOTOKO/1a — BBEAMUTE HOMEP NOopPTa UM UMS oYepean.
LUlenkHute [1o6aBUTb, U HOBbIN NPUHTEpP CPa3y e 0TO6Pa3nUTCA B CNMCKe cnpaBga.

= O6bwuli npuHMep — UCNo/b3yeTcsa ANA NPUHTEPOB, AOCTYN K KOTOPbIM NPeaoCcTaB/iferca yepes
KomnMbtoTep. BBeAWTe MMA NPUHTEPA M NYTb K HEMY B COOTBETCTBYHOLME NoAA (Hanpumep,
\\Server\SharingName). LLlenkHuTe [06aBuUTb, U HOBbIV MPUHTEP CPA3Y Ke 0TOOPA3UTCA B CNMCKE CNpaBa.
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Bbl mo¥KeTe 106aBUTb B CMMCOK HECKOIbKO MPUHTEPOB.

1. Beibop zanucu 2. CeTeBble NPUHTEpPLI

NPUHTEP
Tun NpUHTERE:  Mi— OG0 Wma npuHTepa
Vi nputtepa: | Canon a458 Konica Minolta 452 fJetann Wamennte Yaanute

Cetesoii myTs: | \\canon-a458\print]

Appeca Beb-caiitos
Bbl morkeTe ,D,OﬁaBVITb B 30HY aapeca Beb6-canToB. ﬂ,ﬂﬂ Kaxao0ro p,06aBI'IEHHOFO agpeca MOXHO OTAE/IbHO yKa3aTb

ypoBeHb NpumeHeHus npasuia. Hanpumep, ecnu Bbl BBegeTe agpec www.facebook.com,, Bbl moxeTe Bbi6upath 13
CNefyroLLMX BapMAHTOB A/14 MapameTpa YPoBeHb:

=  www.facebook.com/* — Tak Bbl BKItOUMTE B 30HY cam agpec www.facebook.com n ntobbie gpyrve agpeca,
HauYMHatoLWMecs ¢ aToi cTpoku. Hanpumep, www.facebook.com/AAA/, www.facebook.com/AAA/BBB, u

T. A.

= * www.facebook.com/* — TaK Bbl BK/IlOUMTE B 30HY cam agpec www.facebook.com u no6bie gpyrue
afpeca, cogepxalime 3Ty cTpoKy. Hanpumep, www.facebook.com/AAA/, ccc.www.facebook.com/AAA/BBB
MT. 4.

= *facebook.com/* — TaK Bbl BK/tOUMTE B 30HY BCe afpeca, coaepxaliue noactpoky .facebook.com.
Hanpumep, www.facebook.com/AAA/, ccc.facebook.com/AAA/BBB n T. 4.

= ¥ com/* — TaK Bbl BKNOUUTE B 30HY BCE agpeca, CoAeprKalume NoACTPOKyY .com. ITo geicTeue 6aoKupyet
BCe Beb-caiTbl, Yei agpec 3akaHuMBaeTcs Ha .com. Hanpumep, www.facebook.com/AAA/ nnan
www.cnn.com.

Mo yMO/YaHMIO UCTIONb3YETCA NEPBbI BapuaHT, To ecTb www.facebook.com/*.

1. Beibop 3anncu m

BEB-AJPEC

BeB-aapec: | www.safetica.com BeG-agpec

Yposens: | oafeticacom/® www safetica.com/™ e

3. 3aBepwus BBoA MHOOPMaLUK, LLeNKHUTE [0TOBO, YTOBbI A06ABUTL 3N1EMEHT B 30HY. 1A NOATBEPXKAEHUA

v

M3MEHEHUM HAXKMUTE KHOMKY B NPaBOM BEPXHEeM YacTu.

4.6.5. 3awmTa gUCKa

3almTa AMCKa NO3BOASET HACTPOUTD Npasa A0CTyNa 415 N0/b30BaTesIei, KOMNbIOTEPOB UK rPYN NP 0bpaLLeHnN
K CUCTEMHbIM W/ CETEBLIM MYTAM UAKN CETEBbIM AMCKAM, MCMOb3YA NPOCTON Habop npasua. Hanpumep, Bbl
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MOXKeTe BblbpaTb AMCKK, K KOTOPbIM Yy Nonb3oBaTenen byaeT A40CTyn TONbKO A5 YTEHUA, a TaKkXKe BblbpaTb
KOHKpEeTHbIe NyTU UAW NanKu.

3awmTa AMCKa BKAOYaeTcs cieaytowmm obpasom: Protection -> 3auwjuma oucka

Hactpoiku

B pexkmme HacTpoek KOHCO/M 3Ta d)yHKLI,VIﬂ MOKET ObITb BKIHOYEHA UM OTK/IHOYEHA C NOMOLLbKO NON3YHKa B
3aro/ioBKe 3TOro aKpaHa.

C nomoLubto Non3yHKe /lo2uposaHue Bbl MOXKETe BKAKUNTL perncrpaumio AEVICTBMVI A0cTyna. 3anucu 06 3Tnx
,ﬂ,eﬁCTBMHX MOXHO NPOCMOTPETb B pexxmnme BnU3yannsauun.

A HACTPOWKW BEAEHWA XXYPHANA

Noruposaue: M=l BxitoueHo

nyTu

[N\ OTKNIOYEHNE CUCTEMHOTD ANCKa MOKET NPUEECTH K HEMCMPABHOCTI BAXHEIX NPOrpamm. 3Th HACTPOIKK ByAyT MTHOPMPOBATECA HA KOHEUHO CTaHLMM,

Jobasute nokaneHeii nyTe @ JobaeuTe cetesoil nyTe

MyTs Aecryn
El NokanbHbie nyTH

cihbackup BT}l TO/BKC HTEHWE YaanuTe

D:\datat01 —a—T0 Paspewinte Ynanute
El Ceresbie nytu [—=—=—a Hacnegosate

‘backup-server —a—{l Pazpeiinte Ynanute
= Ouckwn

A Bl 3anpeTuTe

B Bl 3anpeTuTe

C BTl TonbKo 4TEHWE

D BTl T0bKO HTEHNE

E =88 3anpeTuTh

MNpasuna nyrei

Bbl MOKeTe HacTPOWTb Npasa A0CTyna 445 NyTeil Tpex TUMos.:
= JloKanbHele mymu — obo3Havatowme nanku Ha camoi paboyeit ctaHumm (Hanpumep, D:\Folder\name).

= Cemesble nymu — 0603HayatoLLMe Nanku, NpeaocTaBieHHble B COBMECTHbIN CETeBOM A40CTyN. 3T NyTH
HY>KHO BBOAMTbL B GopmaTe ceTeBOro agpeca (Hanpumep, //Shared/Folder).

®  JluCKu — 34ecCb YKa3blBAeTCA CUCOK BYKB, 0603HaYaOLLMX AUCKU. /19 KayKA0ro OTAEAbHOMO AMCKA MOMKHO
HacTpouMTb Npasa focTyna.

= 06s0a4YHble XPAHUAUWA — 34ECb Bbl MOXETE YKa3aTb HAaCTPOMKM A0CTYNA K JIOKA/IbHbIM Mankam, /s
KOTOPbIX HACTPOEHa CUHXPOHU3aLLMA C NoAAepPKMBaEeMOl 0bnauyHol cnyxboi. MoaaepknsatoTca
cneayolwme obnayHble cnyxkb6bi: OneDrive Personal, OneDrive Business, SharePoint, Google Drive, Dropbox
1 Box Sync. Bbl MOXeTe HacTpOMTb NpaBa A0CTyna cpasy A5 BCeX NoAAePKMBaEeMbIX CYK6 uan ans
KaXKA40M U3 HUX OTAENbHO.

MpumeuaHue. [ns Kaxicdoli omoenvHoli 0b6aa4Hol cayxrcbbl 8 mabauue yKa3aHO KOAUYECmMa0o 8bI6PAHHbIX 8
depese KOMMbIOMePO8, HA KOMOPbLIX YCMAaHo8seH coomaemcmayouuli 06aa4HbIb KaueHm.

34ecb AOCTYMHbI CeAytoL e BapuaHTbl HACTPOMKKM AoCTyna:

*  Hacnedosamb — yHKUMA He HacTpamBaeTcs. HacTpoiKu HacneaytoTcs OT rpynnbl 60/1ee BbICOKOro
YPOBHS.

= 3anpemums — y NOAb30BaTesNeit HET JOCTyNa K AUCKAM UAU NYTAM.
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" Tos16KO YmeHuUe — NMoNb30BaTelb MOXKET TOJIbKO MOCMATPMBATL U YMTATb AaHHbIE HA 9TOM AUCKE UK NO
3TOMY NyTwH. OH He cmoXKeT COXPaHUTb AaHHblIE Ha 3TOT AUCK UK B 3TOT NYTb.

= Pa3pewumb — 3TOT AUCK WM 3TOT NyTb AOCTYMNEH NOAb30BaTeNt0 A5 AN Nt0bbIX onepaLumi.
Bbl MOKeTe f06aBUTb JIOKaNbHbIM MyTb C MOMOLLbIO KHOMKY Jo6asume a10KaAAbHbIU Mymeb.
Bbl MOKeTe [06aBUTb CETEBOM NYTb C NOMOLLbIO KHOMKY Jobasums cemegoli nyme.
Bbl MOXeTe HacTpPOoWTb NpaBa AOCTyNa 418 KOHKPETHbIX AUCKOB (0603HauYeHHbIX 6ykBamu) B pasgene JUCKK.

MpumeyaHue. Ecnv Bbl BBEAETE B Ka4ecTBe NapameTpa byKBY CUCTEMHOTO AMUCKa, Ha paboyelt CTaHLMK MoryT
3a6/10KMPOBATLCA GYHKLMM ONEPALMOHHOMN CUCTEMDI.

Busyanusauusa
B pexnme Bnulyannsaumnm npencrassieHbl cieayrowme guarpaMmmel:

= Ton nonv3zosamerseli — COAEPMUT CNUCOK NOJIb30BaTENEN, A/ KOTOPbIX CyLLecTByeT 60/blue BCero
3anucei (oo 7 nonb3osatenen).

®  Haubosee aKMUBHbIE MPUAOHEHUS — COAEPHKUT CIUCOK NMPUNOKEHUI, KOTOPbIE NO/Ib30BATE/U Yalle BCErO
MCMONb3YIOT ANA paboTbl ¢ paitnamu (40 7 NPUNONKEHUIA).

= Ton onepayuli — CNMCOK CaMbIX PAacnpPOCTpaHeHHbIX GaiNoBbIX ONepaLuii.

" BpemeHHaA WKana ¢alinossix onepayuli — COAEPKUT pacnpesesneHne Koanyectsa Gpaiiosbix onepawui
no BPeMeHM!.

Kaskzan 3anuncb coaepKUT HECKO/IbKO TUMOB MHGOPMALLMK, NpeacTaBAeHHOM B dopmaTe CTON6L0B:
= Jlama u epems — [ata v BPEMA PerucTpaumm 3anmcu.
= [IK — “MA KoMMbloTepa, Ha KOTopom bbina caenaHa 3anmcsb.
" VIMA nonvb3osamess — UMA NONb30BATENSA, NOA YYETHOM 3aMUCbio KOTOPOTO Bbla caenaHa 3anuch.
= [lpusnoxceHue — Ha3BaHWe NPUIONKEHUSA, KOTOPOE UCMONb30BaO0 MyTb AOCTYNA MU AUCK.
" JcmoYHUK — MMA U pacnosioxkeHue dalina, K KOTOPOMY NMPUMEHANACh onepauus.
= Mecmo Ha3HaYyeHUs — LiesIeBOe Pacrno/oXKeHre ANa onepauuii KONMPOBAHUA U NepeMeLLeHus.

=  Onepayua — TUN BbIMNOJHEHHOW onepaunn aoctyna: Omxpsime ¢palisn, YoaneHue ¢alina, lNepemeuweHue
¢atin, 3anucame, Yumame.

= [lelicmeue — Ha3BaHMWe BbINOJHEHHOrO AelcTBuA: 3anpemums, Tecmosell, Yeedomaames, OmKa4ume,
Lugposame

= Tun UCMOYHUKA — TUM UCXOAHOrO NyTU K daiiny: /lokanbHeli nyms, Cemesoli nyms, USB, FTP, CD/ DVD,
Lpyeue sHewHue, Web, O6s1a4HbIl Ouck, YoaneHHas nepedaya.

" Mcxo0Hoe ycmpolicmeo — Ha3BaHWE MCXOAHOTO YCTPOMCTBA.

= Tun adpecama — TUN NyTU Ha3HadeHua ana daina: /lokansHeil nyme, Cemesoli nyme, USB, FTP, CD/ DVD,
Lpyeue sHewHue, Web, O6sa4HbIl Ouck, YoaneHHas nepedaya.

" YCmpoUcmeo HA3HaQ4YeHUA — Ha3BaHWe ueneBoro YCTpOVICTBa.

Y3HaTb 60/blle 06 nHTepdence BU3yannsaLmnm Bbl CMOXKETE B rnaBe Pexcum eusyaausauuu.
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4.6.6. KOHTpONb YyCTPOCTB

®YHKLMA yNpaBaeHUA YCTPOWCTBAMM NO3BOAAET BKAOUUTD MU OTKAOUYUTL UCMOIb30BaHME BHELLIHUX YCTPOMCTB
pa3HbIX TUMOB M/UAK AOCTYN K HUM. [locTyn K ycTpoiicteam USB, Bluetooth, FireWire 1 nepeHoCHbIM ycTpoiicTBam
nog ynpasneHmem OC Windows MOKHO peryanpoBatb Yepes GyHKLUNUIO 30HbI.

B pexkume HaCTpOVIKVI KOHCOJ1N Bbl MOXXeTe OTK/IIO4YUTb U BKTKOYUTDL 3TY d)\/HKLI,lMO, MCNOob3yA NONOCY NPOKPYTKU B

3aro10BKe 3KpaHa.

- QCHOBHAA MHOOPMALIMA

KoHTpone ycTpoiicTe NO3BOAAET paspeLumnTe UK 3aNPETHTE HCNONB30BAHKE W AOCTYN K Pa3NMYHBIM TUNGM BHELUHWY YCTROCTS. Bel MoxeTe ycTaHosuTe gocTyn k USB-ycTpoiicTeam, noptaTneHe

A HACTPOWKW YCTPOWCTB

HacTpoiikn no ymMon4aHum moryT BeiTe SMEHEHSI B Kaxoil 30HE.

JloBaenenne ycTpOWRCTE WAN PEAAKTHPOBAHIE 30H

Viraa 30HEI Onywa

45 Allowed (0) [Fw-m-m-m-m Hacneaosats
P Denied 0 [CHe-m-m-m-m Hacneposats
dp He 5 30me (1) [CHe-m-m-m-m Hacnegosars

PACLUMPEHHBIE HACTPOWKMN

>

Ycrpoiicreo
= ¢ use
= 3anomuHaloulee yorpoRcTEo
(HeT aanHbix)
= Mpoune(ne ncnonwsyerca noautkkamm DLP)
(HeT gaHHex)
E {8) Windows Portable Devices(ne ncnonbsyercs nonutikamm DLP)
(Her ganHer)
1" Firewire(ne ucnonb3yerca nonutikamm DLP)
(HeT gaHHBR)
=] 0 Bluetooth(ne ncnonbsyerca noamtnkamn DLF)
(Het paHHbE)

Momumo gainossx cuctem NTFS: =] Pazpeints

Hactpoiiku nopros

USB: m-a-m-a-al Pazpewnte
YCTpOACTBO YTEHWA KapT namaTy:  E-E=E-EIH TecToBbIf pesknm
Windows Portable Devices: B=m=m{TH=E YBEACMNATE
CD/DVD: B=m{HE=m-0 TONbKO YTEHHE
Firewire: wjilm-n-m-m 3anpetuTe

IR yeTpoiicTeo: w=jl-a—m-m 3anpetuTe
Bluetooth: B=l-8—B-8 3anpeTuTs
COM: B=l-8—B-8 3anpeTuTs

LPT: B=l-8—B-8 3anpeTuTs

HacTpoiiku ycrpoiicts

B aTOM pasgene Bbl moXKeTe I'IO,D,pO6HO HaCTPOUTb OCHOBHbIE NapaMeTpPbl ynpasaeHnA yCTpOVICTBaMM.

= Hacmpoliku ycmpolicme no ymoa4aHuto — 34echb Bbl MOMKETE YKa3aTb, KakuMe napameTpbl yrnpasieHus
YCTPOWCTBaMU BYAYT U3HAYANbHO NPUMEHATLCA AN HOBbIX BHELWHUX YCTPOMCTB. PYHKLMA HACTPOIKM
YCTPOWCTB NO3BO/IAET BbIOPATh CAeAyHoLMe BapuaHTbl B KAYeCTBE HACTPOMKM N0 YMONUYAHMIO:

o Hacnedosams — HACTPOMKKU HacNeayoTCA OT POAUTENbCKOM Fpynmbl.

o 3anpemumb — YTeHMEe U 3anNnUCb Ha BHELLIHUX YCTpoﬁCTBaX 3anpelleHbl.

o TonbkKo YmeHue — ANA BHELWHero YCTpOVICTBa A0NyCKaeTCA TO/IbKO YTeHUE, HO He 3anucCb.

o Yeedomsaame — npu UCNO/b30BAHUM BHELIHEro YCTPOICTBA NO/Ib30BaTe /b YBUAUT YyBeAOM/IEHNE B
[MaNoroBoM OKHe, Npu 3Tom byaeT co3gaHa COOTBETCTBYOLAN 3aMuch.

o Tecmosblli pexcum — [EUCTBYET TaK }Ke, KaK U NpeaplayLmii BapuaHT Yeedomaame, HO
No/ib30BaTE/b HE MOyYaeT HUKAKUX NpeaynpexaeHnii. CosgaeTca TONbKO 3anucb PerncTpaLmm.
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ITOT peskMm npegHasHayeH Ans TeCTUPOBaHMA HAaCTPOEK.

o Paspewumb — YTeHWE 1 3aMUCb HA BHELUHWX YCTPOMCTBAX pas3peLLeHbl.

otn HaCTpOﬁKM 6y,CI,YT NMPUMEHATBLCA KO BCEM BHELWWHUM yCTpOﬁCTBaM, AONA KOTOPbIX OHN He 6bI M U3MEHEHDI
OoTAEeNbHO.

B HacTpoliKax No yMOYaHUIO MOMKHO yKa3aTb CMIMCOK 30H U CMIMCOK YCTPOMCTB B 3TUX 30HAX. 1A KaxA0M 30HbI,
BK/IOYEHHOW B Tab/1MLy, Bbl MOXKETE HAaCTPOUTb MPaBa AOCTYMNa K BHELIHMM YCTPOMCTBAM 3TOM 30HbI. Bce napameTpbl
3[1eCb Te XKe, YTO U A1 HACTPOMKM NO YMOIYAHUIO.

MpumeyaHue. Mo HO UCM0Ab3080Mb 8/10XEHHbIE 30HbI. HaCMpOoUKu, yKa3aHHbIe 0718 30Hbl HUXHe20 YyPOB8HH,
umetrom 6osee 8bicoKkull npuopumem, 4em 0715 ee pooumesnbCKoli 30HbI.

LLlenkHUTe KHOMRY JobasaeHue ycmpolicma uau pedakmuposaHue 30H, YTobbl NepeiTu K pexkumy 3oHa. 34echb Bbl
MOKeTe BbICTPO CO34aTb HOBbIE 30HbI MM U3MEHUTb COAEPKMMOE YIKE MMEIOLMXCA. KaxKaan 30Ha MOoXKeT
cofeprKaTb BHELWHMWE YCTPOMCTBA CAeAy oW MX TUNOB:

PaclumpeHHble HaCTPOMUKH

B 3TOM pasgene Bbl MoXeTe 6os1ee NoApPOo6HO yKasaTb rnobasibHble HACTPOWKM A4 JOCTYNa K YCTPOMCTBAM
KOHKPETHbIX TUMOB UAW K GaitnoBbiM cucTemam, oTanuHbIM oT NTFS. Hanpumep: FAT32, ext3, ext4 n T. 4.

[ns apyrux ¢alinoBbIX CUCTEM MOXKHO BbIGpaTb Clefytolime pexmnmbl 4OCTyna:
®  Hacnedosamb — HACTPOWMKM HAacNeLytoTCs OT POAUTENIbCKOM rpynmbl.
= 3agnpemume — JOCTYN K YCTPOMCTBaM ¢ $paiioBoi cuctemoit, oTanyHol ot NTFS, ByaeT oTKIoYeH.
= TosbKO YmeHue — [OCTYN K YyCTPOMCTBaM ¢ GpalinioBoi cuctemom, oTanyHoM oT NTFS, TONIbKO /15 YTEHUA.
= Paspewums — AOCTYN K ycTponcTBam ¢ GpainoBol cuctemom, otanmuHon oT NTFS, 6yaeT BKAtOUEH.
MpumeyaHue. 3mom napamemp umeem Haubosee 8bICOKUL MpUOPUMEM 8 3MOM pexcume MPocMmompa.

[Ns KaXKaoro TMna BHELWHWX YCTPOMCTB (MopTa) MOXKHO HACTPOUTL NapaMeTpbl, YKasaHHble B HAaCTPOIMKax no
ymon4yaHuwo: Hacinedosams, 3anpemums, Tosneko ymeHue, Yeedomaame, Test Tecmoselil pexcum, Paspewume.

Tunbl ycTpoICTB (NopTOoB):
= USB-Hocumenb
= Ycmpolicmeo ymeHus kapm
= Windows Portable Devices
= (CD/DVD
= FireWire
= IrDA
=  Bluetooth
= COM

= LPT
MpumeuaHue. Hacmpoliku nopmoe umetom 6osee HU3KuUl npuopumem, yem Hacmpoliku 30H. Hanpumep, ecau USB-

MopmMel OMKAOYEHBI 8 HACMPOUKAX MOPMO8, HO 0MOEsIbHO BKAOYEHbI 04151 KOHKPEmMHOU 30Hbl, Mo 8 amoli 30He
ucnonv3osaHue USB-nopmos b6ydem paspeuwieHo.
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Busyanusauyua

CoxpaHATCA 3anNmncK 0 BCeX onepaLmax 4oCcTyna K yCTPOMCTBaM, onpeaeneHHbIM B peXXunme HacTpoek. B pexnme
BM3ya/iM3aumu NpeacTas/ieHbl cieaytowme anarpammbl:

= Ton nons3zosamesell — COAEPKUT CMUCOK NO/Ib30BaTE e, A1A KOTOPbIX CyLiecTByeT 6o/blue BCero
3anucen.

= Ton Oelicmsuli — [ONA BbINOJIHEHHbIX AEMACTBUI C BHELUHUMM YCTPOMCTBAMM.
= Haubosee 4acmo ucnoses3yemole murnsl ycmpolicme — [0NM TUMNOB UCMOb3yEMbIX YCTPOMCTB.
= Jlyqwue nonumuku 6esonacHocmu — Hambosiee YacTo NpUMeHsemble MOANTUKM Be30nacHoCTH.

= Ton 3a6/0KUPOBAHHbIX M0/b6308aMesel — NoaAb30BaTe M, 418 KOTOPbIX Yalle BCero NnpMmeHsnach
610KMpPOBKa.

Karkaas 3anmcb COAEPKUT HECKOJIbKO TUMOB MHbOpMaL MK, NpeacTaBieHHoW B dopmaTe cTon6L0B:
= [flama u epema — [aTta n Bpema peructpaumnm sanmcu.
= [IK — umAa KoMnbloTepa, Ha KOTOPOM bblsia caenaHa 3anuchb.
= /ImMA nosnb3osamesns — UMA NOJb30BaTeA, NOA yYETHOW 3aNnCbio KOTOPOro 6bina caenaHa 3anuchb.
= Tun ycmpolicmea

=  OnucaHue — noapobHoe onmcaHue ycTpoiicTea. LLLesKHYB No onMcaHuio yCTPOICTBa, Bbl yBUAUTE
noApo6Hyo MHOOPMaLMIO O HEM. 34ECb MOMKHO YKa3aTb, K KAKMM 30HaM AO/IKHO NPUHAA/IEKaTb 3TO
YCTPOWCTBO. [1/18 3TOr0 HaXKMUTE KHOMKY Pe0aKmMuposams 30Hy U OTMETbTE HYKHbl€ 30Hbl.

= [lelicmeue — yKa3bIBaET, YTO YCTPOWCTBO 6bIN0 MoaKAtoueHOo, OTKAOUYEHEHHbIN, HoCcUTeNb NOAKAIOYEH,
[ocTynHo ans uteHuns, 3anmcaTb.

= Jluckosod — Kakasa byKBa AMCKa bblna NPUCBOEHa 3TOMY YCTPOMCTBY.

= YdeHmucgpukayusa ycmpolicmea — VAEHTUOUKATOPbI UMET caeayowmii GopmaTt: <uaeHTuduKaTop
npou3BoAUTENs>-<UAEHTUOUKATOP NPOAYKTa>-<CePUMHbIN HOMepP>.

= BeHOOp — HaMMeHOBaHMe MOCTaBLLMKA YCTPOMCTBA, BK/OYaA NAEHTUOUKATOP.

= [lonumuka 6e3onacHocmu — yKa3blBaeT, Kakan No/iMTUKa 6esonacHoCTM bblia NpMMEHEHa A41a 3TOro
aencreus.

" lpunoxceHue — yKa3blBaeT, B KAKOM MPUIOXKEHUN BbINOJHANOCH ,D,GI?ICTBVIE.

" [Ipu4uHa 02PAHUYEHUA — KaKOW PeXMM OrpaHuYeHuid MPUMEHACA AN 0TKasa B 4OCTyNe K BHewWwHemy
YCTPOMCTBY: NOPT, YCTPOMCTBO, palinoBas cuctema, He yaanocb pa3baokmMpoBaTb ¢ nomoupbto BitLocker.

= Tun uHmepdgelica — TMN BHELWHEro yCTPOICTBa, @ UMeHHOo: USB, Bluetooth, FireWire, IrDA, LPT, COM.

Y3HaTb 60/blle 06 nHTepdence BU3yannsaLmnm Bbl CMOXKETE B rnaBe Pexcum eusyaau3ayuu.

4.6.7. Yctpoucrtsa BitLocker

3Ta PpyHKLMA NO3BOAAET NPUMEHUTb K USB-anckam wndposaHme BitLocker. Bbl moxkeTe npeaocTtaBuTb A40CTyn K
3aWndPOBAHHBIM YCTPOMCTBAM KOHKPETHbIM NO/1b30BaTeIAM, KOMMbIOTEPAM AW Fpynnam.
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WundposaHue ycTpoiicte

Bbl MoKeTe HacTpouTb WindposaHmne USB-ANCKOB, MOAKIOYEHHbIX K KOMMbIOTEPY, HA KOTOPOM YCTaHOB/IEHDI
KOHCO/1b U/ K/INEHT.

MpumeyaHue. Komnetomep, HO KOMOPOM 8bIMOMHAEMCA KOHCOb U Bydem npumeHAMsCA WugpposaHue, 00MHeH
noddepxcusame yHKyuto BitLocker (Windows 7 Ultimate, Enterprise, Windows 8/8.1 Pro u eeiwe, Windows 10 Pro
u eblwe, Windows Server 2008 R2 u gbiuie).

Bbl MmoKeTe f06aBUTb B CNMCOK yCTponcTB BitLocker BHeWHWE ycTpoicTBa M3 30H, HaXKaB Ha KHoMKRy Jobasume.

Bbl moXKeTe yaanutb yCTpOVICTBO M3 CNUCKa C NOMOLbKO KHOMKA Yoanume.

LUMd)pOBaHMe Ha KOHeyHoOM TOYKe, rae yCTaHOBJ/1IEH K/IUEHT
1. MepenguTe Ha BKNaAKy Protection -> Ycmpolicmea Bitlocker.
2. HasHauybTe pnew-HakonNuTenb NOb30BATE/NO, KOMMbIOTEPY UK Fpynne.
3. Bblbepute Lugpposams ana dnel-HakonuTensa ¢ NOMOLLbIO NON3YHKA B KONOHKe Jelicmeaue.

4. Tenepb dpnew-HakonmTenb byaeT WndposaTbCA NPU NOAKAOYEHNUM K KOMMbIOTEPY, KOTOPOMY OH Ha3Ha4eH.

WndposaHue Ha KOMNblOTEpE, FAE YCTAHOB/IEHA KOHCO/b

1. OTKpoOliTe KOHCO/b C NPaBaMKn aAMMUHUCTPaTOpPa.

2. NopkntounTe dhneww-HakonuTe b K KOMMbIOTEPY, HAa KOTOPOM PaboTaeT KOHCO/b.
3. MepenauTe Ha BKNaaky Protection -> Ycmpolicmea Bitlocker.
4

Bbibepute LLupposames pnsa Gnelu-HakonUTeNA € MOMOLLbIO NMO/3YHKa B KOIOHKe Jelicmeue. PneLu-
Hakonutenb 6yaeT 3awndpoBaH.

Ha3sHaueHue AocTtyna

BbinosHMTE Ha3HaYeHWe C NOMOLLbIO NOA3YHKA Ha3Hayumes B Ta6}'IVILI,e CO CMUCKOM YCTpOﬁCTB. Joctyn K
3aLLIM¢pOBaHHbIM d)lIELIJ-HaKOFIVITenﬂM npeanocTtaBaAeTCcA TO/IbKO NOb30BaATENAM, Tpynnam U KOMMNbOTEPaAM,
BblAeNIeHHbIM B AepeBe nonb3oBaTenem.

[Doctyn K 3awmndpoBaHomy dpaeL-HaKonuTento

Ha KomnbloTepax, KOTOPbIM Ha3HAYeHO YCTPOMCTBO XpaHeHus, Gpael-HakonuTelb aBTOMaTUYECKM pa3biokupyercs
(npepocTasnserca ans 4OCTyna) cpasy nocse NoAxAYeHns. Ha KomnbloTepax, KOTOPbIM He HasHadeH daew-
HaKOMMTEe b UM Ha KOTOPbIX HE YCTaHOB/EH KANEHT, A5 A0CTYNa K 3TOMy deLl-HakonmTe o Heo6xo4Mmo BBECTH
naposb.

MpumeyaHue. USB-Hakonumesnb asmomamu4ecku pa3baoKupyemcs 0axce Ha KOMblomepe ¢ YyCMaHo8aeHHOoU
KOHCO/1b10.
dKcnopT naponen

Maponn ana dael-HakonuTenein MosKHO SKCNOPTUPOBaTh. BbibepuTe B CMCKe COOTBETCTBYIOLWME dieLl-
HaKoMuTeNu, KoTopble 3aWndPOBaHbI, HAXKMUTE IKCIopmM U coxpaHuTe Tabauuy CSV ¢ naponsmu.
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4.6.8. Ancku BitLocker

BitLocker ncnonb3syetcs ana ¢msnyeckoro WndpoBaHUs N0ObIX CUCTEMHbIX ANCKOB U AUCKOB AaHHbIX,
NOAK/MOYEHHbBIX K KOMMbloTEPaM. ITO MHCTPYMeHT Microsoft. bonee nogpobHan nHpopmauus o BitLocker soctynHa
no ccblsiKe.

MpumeyaHue. LLlughposaHue ducka Bitlocker MoxHO UCnon16308aMb MOALKO HA KOHEYHbIX PA6OYUX CMAHYUSAX C
Windows 7 Ultimate, Windows 7 Enterprise, Windows 8 Pro u Windows 8 Enterprise, Windows 10 Pro u 6osnee
HOBbIMU onepayuoHHbIMu cucmemamu Windows, eknatoyas eepcuu cepsepos. Bitlocker He coemecmum ¢
OUHaMU4eCcKUMU OUCKaMU.

A YNPABAEHME BITLOCKER

Monvmnka widpoearns: m—s—a Wagposanne sce pnckos (@)
locTyNHbIE £3pUaHTY AR BLIBPaHHOT NOMATIKL:
Cucremmuii ance =——a TPM+Pin [
Mapons kak anstepraruea  W—= Her @)
USB-kniou kak ansTepaties: i Her )
Mepermnars: —ak @
13 Locrynen Us.. |Mapons accrynen TPM gocrynen TPM-Pin ac... |Mapons ans .. Lens Crarye Moapotrocrn Mckntouerme Aeiicrane | Boccranosnenne
DESKTOP-FETOA3G - Her GPO - - Ocnosoti  Heuseecto Pacuigposano Oeranu  [—8—a Yuacnegosar

YnpasneHue BitLocker

Monutuka wndposBaHua

34ecb Bbl MOXKETe HacTPOMTb NOAUTUKY BitLocker. BbibpaHHasa noanTnKa byaeT NPUMEHATLCA U BHEAPATLCA Ha
nepeyYncneHHbIX HUXKE KOMMbIoTepax, ec/iv OHM NOAAEPKMBAOT BbIOPAHHYIO NOUTUKY. [INA TeX KOMMbIOTEPOB,
KOTOpble ee He MOAAEPMKMBAIOT, MOXKHO BblBpaTh Apyrre BapuaHTbl. JOCTynHbI CieayoLme NoNAUTUKN:

= Pacwugposame — paclumdpoBbIBAET CUCTEMHbBIN AUCK U BCE ANCKU AaHHbIX.

= UlugpposaHue 8cex OUCKO8 — WNPPYET CUCTEMHbIN ANCK C NOMOLLbIO BbibpaHHOro meToAa (cm. ganee) u
WNPYET AMCK AAHHbIX C MOMOLLbIO C/TyYaiHbIM 06pa3oM CreHepUpPOBaHHbIX KAtoUen. JUCKM AaHHbIX
pa3boKMpPYOTCA aBTOMATUYECKM Nocae pa3boKUPOBKM CUCTEMHOIO AUCKa.

= JughposaHue Ouckos — WndpoBaHNE NPUMEHAETCA TONIbKO K AUCKAM AAHHbIX.
HacTpoiiTe ogHy U3 cneayowmx onunii B COOTBETCTBUM C BbIBPaHHOM NMOAUTUKOMN:
= CucmemHblil Ouck — BbI6OP MeToaa Pa3bNOKMPOBKM CUCTEMHOIO AMUCKa:

o Mapone. lNpu 3anycke MK nosas3oeamerto npedsaeaemcs 86ecmu rnaposis, YCMAHOB8/1eHHbI(
rnosvb3oeamesnem npu NPUMeHeHUU MoAUMUKU.

o TPM. CucmemHbili duck 6yoem asmomamuyvecKku pa3baokuposaH npu 3anycke. [lapoas xpaHumcsa
Ha modyse 3auwumeol TPM.

o TPM+P. Maponas xpaHumcs Ha Modyse 3auyumsi TPM ¢ dononHumesnsHol 3aujumoti PIN-kodom.
Mpu 3anycke MK nonszosamento npedaazaemcs esecmu PIN-K00, ycmaHoeneHHbIl
rnosv3osamesem npu NPUMeHeHUU noaumuKu.

= [laposb KAk anbmepHamuea — naponb byaeT yCTaHOBNAEH KaK a/ibTEPHATUBHbIN cnocob pa3bioKnMpoBKu
CUCTEMHOTO AMCKa. OTOT BapMaHT MOXKHO HAaCTPOUTb TO/IbKO B TOM C/ly4ae, ec/iv BblbpaH meTos,
pasbnokmposkn TPM nnn TPM+Pin.

MpumeyaHue. Smom eapuaHm ocmyneH MosbKo Ha Komnsitomepax ¢ cucmemodl Windows 8 u 6osee
no30HuUx sepcudi.
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= USB-K/0Y KOK anbmepHamuea — KoM, XpaHawmiica Ha USB-HakonuTene, 6yaeT ycTaHOBMEH Kak
a/IbTEPHATUBHbIN cNOCO6 Pa3bIOKMPOBKN CUCTEMHOTO AUCKA.

MpumevaHue. 3mom sapuaHm docmyrneH MosbKo Ha komnstomepax ¢ OC Windows Vista, 7 u 6onee
no30Hux sepcudi.

= [lepeHumame — Safetica npMHMMaET NoA, CBOWM KOHTPO/Ib ANCKK, paHee 3aWndpPOBaHHbIE C MOMOLLLHO
BitLocker, Ho 6e3 yuacTus Safetica. Ctapble MmA 419 BXOAA U K/OUYM BOCCTAHOBAEHUS ByayT yaaneHbl 1
3aMeHeHbl HOBbIMM B COOTBETCTBMM C YCTAHOBAEHHOM NONUTUKOM. ECIM 3TOT NapameTp He aKTUBEH,
HeKoTopble MOMbITKM WKUdPOBAHUA MOTYT 3aBEPLUMUTHCA OLIMOKON.

CnNMUCOK KoMNblOTEPOB

CnMCOK BKNKOYAET BCE KOMMbIOTEPDI, HA KOTOPbIX YcTaHOBAEHa Safetica, M cogepkuT rpynnbl, OTMEYEHHbIE B AEPEBE
nosib3oBatesieit. [1ns KaxAoro KOMMbOTEPa YKasblBaeTcs noapobHas MHGopmaumsa o TeKyLLem coctoaHum BitLocker
Ha COOTBETCTBYIOLLLEM KOMMbtoTepe. Hanprmep, Kakue KOHKpeTHble napameTpbl 6e3onacHocTy BitLocker
NoALEPKMBAET KOMMbIOTEP M 3alMbPOBAH N OH.

[ns Kax4oro KOMNbIOTEPA MOYKHO YCTAHOBUTb UCKIOUYEHUE:
" MeHopuposamb — MONUTMKA LWUNMPPOBAHUA He ByAET NPUMEHATLCSA K COOTBETCTBYHOLLEMY KOMMbIOTEPY.
®  Pacwugposams — BCe AWCKM HA COOTBETCTBYHOLLEM KOMMNbIOTEPE BYAYT 3aluMdPOBaHbI.

Bbl MOXKeTe yCTaHOBUTb UCKAOYEHME, NCNOJIb3YA NepeKkatoyaTenb B CTOI'I6LI,e C TEM e UMEHEM.

Pe3epBHana Konua nuHpopmaumm o BoccTaHoBeHun BitLocker

B 3TOM pasgesie Bbl MOXKETe HacTPOWUTb pe3epBHOE KonuposaHue uHbopmauun B Active Directory mam skcnopT B
YKasaHHyto nanky. PesepsHoe KonmposaHue B Active Directory Hy»HO BKAKOYUTD.

MpumeyaHue. Ecau 0aHHble, He0bX00UMble 0715 80CCMAHOB/EHUS, Bbiau IKCTOPMUPOBAHLI 8 KOPHEBYIO MAMKY
MoodKoYeHH020 USB-0ucKa, 3mom OUCK MOXCHO UCM0/ab3080Mb 0718 80CCMAHOBAEHUA 00CMynad K
30WUHPOBAHHOMY OUCKY.

5. KnueHr

5.1. Ainanorun onoBeLweHni

Safetica Protection un Safetica Enterprise otobpaatoT MHbOopmaLumo AN NoAb30BaTeNEN O 3anpeLLeHHbIX UIn
paspeLUeHHbIX A4eMCTBUAX C MOMOLLbIO AMA0rOBbIX OKOH.

Ounanorv oTobpakatoTcs B MpaBoM HUMKHEM yray pabodero ctona. Cylw,ecTsyeT MHOXECTBO TUMOB TaKUX AMaNoros.
Kaxablii guanor TpebyeT pasnnMYHOro B3aMMoAEeNCTBUA C Nosib3oBaTenem (NoATBepKAeHMe, OTKNOHEHMeE, BbIBop 13
onuui Unn nyTen).

Mpumep AManora onoseLeHus:

X
Application blocked

Application: Atomic Tanks

More information
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LLlenkHyB ccblniky [TodpobHee, Bbl yBuanTe 6onee noapobHyo nHGopmaLmo:

D Mpunoxerne 6bino 3abnoknposBaHo

1 Bnokwor
53 cawindows\System32\notepad.exe

Mcnonb3oeanne npunoxesus BAokHoT 3anpelleHo nonnTkkol besonacHocTy.

370 AeicTBIE NPOTMBOPEYHT NOAMTUKE Ge30NacHoCTX U BYAET 3aNUcaHo B XypHa.

ralt:
s

OﬂOBeLU,eHMe npu paGOTe C 3aljMeHHbIMU AaHHbIMU

Korpa nonbsosatenb OTKpbIBaeT AaHHble, 3aLLMLLIEHHbIE MOAUTUKONM 6e30NacHOCTU, NOABAAETCA AMAN0r0BOE OKHO C
MHpopmaLmen:

Opening of this file may affect
your work

] Microsoft Excel
(] Bookxlsx (Internal and Confidential)
@ Restricted network access

[] Remember selection for this application and data

Maore information

Haxkmute More information (JononHumensHaa uHgopmayus), 4Tobbl yBuaeTb 6onee noapobHy0 nHPopmaumio 06
OrpaHMyYeHmaAX, NPUMEHAEMbIX K MPUIOKEHNIO:

ﬂ Opening of this file may affect your work

=] Microsoft Excel
] Bookuxisx (Internal and Confidential)
@ Restricted network access

The file Book.xlsx contains protected data of category Internal and Confidential.
Opening of this file will restrict some actions in this application and may affect your work.

Opening of this file will restrict this application’s access to network.

New restrictions:

(O]l j[eff: Ji= ]

[[] Remember selection for this application and data

& admin@example.com @
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Cnepytowme NMKTOrpammol obo3HavatoT 3anpeTbl UK OrpaHNUYEHNA B NPUIOKEHUN NPU pa60Te C 3alMuleHHbIMUA
AaHHbIMMW:

HaaB Ha MMKTOrpammbl, Bbl yBUAUTE 06BACHEHWUA COOTBETCTBYIOLLMX 3aMPETOB UM OFPaHUYEHUI:

. - . . x
Application restriction
The following restrictions are applied to application Microsoft Excel for security reasons:
CD/DVD burning blocked v
ﬂ Data transfer blocked A
Reason for restriction:
* Opening of protected file Book.xlsx. The data category is Internal and Confidential.
In case you do not work with protected data any more, you can remove the restrictions by
restarting the application.
ﬁ Disk access blocked N\
@ Email blocked v
@ Network access blocked WV
é Printing blocked N
-I Screenshot blocked N
You can view more details by expanding the respective sections.
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