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1. ESET NOD32 Antivirus

B pe3ynbTaTe pocTa nonyaapHoctn Unix-nogobHbIxX
onepauMOoHHbIX CUCTEM CO34aTeNn BPeOoHOCHbIX NMPOrpaMmm
CTaNu aKTUBHee pa3pabaTtbiBaTb BUPYChI 414 3TOM
nnatpopmbl. Mpunoxenne ESET NOD32 Antivirus
obecneumBaeT MOLWHYO 1 3PDEKTUBHYIO 3aWMTY OT Yrpos.
OHo TaKKe mo¥KeT 0bHapyxunBaTb yrposbl ana Windows,
3almMLLas nonb3oBartenen Linux Bo Bpema B3aumoaencremsa ¢
nonb3osatenamv Windows n Hao6opoT. XoTa Bpe4OHOCHbIEe
nporpammbl ana Windows He npeacrasnsatoT
HenocpeacTBEHHOM Yrpo3bl Aaa cucTembl Linux, nx
[EeaKTUBaLUMA Ha KOMMblOTepe ¢ cuctemolit Linux nossonset
npesoTBPaTUTb 3aparKeHMe APYTrMX KOMMbIOTEPOB C CUCTEMOW
Windows no nokanbHoM ceTn nnm yepes MHTepHer.

1.1 Tpeb6oBaHusa K cucteme

Y1o6bbl npunoxeHne ESET NOD32 Antivirus paboTtano
HOPManbHO, annapaTHble CPeaCcTBa U MPOrpaMmHoe
obecneyeHne Ha KOMMNbIOTEPE A0/XKHbI COOTBETCTBOBATb
YKa3aHHbIM HUXKe TpeboBaHMAM.

ESET NOD32 Antivirus:

TpeboBaHuA K cucteme

ApxuTekTypa 32-paspagHan nmbo 64-paspsgHas AMD®
npoueccopa unu Intel®

Cucrtema OnctpunbyTrBbl Ha ocHoBe Debian nnu
RedHat (Ubuntu, OpenSuse, Fedora,
Mandriva, RedHat u . 4.)

Anpo 2.6.x

Bubnmoteka GNU C 2.3 nnm 6onee nosgHem
Bepcum

GTK+ 2.6 unun 6onee nosgHeln Bepcun
PekomeHayeTca obecneynTs COBMECTUMOCTD
clLSB3.1

O6bem namsatn |512 Mb

CBobogHo Ha |100 Mb
Ancke




2. YcTaHOBKa

Mpexae yem NpUCTynaTb K NPOLLECCY YCTAHOBKU, HYXKHO
3aKpbITb BCe OTKpbITble nporpammbl. B ESET NOD32 Antivirus
€CTb KOMMOHEHTbI, KOTOPble MOTYT KOHGIMKTOBATL C APYrMMU
YCTAHOB/IEHHbIMUW aHTUBUPYCHbIMM NPOrpaMmMamm Npu Ux
Hannumn. KomnaHusa ESET HacToATeNbHO pekomeHayeT
yAanuTb ntobble ApyrMe nporpamMmel, YTobbl NpeaoTBPaTUTDL
BO3MOMHble npobaembl. YctaHoBuTb ESET NOD32 Antivirus
MOXHO C YCTaHOBOYHOIO KOMMAKT-AMUCKA MU C MOMOLLbIO
daiina, poctynHoro Ha Beb-cante ESET.

[na 3anycka mactepa yCTaHOBKM BbINOJIHUTE OAHO U3
nepeyYyncieHHbIX aanee AencTBui.

e EC/M yCTaHOBKA BbINOJIHAETCA C YCTAHOBOYHOIrO KOMMNAKT-
AMCKa, BCTaBbTe 3TOT AWCK B AUCKOBOA, [lBaxKabl WeNKHUTe
3HAYoK ycTtaHoBKM ESET NOD32 Antivirus, 4Tobbl 3anycTutb
Nporpammy yCTaHOBKMU.

e EC/M yCTaHOBKA BbINO/IHAETCA C MOMOLLbIO 3arpy*KEHHOro
dalina, WenKkHUTe ero NPaBo KHOMKOW MblLK, Nepenante
Ha BKnaaky «MapameTpbi» > «PaspelueHun», yctaHoBUTE
dnarkoKk «PaspewwnTb ucnonHeHue ¢aiina Kak
nporpammbi» M 3aKpOITe OKHO. [BaxKApl WeNKHUTe daiin,
yTO6bI 3aMNYCTUTb NPOrPAMMY YCTAHOBKM.

3anycTuTe yCTaHOBOYHbIN dalif, U MacTep YCTaHOBKM
NOMOXKET YCTaHOBUTb NpuaoxkeHue. MNocne npuHATUA
NIMLLEH3MOHHOTIO COrflalleEHMA MOXKHO BblOpaTb O4MH 13
YKa3aHHbIX HUXKe TUMOB YCTaHOBKM.

e O6bluHas ycTaHoBKal 5"

e Bbi6opoyHasn ycTaHoBka! 5')

® YpnaneHHasa YCTaHOBKA Ih

2.1 OG6blyHan ycTaHOBKA

O6blyHasA yCTaHOBKA BbIMOJIHAETCA C UCMOIb30BaHUEM
napameTpoB KOHPUIypaLum, NOAXoAALLMX ANA 6ONbLWMHCTBA
nonb3oBartenei. 3T NapameTpbl obecneynsatoTt
MaKCMMa/IbHYHO 3aLLMTY 1 BbICOKYHO MPOU3BOAMUTENBHOCTD
cuctembl. OBblYHAA YCTAaHOBKA — 3TO BApMAHT MO YMOJIYAHMIO;
npw oTCyTCTBUM 0CcOobbIX TpeboBaHMUIA He cneayeT BbibMpaTb
apyroi cnocob.

Mocne Bbibopa B KauecTBe pexkmnma ycTaHOBKU «O6bluHan
(pekomeHAayemble)» NpeasaraeTcs BBECTU MMSA NOIb30BaTENA
M Naposb, 4ToObl BKAOUYMTL aBTOMATUUYECKOE 0OHOBAEHME
nporpammbl. 3To BaxKHO A/1s obecneyeHms HenpepbIBHOM
3alWMTbl KOMMblOTepa. BBegute Mma nonb3osaTens U Naposib
(maHHbIe gns ayTeHTUPUKALMM, NOYYEHHbIE NPU NOKYMNKe Uan
perucTpaumm NpoayKTa) B COOTBETCTBYHOLME NoAa. Ecav ums
Nno/ab30BaTe/A U Napo/b B AAaHHbIA MOMEHT HEU3BECTHbI, 414
NPOAO0/IKEHMA YCTaHOBKM BblbepuTe NnapameTp «YCTaHOBUTb
napameTpbl 06HOB/IEHUA NO3KEY.

Cucrtema 6bicTporo onoBewieHusa ThreatSense.Net
npeHasHavyeHa 419 CBOEBPEMEHHOIo MHGOPMMPOBAHMA
KomnaHum ESET o noasnaeHnn HoBbIX yrpo3. OHa nomoraeT
ObICTPO pearnpoBaTb Ha yrpo3bl A1a 3aLNUTbl NOSIb30BaTENEN.
ITa cucTema npeaycmaTpmBaeT nepesady obpasuos
BpeAoHOCHOro Koga B nabopatoputo ESET Threat Lab. Tam
OHM aHanM3npyoTcs, obpabaTtbiBatoTcs U aobasaaoTcs B 6asy

[AaHHbIX CUTHATYpP BMPYCOB. o ymonyaHuto Gaarkok
«BKAOUNTb cucTemy 6bicTporo onoseleHus ThreatSense.
Net» ycraHoBneH. Jna nsmeHeHWA NapameTpoB nepesayn
noAo3puUTeNbHbIX GanIoB HaXKMUTE KHOMKY «HacTpoiika».
JononHuTtenbHyto nHGopmaumio cm. B ctaTbe «ThreatSense.
Net»[207,

Cnegyrowmm AencTBMeM Npu YyCTaHOBKE ABNAETCA HACTPOIKa
06HapyXeHUA NOTEHLMANBHO HEXeNATENbHbIX NMPUIOKEHWUN.
MpunoxKeHuna, oTHOCALWMECA K NOTEHLMANBHO
HexenaTtenbHomy MO, MOryT He 6bITb BPeAOHOCHBIMU, OAHAKO
OHM YacTO HEraTUBHO BAMAIOT Ha paboTy onepaunoHHOM
cuctembl. Takne Nporpammbl HacTO NOCTABAAKTCA BMeCTe C
NOIE3HbIMM, U UX YCTAHOBKY TPYAHO 3aMeTUTb BO BpeMs
YCTaHOBKM BCEro NakeTta nporpamm. XoTa Npu ycTaHOBKe
TaKMX NPUIOKEHUN 06bIMHO OTObparkaeTcsa yBegoMAEHNE,
OHMU BMOJIHE MOTYT ObITb YCTaHOB/IEHbI 6€3 cornacus
nosb3oBaTtensa. PekomeHayeTtcs BbIbpaTh NapameTp
«BKAOUNTb 06HApY}KeHUe NOTEHLUANIbHO HeXKenaTeibHOro
MO», ytTo6bI paspewmnTb npuaoxkeHnto ESET NOD32 Antivirus
BbIABAATb YrPO3bl TaKoro TMna. Ecam BkAtovaTth 3Ty GyHKLMIO
He HY)KHO, YCTaHOBUTE GIaXKOK «OTKNOUUTb O6HapyKeHue
noTeHUnanbHO HeXenaTtenbHoro MO».

Ona 3aBeplieHnAa YCTaHOBKN HaXXMUTE KHOMKY «YCTaHOBUTbY.

2.2 BblbopouHanA ycTaHOBKa

BblbopoyHas ycTaHOBKA NpefHa3HauYeHa 4/1A ONbITHbIX
Nno/Nb30BaTesNel, KOTOPbIE KeNatoT USMEHUTb PACLUMPEHHbIE
HaACTPOWKK B XO4€ YCTAHOBKM NPUIOXKEHUS.

Mocne BbiIbOpa B KAYeCTBe PeXKMMA YCTaHOBKM «BblGopouHas»
HY>XHO BBECTM UMA NO/b30BaTeNA 1 Napo/b (LaHHble Aas
ayTeHTUdMKaLMM, MONYYEeHHbIe NPW NOKYNKe UK

perncrpauumn NpoAyKTa) B COOTBETCTBYHOWME nond. Ecam umsa
Noab30BaTeNA U Naposib B AaHHbIA MOMEHT HEM3BECTHbI, 415
NPOAO/IKEHNA YCTaHOBKM BbibepumTe NapameTp «YCTaHOBUTb
napameTpbl 06HOBNEHUA NO3XKe». TN AaHHbIe MOXHO ByaeT
BBECTM Mo3aHee.

Ecnu ncnonb3yeTtca NpoKcu-cepeep, MOXKHO YKa3aTb ero
napameTpbl, yCTaHOBMB G1aXKOK «fl MCNONb3YI0 NPOKCU-
cepsep». Beegute IP-agpec nnmn URL-agpec npoKcu-cepsepa B
none «Agpec». B none «fMopt» yKaxute NopT, N0 KOTOPOMY
NPOKCU-cepBep NMPMHUMAET 3aNpockl Ha coeguHeHme (no
ymon4yaHuto 3128). Ecam npoKkcu-cepsep TpebyeT
ayTeHTUdMKaALMK, BBEAUTE NPaBU/IbHbIE UMSA NONb30BaTENSA U
naponb, KOTopble HeobxoAMMbI ANA A0CTyna K Hemy. Ecam
NPOKCU-CEPBEP HE UCMONb3YEeTCsA, YCTAaHOBUTE GaKoK «f He
MUCNONb3YI0 NPOKCU-CEpBEPY.

Ecan agmuHuctpuposaHue npuaoxeHma ESET NOD32
Antivirus 6ygeT ocyLecTBAATbLCA C NOMOLLbIo cpeactsa ESET
Remote Administrator (ERA), MoXKHO yKa3aTb napameTpbl ERA
Server (MmA cepBepa, NOPT 1 NapoJib), YTOBbI NPUNOKEHUE
ESET NOD32 Antivirus aBToMaTnUyecku noakatoumnocb K ERA
Server nocne yCTaHOBKMW.

Ha cnegytowem sTane MOXKHO onpegenuTb Nosib3oBaTenemn ¢
npaBamu, KOTOPble CMOTYT U3MEHATb KOHOUIypaLmio
nporpammsbl. YTo6bl HageNUTb Nob30BaTENEN NPaBaMy,
BblbepuTe UX B CMMCKE B NEBOM YaCTU OKHA U HAaXKMUTE



KHOMKY «[106aBUTb». YTOObI 0TOBPA3UTL BCEX CUCTEMHbIX
no/sib3oBaTenel, yctaHosuTe dpaaxok «MoKas3biBaTb BCeX
nosnb3oBarenemn».

Cucrtema 6bicTporo onoBewieHusa ThreatSense.Net
npefHasHavyeHa 419 CBOEBPEMEHHOIO MHGOPMMPOBAHMA
KomnaHum ESET o noasneHnn HoBbIX yrpo3. OHa nomoraeT
ObICTPO pearnpoBaTb Ha yrpo3bl A1a 3aLNUTbl NO/Ib30BaTENEN.
ITa cucTema npeaycmaTpmBaeT nepesady obpasuos
BpeAoHOCHOro Koga B nabopatoputo ESET Threat Lab. Tam
OHM aHanM3npyoTcs, obpabaTtbiBatoTcs U aobasaaoTcs B 6asy
[AHHbIX CUrHATYp BUPYCOB. Mo ymonyaHutio GnarKok
«BKAounTb cuctemy bbictporo onoseleHus ThreatSense.
Net» yctaHoBneH. [InA nsmeHeHMA NapameTpoB nepesaym
noAo3puTenbHbIX GaiNoB HaxkmuTe KHoNKy «HacTpoiika».
JononHutenbHyto nHbopmaumio cm. B cTaTbe «ThreatSense.

Net» %

Cnepyowmm AeNCTBUEM NPU YCTAHOBKE ABNAAETCA HACTPOMKa
06HapyKeHMA NOTEHLMANBHO HEXeNaTeIbHbIX MPUIOXKEHNA.
MpunoxeHuna, oTHOCALWMECA K NOTEHLMANbHO
HexkenaTenbHomy MO, moryT He BbITb BPeLOHOCHbIMU, O4HAKO
OHW YacTo HeraTMBHO BAMAIOT Ha paboTy onepaLMoHHON
cuctembl. Takne Nporpammbl YacTo NOCTABAAKTCA BMECTe C
NosIe3HbIMU, N UX YCTAHOBKY TPYAHO 3aMeTUTb BO BpemMsA
yCTaHOBKM BCErO NakeTa nporpamm. XoTs npu ycTaHOBKe
TaKWX NPUNONKEHUIN 06bIYHO OTOOpaNKaeTca yBegomneHue,
OHW BMOJIHE MOTYT 6bITb YCTaHOB/IEHbI 6e3 cornacusa
nonb3osaTtens. PekomeHayeTcs BbIOpaTh napameTp
«BKNHOUUTb O6Hapy:KeHMe NOTEHLMA/IbHO HEXKeNnaTeIbHOro
NO», yTo6bI paspewwnTb NpunoxkeHnto ESET NOD32 Antivirus
BbISIB/IATbL YrPO3bl TAKOTO TUNa.

[na 3aBepLlueHnA yCTAaHOBKN HAXXMUTE KHOMKY «YCTaHOBUTbY.

2.3 YpaneHHaAa yCTaHOBKa

YpaneHHasa ycTaHOBKa NO3BOJIAET CO34aBaTb YCTAHOBOYHbI
naKkeT (ycTaHOBOYHbIN dain .linux), C NOMOLLbIO KOTOPOTO
MOKHO BbINO/IHUTb YCTAHOBKY Ha LLeNEBbIX KOMMbOTEPAX.
Mocne atoro npunoxkeHnem ESET NOD32 Antivirus moxHO
YyNpPaBAAaTb YAANEHHO C NOMoLLbto cpeactea ESET Remote
Administrator.

Mocne BbiIboOpa peXkMma yaaneHHOW YCTaHOBKM (BapuaHT
«MoprotoBuTtb ESET NOD32 Antivirus K yaaneHHou
YCTaHOBKe») npeasiaraeTcs BBECTU MMSA NONb30BaTeNA U
naposb, 4Tobbl aKTUBMPOBATL aBTOMaTUYECKOe 06HOBAEHME
npunoxeHuna ESET NOD32 Antivirus. Beegute uma
nosab30BaTeNs 1 Naponb (LaHHble ANa ayTeHTUdUKaL MK,
MoJIlyYeHHble NPW NMOKYMKe UAK perucTpaLmm npoayKra) B
cooTBeTcTBytoWMe nonsa. Ecam uma nonb3oBatens v Naposb B
OaHHbI MOMEHT HEW3BECTHbI, A1 NPOLO/IKEHUA YCTAHOBKM
BblbepuTe NnapameTp «YCTaHOBUTb NapameTpbl 06HOBNEHUA
nosxe». 3TN AaHHble MOXKHO BBECTU HEMOCPeACTBEHHO B
nporpamme noszaHee.

Cnepytowmii aTan — HacTPOMKA NOAKAOYEHUA K VIHTepHeTy.
Ecnm ncnonb3yeTca NPoOKcK-cepBep, MOXKHO YKas3aTb ero
napameTpbl, yCTaHOBMB GNaXKoK «fl MCNONb3YH0 NPOKCK-
cepsep». Ecnn npoKcu-cepeep He UCMONb3YETCA, MOXKHO
YCTaHOBUTb GIa’KOK «fl HEe UCNOb3YH0 NPOKCU-CEpBEPY.

Ha cnegytowem atane MoXHO 3a4aTtb napameTpsbl ERA Server,
yTo6bI NpUnoxkeHme ESET NOD32 Antivirus aBTomaTuyecku
noAkato4vanoch K cepsepy ERA Server nocne ycraHosku. Ana
AKTUBALMM YAANEHHOTO aAMUHUCTPUPOBAHUA YCTAaHOBUTE
dnaxkok «MopgKnouutbea K cepepy Remote Administrator
Server». MapameTpom «HTepBan NOAKNIOUEHUI K cepBepy»
33/,aeTcs YacToTa, C KoTopol npunoxkeHne ESET NOD32
Antivirus nogKkntoyaetca K cepsepy ERA Server. B none
«Remote Administrator Server» yKaxute agpec cepsepa, Ha
KOTOPOM yCTaHOB/EHO npuaoxeHne ERA Server, n Homep
nopTa (3To nose coaepKUT NpegonpeneneHHbI Homep NopTa
cepBepa, UCNob3yeMoro A/ NoakAYeHus). PekomeHgyetca
He M3MEeHSATb NOPT N0 ymonyaHuto (2222). Ecam ana
noakntoyeHma K ERA Server HeobxoaMm naponb, yCTaHOBUTE
dnaxok «na pocryna K cepsepy Remote Administrator
TpebyeTtca ayteHTUdUKaLUA» 1 BBEAUTE NapO/ib B
cooTBeTcTBYyloLLee nose. Kak npasuno, TpebyeTca HacTpouTb
TO/IbKO OCHOBHOI4 cepBep. Ecaun B ceTM HECKO/IbKO CEPBEPOB
ERA, MoXHO A06aBUTb JONONHUTENbHOE NOAKAoYeHNe K ERA
Server Ha cnyyan Henosagok. Ecav ocHoBHOM cepBep
oKaxeTtca HegocTyneH, npuaoxeHune ESET NOD32 Antivirus
ABTOMATUYECKM NOAKNOUNTCA K AOMONHUTENBHOMY CEPBEPY
ERA Server. Kpome Toro, ESET NOD32 Antivirus byzet
MbITaTbCA BOCCTAHOBUTb NOAK/OYEHME K OCHOBHOMY CEPBEPY.
Mocne BoccTaHoBNeHMA noakntoveHna ESET NOD32 Antivirus
nepekntoYnTca 0bpaTHO Ha OCHOBHOM cepBep. HacTpolika
AByx npodunei cepsepa Remote Adminstrator Server —
Hanbonee yaayHoe pelweHune aaa MObUAbHbIX KIUEHTOB C
HOYTOYKaMM, KOTOpble MOAKNOYAKOTCA K CEpBEpY Kak 13
JIOKaNbHOM CeTH, TaK U Yepe3 VIHTepHeT.

Ha cnegytowem saTane MOXKHO onpegenuTb Nosib3oBaTenemn ¢
npaBamu, KOTOPble CMOTYT U3MEHATb KOHOUIypaLmio
nporpammsl. YTo6bl HageNUTb Nob30BaTENEN NPaBaMy,
BblbepuTe UX B CMMCKE B NEBOM YAaCTU OKHA U HAaXKMUTE
KHOMKY «106aBUTb». YTOb6bl 0TOBPA3UTb BCEX CUCTEMHbBIX
nosnb3oBaTenieil, yctaHoBUTe dpaaxKoK «MoKasbiBaTb BCEX
nonb3oBarenemn».

Cucrema 6bicTporo onoseleHua ThreatSense.Net
npegHasHavyeHa 419 CBOeBPeMeHHOro MHGOPMUpPOBaHUsA
KomnaHuu ESET o noasneHnmn HoBbIxX yrpo3. OHa nomoraeT
6bICTPO pearMpoBaTh Ha yrpo3bl A5 33l MTbl NO/b30BATENEN.
JTa cucTema npeaycmaTpmBaeT nepesayy obpasuos
BpeAoHOCHOro Koga B nabopatoputo ESET Threat Lab. Tam
OHW aHanu3unpytoTca, obpabaTtbiBatoTcsa U gobasnstoTcs B 6asy
[AaHHbIX CUTHATYpP BMpPYCOB. o ymonyaHuto Gaarkok
«BKAOUNTb cucTemy 6bicTporo onoseleHus ThreatSense.
Net» ycraHoBneH. Jna nsmeHeHWA NapameTpoB nepesayn
noAo3puUTEeNbHbIX GanIoB HaXKMUTE KHOMKY «HacTpoiika».
JononHuTtenbHyto nHGopmaumio cm. B ctaTbe «ThreatSense.

Net»[207,

Cnepyrowmm AencTBMeM Npu yCTaHOBKE ABNAETCA HACTPOIKa
06HapyXeHUA NOTEHLMANBHO HEXKeNaTeNbHbIX NMPUIOKEHWUN.
MpunoXKeHUs, OTHOCALLMECA K MOTEHLMANbHO
HexenaTtenbHomy MO, MOryT He 6bITb BPeAOHOCHBIMU, OAHAKO
OHM YacTO HEraTUBHO BAMAIOT Ha paboTy onepaunoHHOM
cuctembl. Takme NPUIOKEHMA YacTo NOCTaBAAOTCA BMeCTe C
MONE3HbIMM, U UX YCTAHOBKY TPYLHO 3aMETUTb BO BPEMS
YCTaHOBKM BCEro nakeTa. XoTA Npu yCTaHOBKE TaKUX
NPUNOXKeHU 06blYHO OTODpaXKaeTcs yBeaOMIEHNE, OHU
BMOJIHE MOTyT BbITb YCTaHOB/EHbI 1 6e3 cornacua



nonb3osaTtens. PekomeHayeTcs BbIOpaTh NapameTp
«BKNHOUNTb O6HapYKeHMEe NOTEHLMA/IbHO HEXKeNnaTeIbHOro
NO», yTobbI paspewwnTb NpunoxkeHnto ESET NOD32 Antivirus
BbISIB/IATbL YrPO3bl TAKOTO TUNa.

Ha nocnegHem atane paboTbl MacTepa YCTaHOBKU Bblibepute
uenesyto nanky. Mporpammoli yctaHoBku ESET 6yaeT co3gaH
YCTAHOBOYHbIM dainn .linux.

I3T10T daiin MoKeT 6bITb YCTAHOBIEH Ha YAa/NeHHbIX
KOMMbtoTepax no ceteBomy npotokony SSH naum SCP.
OTKpoliTe OKHO «TepMMUHan» 1 BBEAUTE KOMaHAY B TAKOM

dopmarte:
scp SourceFile user@host: /target

Mpumep.
scp ueavbe. 1386. en. 00. linux
administrator@100.100.1.1: /home/administrator

[Ona nonyyeHns 4ONONAHUTENbHbIX CBeAEHUN 06
MCNoab30BaHMKU NpoTokona SCP BBeguTe B OKHe «TepMUHan»
KOMaHAY man scp.

2.4 BBopa MMmeHM Nonb3oBaTtena U naponsa

[Ona obecneyeHna onTMManbHOM PaboTbl NPOrpaMmMbl BaXKHO
BK/IIOYMTb aBTOMATMUYECKYIO 3arpy3ky obHoBAeHMI Hasbl
OaHHbIX CUTHATYP BUPYCOB. 9TO BO3MOXHO TO/IbKO B TOM
cnyyae, eciv B napameTpax 06HoBAeHUA 1167 yKasaHbl
npaBu/ibHble UMA NONb30BaTeNA U NAPOJib.

2.5 CkaHupoBaHue MK no TpeboBaHuio

Mocne yctaHoBku npunoxenHna ESET NOD32 Antivirus chegyet
BbINO/IHUTb CKAHUPOBAHME KOMMbIOTEPA HA HaMuKne
BpPEAOHOCHOrO KoAa. B rnaBHOM OKHe nporpammbl BbibepuTe
NyHKT «CKaHMpOBaHUE KOMNblOTEpa», a 3aTem —
«CKaHupoBaHue Smart». [JononHUTeNbHYH MHPOPMALMIO O
CKAHMPOBAHUM KOMMbIOTEPA NO TPeboBaHMIO CM. B pasaene
«CkaHuposatwe MK no Tpe6osanuio» 117,




3. PyKoBOACTBO A1 HAUMHAKOLLMUX

I3TOT pasgen coaepKut o63op npunoxkeHmnsa ESET NOD32
Antivirus 1 ero 0OCHOBHbIX NAapameTpPOB.

3.1 BBogHble cBeaeHuA 06 nHtepdeiice
NoNb30BaTeNA: PEXXUMbI

nasHoe okHo ESET NOD32 Antivirus pasgeneHo Ha ase
OCHOBHble YacT. OCHOBHOE OKHO CnpaBa CoAEePKUT
MHGOPMaALMIO, OTHOCALLYHOCA K MapamMeTpy, BbibpaHHOMY B
rMaBHOM MEHIO C/eBa.

HuKe onucaHbl NYHKTbI F1aBHOTO MEHHO.

e «CoCTosiHME 3aLWUTbI»: 3TOT NYHKT NpeaocTaBaseT
nHbopmaLmio o cocTossHUKM 3awmnTbl ESET NOD32 Antivirus.
Ec/v aKTMBMPOBAH pacLUMPEHHbIN peXum, oTobpakaeTca
noameHto «CTaTUCTUKa».

e «CKaHUPOBaHUE KOMMbIOTEPa»: 3TOT MYHKT NO3BOAAET
HaCTPOWTb M1 3aNyCTUTb CKAHUPOBAHUE KOMMbIOTEPA NO
TpeboBaHuio.

® «O6HOBNEHUEY: BbIBOAMT MHOPMaLMIO 06 0BHOBNEHUSAX
6a3bl JaHHbIX CUFHATYP BUPYCOB.

e «HacTpoiika»: 3TOT MapameTp NO3BONAET HACTPOUTb
ypoBeHb 6e30MacHOCTM KomnbloTepa. Ecnn akTMBMpoBaH
paclMpEHHbIN peXum, oTobparkaeTca NogMeHto «3aluTa
OT BUPYCOB U LUIMMOHCKUX NPOrpammy.

e «CnyxebHble NPOrpaMmbI»: 3TOT MYHKT NpeaocTasaseT
J0CTyn K dainam KypHana, nanke KapaHTMHA 1
NNaHUpPOBLUMKY. OH 0TOBParKaeTCcs TO/IbKO B PacLUMPEHHOM
pexume.

e «CnpaBKa»: 3TOT NYHKT NpeaocTaBaseT MHGopMaLuo o
nporpamme, a TakxKe 4ocTyn K dainam cnpaeku, base
3HaHuI B IHTepHeTe 1 Beb-caTy KomnaHum ESET.

NHTepdeic nonbsosaTena ESET NOD32 Antivirus nossonser
NepeKaYaTbCa MEXAY CTaHAAPTHBIM U PACLUMPEHHBIM
pexnumamu. CTaHZAPTHBIW PeXMM NpeaocTaBAfeT fOCTyn K
byHKLMAM, HEOBXOAMMbIM A/1A BbINOJHEHUA 0ObIYHbIX
onepaumit. PaclwmpeHHble GYHKLMM MPU 3TOM HeLOCTYMHbI.
[NnA nepekntoyeHns MexXay pexxMMamm UCnosib3yrTe 3HAYOK «
+» PASOM C NYHKTOM « AKTUBUPOBATb PaCLUMPEHHbIA PeXUm»
WAV «AKTUBMPOBATb CTAHAAPTHLIN PEXUM» B IEBOM HUKHEM
YFNly FIaBHOTO OKHA MPUIOXKEHUA.

OO6bIYHbIN peXXMM NPeaocTaBAeT 4OCTYN KO BceM GYHKUUAM,
HeobXoAMMbIM A/1A BbINOAHEHUA 0ObIYHbIX ONepaLuii.
PacwmpeHHble GyHKLMM NPU 3TOM HELOCTYMHbI.

Mpun NnepekntoYeHNN B PacLUMPEHHbIV PEXKUM B FN1aBHOM MEHIO
noasaseTcA NyHKT «Cny:KebHble nporpammbl». OH no3sonseT
MCMNo/b30BaTb NogMeHI0 «Painbl KypHana», «KapaHTUH» n
«MnaHnpoBLWUKY.

NMPUMEYAHMUE. anee B 3TOM pyKOBOACTBE BCE YKa3aHMA
OTHOCATCA K PaCLUMPEHHOMY PEeXUMY.

CTaHAAPTHbLIN PeXKUm
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CocTosmmMe 33LUTH CocTosHMWE 3alWunThl
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VMAOPT 1 3KENOPT NapameTpos...
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o Crpaska

3aWNTE OT BUPYCOE W LINMOKCKVX MPOrpamMMm

3alUTa B peXuMe peansHOro BpeMeHi ¥ BraoueHo

BOCCTAHOBWTL BCE NapaMeTpLl N0 YMONHHII0
BEECTH HACTPOVIKY MPUNOK EHUR...

AKTUBMPOBETE CTaHAAPTHAI pexcHm (esR)

3.1.1 NpoBepKa paboTocNOCO6HOCTU CUCTEMDI

YT106bI NPOCMOTPETL COCTOAHMKE 3aLUTbI, BbiOepuTe
COOTBETCTBYIOLLMI NYHKT B [TAaBHOM MeH0. B rnaBHOM OKHe
nosABUTCA cBoAHan MHPopmauus o paboTte npunoxenus ESET
NOD32 Antivirus a Tak:ke NOAMEHIO CTaTUCTUKKU. OTKpoTe 3TO
noAMeHto, YTobbl NpocmoTpeTb 6onee NOAPOOGHbIE CBEAEHUSA
N CTaTUCTUYECKYHO MHDOPMALLMIO O CKAHUPOBAHUMN
KomnbtoTepa. OKHO «CTaTUCTUKA» AOCTYMHO TO/IbKO B
paclUMPEHHOM peXnme.

ESET NOD32 Antivirus

ESET NOD32 Antivirus 4 Business Edition

CocTosmmMe 33LUTH CocTosHMWE 3alWunThl
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BepcuA 633kl AQHHLIX CUTHATYP BUPYCOB:

CpoK AeficTENA AMLLEH MM UCT eKaET:

AKTUBMPOBETE pacLUMpEHHEIR PN (esR)

3.1.2 JeiicTBUA, KOTOpPbIE CieAyeT BbINOIHUTb, €C/IU
npUNOXKeHUe He paboTaeT Haanexawmm obpasom

Ecnv BKAOYEHHble MOAYNN paboTatoT NPaBUIbHO, OHK
o603HayvatoTca 3es1eHbIM Pparkkom. Mpu BO3SHUKHOBEHUM
npobaem NoABNAETCA OpPaHKEBbIN 3HAYOK YBEAOMAEHUA UK
KPacHbIN BOCKINLATE/NbHbIN 3HAK, @ B BEPXHEM YacTh OKHa
BbIBOAATCA AOMNONHUTENbHbIE CBeAeHUA. Kpome Toro,
npegnaraetca peweHue npobsiembl. YTobbl U3IMEHUTb
COCTOAHWE OTAENBHOTO MOAYAA, BbIbepuTe B rNaBHOM MEH0
NyHKT «HacTpoiika» 1 BbibepuTe moay b.



Ecnv npefnosKeHHble peLleHns He NO3BOAAIT YCTPAHUTD
npobnemy, BbibepuTe NyHKT «CnpaBKa» a5 40CTyna K
daitnam cnpaBKM UK MOKCKa B 6ase 3HAHUN.

Ecnun Bam notpebyeTtca nomolb, 0bpaTuTech B CyKby
noanep»KkmM KomnaHum ESET Ha Beb-calite ESET. CneumanmcTbl
CNY*KO6bl NOAAEPHKKN ONEPATUBHO OTBETAT Ha BaLLM BOMPOCHI U
NOMOTYT HalTU peLLeHne Npobaemsi.
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4. PaboTtaet c ESET NOD32 Antivirus

4.1 3awmTa OT BUPYCOB M LUNMOHCKUX NpOrpamm

JTa cuctema obecnevnBaeT 3aluTy OT BPEAOHOCHbIX aTak,
n3MeHnAn dalinbl, NOTEHLMANbHO NpeacTaBAAoLLME YTPO3y.
Mpu 06HapyKeHUM BPeLOHOCHOIO KOAa MOAY/lb 3alMTbl OT
BMPYCOB M LUMMOHCKMX NpOrpamm obe3speskmBaerT ero,
6710KMpPYA €ro BbINONHEHNE, a 3aTEM OUULLAA, YAANAR UK
nomeLas Ha KapaHTUH.

4.1.1 3awura B pexxume peasibHOro BpemMeHu

DYHKLMSA 3aLWNTbI B PEXKMME pPeasibHOro BpeMeHu
KOHTPO/IMPYET BCE COBbLITUA B CUCTEME, OTHOCALLMECA K
3aluTe oT BUPYCOB. Bce daliibl CKaHMPYIOTCA Ha HaMumne
BPEAOHOCHOro KOZa BO BPEMS MX OTKPbITUA, CO34aHUA UK
3anycKa. 3almTa B peXkMme peasibHOro BpemeHu 3anyckaerca
Mpu 3arpysKke onepaumoHHON CUCTEMBI.

4.1.1.1 HacTpoiika 3awWwuTbl B peXXMme peasibHOro BpemeHu

®YHKLMA 3aLWMTbI B PEXKMME peanibHOro BpemMeHu nposepseT
BCE TUMbl HOCUTE/IEN U 3anyCcKaeTcA PasIMYHbIMK COBbITUAMM.
®YHKLMA 33Tl B PEXXMME peasibHOro BpEMEHM UCMONb3YeT
pasHble TexHonornm obHapyxeHusa supycos ThreatSense,
onucaHHble B pasaene «HacTpolika napameTpos Moayns
ThreatSense»|13). Cnoco6bl 06paboTKM HOBbIX U
CyLLecTBYHOLWMX GaNN0OB 3TOM PYHKLMEN MOTYT Pa3INYaThCA.
Mpn 06paboTKe HOBbIX haltN0B MOTYT ObITb MPUMEHEHbI
yrny6aeHHble cnocobbl KOHTPOAA.

Mo ymonyaHuto GyHKLMA 3aLMTbl B PEXKMME peasibHOro
BPEeMEeHM 3anycKaeTca Npu 3arpysKke cuctemol M obecneynsaet
NMOCTOAHHOE CKaHMpoBaHMe. B 0cobbix cayyanx (Hanpumep,
Npy" BOSHUKHOBEHUM KOHMIMKTA C APYTMM MOAYIEM
CKAHMPOBAHWA B pEXXMME peanbHOro BpemeHu) paboTty
OYHKLMM MOXKHO NpepBaTb, Haxas 3Ha4oK ESET NOD32
Antivirus, pacnonoeHHbIN B CTPOKE MeH!IO (B BEPXHEW YacTu
3KpaHa) 1 Bbibpas BapMaHT «OTKAOUYUTL 3aWwmTy PainNioBoii
CUCTEMbI B PeXKMME peanbHoro BpemeHu». TakKe paboTy
bYHKUMM 3aLUKTBI B PEXKMME PeasibHOro BpEeMEHM MOXKHO
npepsaTh U3 FaBHOFO OKHa nNporpammbl («HacTpoika» >
«AHTUBUPYCY» > KOTKAOUUTBY).

Y106bI UBMEHUTH PaCLUMPEHHbIE NAPaMETPbI 3aLLUTbI B
pexume peasibHOro BPEMEHMU, BOCMO/b3YUTECh MYHKTaMM
MeHto «HacTpoika» > «BBecTU HaCTPOMKUN NPUNOXKEHUSA...» >
«3awuTa» > «3aluTa B pexume peasnbHOro BpemeHu» 1
Ha*kKMUTe KHoMKy «HacTpoiika...» pagom c NyHKTOM
«PacwmpeHHble pyHKUUN» (onvcaHMe NpuBeaeHO B pasaene
«PacuwimpeHHble NapameTpbl CKAHUPOBAHUAY Wﬁ).

4.1.1.1.1 CkaHupoBaTb Npu (CKAaHMpPOBaHKE NpU
HacTynneHuu cobbitua)

Mo ymonyaHuto Bce daliibl CKAHUPYOTCA NPU OTKPBITUM,
CO3JaHUM 1 BbINONHEHUU. PEKOMEHAYETCA HE U3MEHATb
HaCTPOMKM N0 YMONYaHMIO, MOCKOIbKY OHU 0becrneynsatoT
MaKCMMaJ/IbHYHO 3aLLMTY KOMMbIOTEPaA B PEXMME pPeasibHOro
BPEMEHMU.

10

4.1.1.1.2 PacwupeHHble napameTpbl CKAHUPOBAHUA

B 3TOM OKHEe MOKHO onpeaennTb TUMbl 06BEKTOB, KOTOPbIE
6yaeT ckaHupoBaTb Mmoaynb ThreatSense, BKIOYUTL UK
OTK/IIOYUTH PACLUMPEHHYIO 3BPUCTUKY, a TaKKe U3MEHUTb
HACTPOMKKN apXmnBOB 1 GpaoBOro Kalla.

M3meHATb 3HaYeHUs No ymoa4aHuio B pasaene «MapameTpbl
CKaHUPOBaAHMA apXUBOB MO YMO/IYAaHUIO» HE PeKOMeHayeTcA.
MckatoyeHnamm moryT 6bITb Te caydau, Korga Tpebyetca
YCTPaHWUTb ONpeaeneHHyto Npobaemy, NOCKO/bKY yBENNYEHNE
YPOBHS B/IOKEHHOCTU $alNoB B apXMBE MOMKET CHU3UTb
NPOU3BOAMUTENIbHOCTb CUCTEMDI.

MO>KHO BKNHOUYUTL MAN OTKIIOYUTL PaclMpeHHoe
3BpUCTUYECKOe CKaHupoBaHue ThreatSense no otaesbHOCTH
[ON1A 3anyCKaeMblx, CO34aBaeMbIX UM U3MeHaeMblx Gpaiiios,
yCTaHOBMB GNarKoK «PaclumpeHHas 3BpuCcTUKa» B
COOTBETCTBYIOLWMX pasgenax napameTpos ThreatSense.

YT106bI CBECTM K MUHUMYMY BAMAHME 3aLWMUTbI B PEXUME
peanbHOro BpeMeHM Ha CUCTEeMY, MOXHO 3a4aTb pa3mep Kalua
onTMMm3auMn. 3Ta GYHKLMA aKTUBHA, €C/IM UCMO/b3YeTCs
napameTtp «BKAOUUTb OUUCTKY ¢aitnoBoro Kawa». Ecam oH
OTK/ItOUEeH, Bce dalinbl CKAHUPYIOTCA Kaxabli pas npu goctyne
K HUM. ®aiinbl He ByayT CKAHMPOBATLCA MOBTOPHO Noc/e
K3LMPOBaHUSA (€CAN OHM He BblIM U3MEHEHDI), MOKa He
NpeBbILEH YKa3aHHbIN pa3mep Kawwa. Palisibl CKaHupyoTcA
MOBTOPHO Cpasy nocne o6HoBAeHUA 6a3bl AaHHbIX CUTHATYP
BMPYCOB.

YTOObI BK/IOUYUTDL UM OTKAHOUNTL 3TY GYHKLNIO, UCNONb3YNTe
napameTp «BKAoUMTb OUMCTKY PaiinoBoro Kawa». Ytobbl
334aTb 06beM KalMpyemblix painnos, BBeAUTE HYXKHOe
3HayeHue B NnoJsie BBoAa «Pasmep Kaway.

B okHe «HacTtpoiika moaynsa ThreatSense» MOXKHO HaCTPOUTb
[OMNONHUTE/IbHbBIE NAPAaMETPbl CKAHMPOBaHUA, HaNpumep
MOKHO OnpeaennTb TUMbl 06bEKTOB, KOTOPblE HEOBXOAMMO
CKaHWPOBATb, UCMO/Ib3yeMble NAapaMeTPbl U YPOBEHb OYUCTKY,
a TaKKe yKa3aTb pacluMpeHUa N OFpaHUYEeHUA pa3mepa
dalinoB gNA 3aWMTbI B peXKMME peasibHoro spemeHn. OKHO
HacTponKku moayna ThreatSense MOXKHO OTKPbITb, HAXKaB
KHOMKY «HacTpoiika» pagom c anemeHTom « Moaynb
ThreatSense» B OKHe paclUMPEHHON HAaCTPOMKK.
JononHuTenbHyo MHPOPMaLMIO O MapameTpax Moayns
ThreatSense cm. B pasaene «HacTponka napaMeTpoB Moaya
ThreatSense» [ 131,

4.1.1.1.3 WcknouyeHUa U3 CKaHUPOBaHUA

B aTOM pasaene MoXKHO UCKAOYNTL onpeseneHHble ¢aﬁl’lbl n
nankun U3 CKaHMPOBaHUA.

e «[IlyTb»: NyTb K UCKAtOYaeMbIM dalinam v nankam.

e «Yrposa»: ecnum pAagom ¢ UCKIYaeMbiM dalinom yKasaHo
UMA yrpo3bl, Gaitn He CKaHMpPYeTCA TO/IbKO Ha NpeaMeT 3TO
yrposbl, a He Bceraa. Ecam ¢pain okaxkeTtca 3apakeH Apyroin
BPEeAO0HOCHOM NPOrpammoii, Moay/b 3alnUTbl OT BUPYCOB ee
06HapYKuUT.



® «[106aBUTb»: KOMAHAA, MCKOYAIOLLAA 06bEKTbI U3
CKaHMpOBaHMA. BBeguTe NyTb K 06bEKTY (AoNycKaeTcs
MCMNOo/Ib30BaHMe 3HAaKOB NOACTAaHOBKU * 1 ?) n1nbo BbibepuTe
dalin unv nanky B ApPeBOBUAHON CTPYKTYpe.

¢ «M3MEHUTb...»: KOMaHAA, U3MEHAIOLWAA BblAeNEHHble
3anucu.

® «YAanuTb»: KOMaHAa, Y4aNAOLWAN BblaeeHHble 3anucu.

e «[Mo ymonuaHuio»: KOMaHAa, OTMEHAIOLWAs BCe
UCKAtOYeHUA.

4.1.1.2 WN3meHeHMe NnapameTpoB 3aLUTbl B peXxume
peanbHOro BpemeHu

3awuTa B pexxnmme peasbHOro BpemeHu aBaseTca Hanbonee
CYLLECTBEHHbIM 3/1IEMEHTOM BCel cucTembl obecneveHun
6e3onacHocTW. M3meHATb MapameTpbl MOAYS 3aWMUTbI B
pexnume peasibHOro BPEMEHU CNefyeT C OCTOPOXKHOCTbIO.
PekomeHAayeTca fienaTb 3TO TO/IbKO B 0COBbIX Cy4anx,
Hanpumep NPy BO3HUKHOBEHWUU KOHOAMKTOB C KAKMMU-TNB0
NPUNOKEHUAMU UIN MOAYNAMU CKAHUPOBAHUA B PEXKMUME
peanbHOro BpeMeHU ApYrux aHTUBUPYCHbIX MPOrpaMmm.

Mocne yctaHosku ESET NOD32 Antivirus Bce napameTpbl
ONTUMMU3NPOBAHbI 419 MaKCUMMAJIbHOW 3aLUTbl CUCTEMDBI.
YT106bl BOCCTAHOBUTL NAPAMETPbI MO YMONYAHUIO, HAXKMUTE
KHOMKY «Io yMON4YaHUIO» B 1€BOM HUMNKHEM YI/ly OKHA
«3aluUTa B pexxume peasbHOro BpeMeHu» (ananorosoe
OKHO «HacTpoika» > «BBecTU HaCTPOMKU NPUNOXKEHUA...» >
«3awuTan > «3almuTa B pexume peasibHOro BpeMeHu»).

4.1.1.3 TpoBepKa 3awWuTbl B peXXUMe peasibHOro BpemMeHu

Y106bI NpOBEPUTL paboTocnocobHOCTb 1 3 HEKTUBHOCTb
3alLUMTbI B PEKMME PeasibHOro BpeMeHM, BOCMO/b3yMTech
TecToBbiM pansiom eicar.com. 3To cneumanbHbin 6e3BpegHbIn
daiin, obHapyKMBAEMbI BCEMU aHTUBUPYCHbIMM
nporpammamu. OH co3zgaH nHctutyTom EICAR (EBponeiicknit
WMHCTUTYT @aHTUBUPYCHbIX KOMMbIOTEPHbIX MCCe0BaHMIA) Ans
TECTUPOBAHMA GYHKLMOHANBHOCTM aHTUBUPYCHbIX MPOrpamm.

4.1.1.4 JleiAcTBMA, KOTOpPbIE CiIeAyeT BbIMNOJIHUTb, €C/IU
MOAY/b 3aLUTbI B PeXXMMe peasibHOro BpemeHu He
paboraer

B aTOM paszene onucaHbl Npobaembl, KOTOpble MOTYT
BO3HWKHYTb MPW 3alLMTe B PEXKMME PEaNbHOTO BPEMEHH, U1
Cnocobbl UX ycTpaHeHus.

3awnT a B pexume peaibHOro BpeMeHu OT KAKYeHa

Ecnv 3alumTa B pemMme peasnbHOro BpeMeHu bblna cnyvyanHo
OTK/ItOYEHA M0/Ib30BATENIEM, €€ HY}KHO BKIOYUTb. YTOObI
BK/IIOYUTb 3aLLUTY B PEXKMME PeanbHOro BpeMeHw, nepenanTe
Ha cTpaHuuy «HacTpoiika» > «3awumrTa oT BUPYCOB U
LNMOHCKUX NPOrPamMmM» U LLLENKHUTE CCbINKY «BKnountb
3alLUTY B peXKMme peanbHOro BpemeHu» Crpasa B rMaBHOM
OKHe MpuaoXKeHna. Kpome Toro, 3almTy B pexume peasbHoro
BPEMEHU MOXHO BKOYUTb B A4MANIOTOBOM OKHe
paclMpPeHHON HACTPOIMKKM B pasaene «3awmra» > «3awmra B
pexXume peanbHOro BpemeHu», BbiIbpas napameTp
«BKNOYUTDb 3aLLUTY B peXKume peasibHOro BpemeHu».

3awmTa XK

@ * © #

3awwnTa O6HoBNeHWMe  CnykebHele NporpamMel  Monb3cBaTens PasHoe

JawnTa cheTeMsl 33WMTa B peKUME P o 8p C p K n

ol BKNIOHUTE 33UMTY hSANOBOR CUCTEMEI B PEXKMME PEaNLHOM 0 BPEMEHN
Mogyne ThreatSense: HacTpoika...
CkaHvpoBaTs Npu: ) OTKpeITUE daiina
o Cosganue daina
Il WicnonHerue dhaina

PacluiMperHele NapaMeTpe:  HacTpodka..

MoAynb 3alinTsl halinosoil CHCTEMS! B PEXWME PEANbHOrO BPEMEHIn HEMPEpLIBHD OTCIEXMSaET BCe COBsITMR
SHTUBMPYCHOM 3aWUTE! B CUCTEME M MPOBEPAET (halfel Ha HATMUME BPEAOHOCHOrO KOAA MPW WX OTKPEITUM,
3aKPLITUH WIK 33MYCKE HE KOMMIOTEPE. 3AECh MOMHO HACTPOMTH NAPAMETPS! 3ALUMTHI haWNOBOH CHCTEMs! 5
pexmme peaneHora spemenit

OTmeHa

@ Mo ymon4aHuo 0K

OYHKLUMA 331 UT bl B PEXXKMME PEasbHOr0 BPEMEHM He
0b6HapyX uBaetr BUPYChI

Ybeautech, UTO Ha KOMMbIOTEPE HE YCTAaHOBAEHO Apyroe
aHTUBUPYCHOE NpunoxeHue. MNpu ogHOBPEeMEHHOM paboTe
ABYX CUCTEM 3aLLUMUTBI OT BUPYCOB B PEXKUME peasibHoro
BPEMEHM MOTYT BO3HWKaTb KOHOAMKTbI. PekomeHayeTca
YAanuUTb BCE APYr1e aHTUBUPYCHbIE NPUIOMKEHUA.

3awWmnT a B pex uMe peaNbHOro BDEMeHU He 3anNycKaeT cA
Ecav moZynib 3aWWMTbl B pEXKMME pPeanbHOro BpemMeHu He
MHULMANN3MPYETCA NPU 3aMyCKe CUCTEMbI, 3TO MOXKET ObITb
BbI3BAaHO KOHGIMKTOM C APpYrMMK Nporpammamu. B atom
c/nly4ae obpaTUTeCh 33 KOHCY/IbTalMeN K cneumnannctam
CNYXKObl TeXHMYECKOM noaaep»Kkm ESET.

4.1.2 CkaHuposaHue K no Tpe6oBaHuio

Mpu 06HapPYKEHNUN CUMMTOMOB BO3MOYKHOIO 3aParKeHNn
KomnbloTepa (HeobblYHOE NoBefeHME U T. N.) 3anycTuTe
CKaHMPOBaHME KOMMbIOTEepPa, BOCMNO/b30BABLUMCL KOMAHLAMM
«CKaHMpoBaHMe KomnbloTepa» > «CKaHMpoBaHMe Smart».
Ons obecneyeHns MakCMMaIbHOM 3aLWMTbl CKAHMPOBaHME
KOMNbloTepa cnesyeT BbIMONHATb PErYAPHO, @ HE TO/IbKO Npwu
NoL03PEHMM Ha 3aparkeHne. PerynsapHoe ckaHMpoBaHue
No3BONAET 0OHAPYXUTb BUPYChI, NPONYLLEHHbIE MOAYeM
CKAHMPOBAHMA B PEKMME PeasibHOro BPeMEHM Npu UX 3anucu
Ha AWMCK. DTO MOXKET NPOU30MNTU, €CIM MOAYb CKAHUPOBAHUA
B pPEeXMME peasibHOro BpemeHu bbli OTKAOYEH UK
Mcnosib3oBasiach ycTapesLan 6a3a AaHHbIX CUTHATYP BUPYCOB.

PekomeHayeTcA 3anyckaTb CKAHMPOBAHME KOMMbIOTEPA MO
TpeboBaHMIO X0TA Obl pa3 B mecsal,. MOXHO HacTpouUTb
CKAHMPOBAHMeE TaK, YTOObl OHO 3aMycKasoCb MO pacnmncanumto (
«Cny»ebHble nporpammbl» > «[NaHUPOBLLUKY).
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CocTosHme AWMLl CkaHupoBaHue MK

' OBHoBneHMe
ﬁ HacTpoiika
% CryxebHeie nporpammsl

o Crpaska

v

Ckatuposarne Smart @
CKaHMpOBaHME NOKANEHEX AVCKOB

£2

BeiboposHoe ckaHuposaHne... (i
BLI6OP MPOBUNA U LEN&kix 06 EKTOB CKAHNPOBEHAR

HaCTpoiiKa CKaHNpoBaHMs

AKTHBUPOBaTS CTaHAGPTHSI penM (CSer’

4.1.2.1 Twvn CKaHUpPOBaAHMUA

JocTynHbl ABa TMMNA CKaHMPOBaAHUA KOMMNbOTEPA MO
TpebosaHuto. Tun «CkaHMpoBaHUe Smart» No3BosfeT 6bICTPO
NpPoBepuTb cucTemy 6e3 HacCTPOMKKU KaKUX-1MBOo NapameTpos.
Tun «Bbi6OpoOUYHOE CKAHUPOBAHUEY MO3BOAET BbIOPaTb
npegonpeaeneHHbin Npoduib CKAaHMPOBAHUSA U YKa3aTb
06bEKTbI, KOTOPbIE HYKHO NPOBEPUTD.

4.1.2.1.1 CkaHupoBaHue Smart

Pexunm ckaHupoBaHuA Smart no3soaseT BbICTPO 3anycTUTbL
CKaHMPOBaHME KOMMbIOTEPA M OYUCTUTb 3aparkeHHble Gpaibl
6e3 BMelLaTeNbcTBa Nob30BaTeNs. [NaBHbIM
NpenmyLLeCTBOM 3TOFO MeToAa ABAAETCA NPOCTOTa
MCMNoNb30BaHUA 6e3 AeTaNbHOM HAaCTPOMKN NapameTpoB
CKaHUPOBaHUA. DYHKLMA CKaHMPOBaHWA Smart nposepseT Bce
dalinbl BO Bcex Nankax M aBTOMaTUUYECKM OYULLAET UK
yaanaetT obHapyrKeHHble BUPYCbl. [Tpy 3TOM aBTOMaTUYECKM
MCMNO/Ib3yeTCA YPOBEHb OYMCTKM MO YMOIHYAHUIO.
JononHnTeNbHYIO MHPOPMALMIO O TUNAX OYUCTKU CM. B
pasgene «O4YMCTKa» 4,

4.1.2.1.2 Bbi6opoYHOE CKAaHMpPOBaHUE

Bbl6opoUYHOE CKaHMpPOBaHMWe ABAAETCA ONTUMAJIbHbIM
pelleHremM B TOM C/ly4ae, eC/iv HY»KHO yKa3aTb NapameTpbl
CKaHMpOBaHWA (Hanpumep, 06BbEKTbI U MeToAbl
CKaHMpoBaHWA). MpenmyLLecTBOM TaKOro CKaHMPOBAHMUA
ABNAETCA BO3MOYKHOCTb AeTa/lbHON HAaCTPOIMKM NapaMeTpos.
PaznnyHble KOHPUTYPALLMM MOXKHO COXPaHUTL B BUAE
NoNb30BaTENbCKUX MPOdPUNEN CKAHMPOBAHUA, KOTOPbIE
MoNe3Hbl, eC/IM CKAHMPOBAHME BbIMOJHAETCA PEryAfspHO C
OAMHAKOBbIMW NapameTpamMm.

YT0bbl yKa3aTb 06BEKTbI CKAHNMPOBAHUSA, BbIDEPUTE NMYHKT
«CKaHupoBaHKe KomnbloTepa» > «Bbi6opouHoe
CKaHMpPOBaHUEe» Y OTMETbTE HY»KHble 06bEKTbl CKAHUPOBAHUA
B APEBOBUAHON CTPYKTYpe. O6beKTbl CKAHMPOBAHMUA MOMKHO
TaKKe onpeaenuTb bonee ToYHO. [INA 3TOro yKaXKuTe NyTu K
nankam v gaitnam, nognerkalmum ckaHnmposaHuto. Ecau
TpebyeTca TO/IbKO NPOCKAaHMPOBATb cUCTeMY 6e3 BbINO/IHEHMA
OOMNONHUTENBHBIX AEWCTBUI NO ee 0YUCTKe, BbIbepuTte
napametp «CKaHUpoBaTb 6€3 ouUCTKU». Kpome TOro, MOXKHO
BbIOpPaTb OAMH M3 TPEX YPOBHEWN OYUCTKM B pasaene
«Hacrtpo#kKa...» > «OuucTka».

Monb3oBaTeNAM, HE UMMM AO0CTaTOYHOrO OMbiTa PaboTbi C

aHTMBMPYCHbIMWU NPOrPaMMamMu, He PpeKoMeHAyeTCs
BbIMNOJIHATL BbIGOPOYHOE CKaHMPOBaHMe.
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4.1.2.2 O6beKTbl CKAHUPOBaAHUA

[epeBo 06bEKTOB CKaHMPOBaHMA NO3BOAET BbIOpaTh palinbl
M Narnku, KOTopble HEOBX0AMMO MPOBEPUTbL Ha HaUuMe
BMPYCOB. BbIGOP NanoK MOXKET TaKKe OCYLLEeCTBAATLCA B
COOTBETCTBMM C NapameTpamu npodums.

O6BEKTbl CKAHUPOBAHMA MOXKHO onNpeaennTb bosiee TOYHO,
BBeAA MyTb K Nankam uau dainnam, nognexawmm
CKaHMPOBaHUI0. BbibepuTe 06beKTbl CKaHMPOBAHUA B AepeBe,
copepKallleM BCe JOCTYMHblE HAa KOMMNbIOTEPE MamnKu.

4.1.2.3 Mpodunu cKaHMpOBaHUA

MpeanoyYTUTENbHbIE HACTPOMKM CKAHUMPOBAHUA MOYKHO
COXPaHWUTb 4N15 UCMOAb30BaHWA B Byayliem. PekomeHayeTcs
€034aTb OTAE/NbHbIN NPOGUAb ANA KAXKA0M0 PerynapHo
MCNo/b3yemMoro Habopa napameTpos (C Pas3IMYHbIMM
06bEKTaMM U METOLAMM CKAaHWPOBAHUA U T. 4.).

YT106bI CO34aTb Npodub, BbibepuTe NyHKT «HacTpoiika» >
«BBECTU HACTPOMKM NPUNOKEHUA...» > «3aluuTa» >
«CKaHMpoBaHMe KoMnbloTepa» 1 Bbibepute KomaHay
«M3meHUTb» PAAOM CO CMTUCKOM CYLLECTBYOWMX npodunen.

Sawmra XK~

@ ¥ © ¥

3awwTa OBHoeneHnme  CnywkebHele Nnporpammel  Moab3cBaTeNs PasHoe
3alNTa cMCTeMbl  3alUMTa B peXUMe peansHoro spemenn  CKaHuposaHue MK WeknioyeHna

Mpodnne MHTENNEKTYANLHOTO CKaHMPOBaHN:

CKaHMpOBaHWe Smart | ¥ W3MeHUTL...

HacTpoiika npoduiei cKaHNpoBaHWs

Mpodnnk CKaHMPoBaHMS:

CkaHupoeaHue Smart v

Mogyne ThreatSense: HacTpoika...

06BLEeKThl CKEHWPOBaHMA: HacTpoika...

MOAy/b CKEHMPOBAHWA Mo TPeBOBAHMID UCMONBIVETCR ANS MPOBEPKU chAMNOB U NANOK HA KOMNbKTEpe. 3ToT
MOAYNS MOXHO 3AMYCKATh C MOMOLLSKO KOMaHABI “«CKAHUPOBaHME [1K» B rNaBHOM OKHE MPOrpamMb. 3Aecs
MOMHO HACTPOTH NAPAMETPbI MPOBEPKM KOMMBIATEPA N0 TPEBOBAHMIO

@ o ymonyarmio 0K OTMeHa

NHdopmaumio o co3gaHnm npoduas, COOTBETCTBYIOLLETO
KOHKPETHbIM TPeBOBAHMAM, M OMMCAHME KaXA0ro napameTpa
CKaHMpPOBaHUA CM. B pa3aesie «HacTpoiika napameTpos
mopyns ThreatSense» [ 13,

Mpumep. Mpegnonoxum, nonbsosaTento Tpebyercs co3gaTtb
cobcTBEHHbIV NPOdUIb CKAHMPOBAHUSA, NPUYEM
KOHUrypauma cKaHMpoBaHUA Smart YacTUYHO ycTpamBaeT
ero, 0iHaKo emy He TpebyeTca CKAHMPOBATb YNAKOBLLUKM UK
noTeHuManbHo HebesonacHble MPOrpaMmbl, HO HYKHO
NPUMEHUTb TLLATE/IbHYIO OYMCTKY. B Aranorosom okHe
«Cnucok npoduneit Moayns CKaHUPOBAHUA NO
Tpe6oBaHuMIO» BBEAUTE UMA NPODUNSA U HAXKMUTE KHOMKY
«[o6aBuTtb», a 3aTem — OK. MNocne 3Toro 3aganTe Hy>KHble
napameTpbl, HacTpous moaynb ThreatSense 1 ykasas
06beKTbl CKAHUPOBAHMUSA.



Crnucok npodpmneil Mofyna ckaHupoBaHua no TpeboBaHuio [ X~ X

Mpodni

[eTankHoOE CKAaHWpOBaHWE Mpodgus:

CKaHWpOBaHWe Yepes KOHTEKCTHoe

CKaHWpoBaHWe Smart

YoanuTe
L3

@ 0K OTmMmeHa

4.1.3 Hacrpoiika napameTtpos moaynsa ThreatSense

ThreatSense — 310 TexHoNOrMA, 06beANHAIOWAA PAL,
cnocoboB o6HapyXKeHua yrpo3. OHa ABNAETCS NPOAKTUBHOMN, T.
€. 3alMLLIaeT Aarke OT HOBbIX Yrpo3. Mpu 3Tom ncnonb3yeTca
coyeTaHWe MeToh0B (aHaM3 Koga, MoAEeMpPOBaHMe Ko4a,
0606LeHHbIe CUrHaTYpPbl, CUTHATYpPbl BUPYCOB), KOTOPOE
3HaAYMTe/IbHO NOBbILWAET yPoBEHb HE€30MacHOCTM KOMMbOTEPa.
MoZaynb CKaHUMPOBAHUA MOXKET KOHTPOZIMPOBATb HECKO/IbKO
NOTOKOB AaHHbIX OZHOBPEMEHHO, YTO MOBbIWAET
addeKTUBHOCTb 0OHapyKeHMA yrpo3. Kpome Toro,
TexHonorua ThreatSense apdeKTMBHA NPOTUB PYTKUTOB.

TexHonorua ThreatSense No3BoAET HACTPOUTb HECKO/IbKO
napameTpoB CKAHUMPOBAHUA:

® paclwupeHuns 1 Tunbl ¢GainoBs, NoaaerKalinx CKaHMPOBAHMIO;
® coyeTaHWe MeToA0B OBHAPYKEHUA Yrpos;

® YPOBHW OYUCTKU U T. 4.

YTOObI OTKPbLITb OKHO HAaCTPOMKK, BbIDEPUTE NMYHKT
«Hacrpoika» > «3aluTa oT BUPYCOB U LMUOHCKUX
nporpamm» > «PacluMpeHHasa HaCcTpoiiKa NnapameTpoB
3aLWMUTbl OT BUPYCOB U LUIMMOHCKUX MPOrPaMM» U HAXKMUTE
KHOMKY «HacTpoiiKa...» B pa3genax «3awmra CUCTEMbI»,
«3aluTa B pexxume peasbHOro BpemeHun» 1 « CKaHupoBaHue
KOMMNbIOTEpPa», B KOTOPbIX NPUMEHSAETCA TEXHONOTUA
ThreatSense (cm. HUKe). PasHble cueHapun obecneyeHus
6e3onacHoOCTM TPebyT Pa3/IMYHbIX HACTPOEK, MO3TOMY
TexHonoruto ThreatSense MOXKHO HAaCTPOUTb OTAE/IbHO ANA
KaXKA,0ro 13 cnesyowmx Moy en 3alumTbl:
e «3awmrta cuctembl» > « ABTOMaTMYeCcKasa NpoBepka ¢alinos,
MCMONHAEMbIX NPK 3aMyCKe CUCTEMbIY;
® «3awmTa B peasibHOM BpeMeHMU» > «3alluTa B pexrmme
peanbHOro BpemMeHm»;
e «CKaHUpoBaHUe KomnbloTepa» > «CKaHMpoBaHue
KomnbtoTepa no TpeboBaHumo».

MNapameTpbl ThreatSense onTMMU3NPOBaHbI A/1A KaXKA0ro 13
MOZAYNeN, N UX U3MEHEHNE MOXKET CYLLECTBEHHO NOBAUATb HA
paboTy cuctembl. Hanpumep, ecnm HaCTPOUTbL NapameTpbl
Taknm 06pa3om, 4To6bl YNaKOBLLMKM NPOBEPANUCE BCErAa UK
MOZY/1b 3aLMUTbl B PeXMME peasnbHOro BpeMeHU UCNob30Ba
pacLMPEHHYIO 3BPUCTUKY, 3TO MOXKET 3aMeSInTb paboTy
cucTembl. B cBA3M € 3TUM peKOMeHAyeTCca He U3IMEHATb
napameTpbl ThreatSense No yMoa4YaHUIO HU 1A KaKMX
Mmoaynen, Kpome moayns « CKaHMPOBAHUE KOMMbIOTEPA.

4.1.3.1 O6beKTbl

B pasgene «O6bEKTbI» MOMKHO YKasaTb dalinbl, KOTopble
HeobXxo4MMO NPOBEPUTL Ha MPEAMET 3aparkKeHus.

e «®Paiinbl» : CKaHMPYHOTCA Gai/ibl BCEX YACTO MCMOJIb3yeMbIX
TMNOB (Mporpammbl, M306parkeHus, 3ByKOBbIE U
sBuaeodannbl, pannbl 6a3 AaHHbIX U T. 4.).

e «CMMBO/IMYECKME CCbIJIKMY»: CKaHMpYtoTCA danabl ocoboro
TUMNa, COAEePIKaLLMe TEKCTOBYIO CTPOKY, KOTopas
WMHTEPNPETUPYETCA N UCTMONb3YETCA ONepPaLMOHHON
CUCTEMOW KaK NyTb K Apyromy danny uam katanory (To/ibko
AR MOAYNA CKaHMPOBAHMA NO TpeboBaHUIO).

¢ «MouTtoBble Ppainbi»: CKaHUPYOTCA 0cobble dalibl,
coaepKalume coobLeHMsA 31eKTPOHHOM NoYTbl (HeZOCTyNHO
019 MOAYNA 3aLLMTbI B PEXKMME PeabHOro BpeMeH#).

e «loyToBbIE ALWMKU»: CKAHUPYIOTCA NOYTOBbLIE ALLMKM
no/ib30BaTeNs B cMcTeMeE (HeAOCTYMHO A4 MOAYA 3aLLMTbI
B peXXmnme peanbHOro spemeHun). HenpasunbHoe
MCMONb30BaHME 3TOr0 NAapameTpa MOXKET NPUBECTU K
KOHQIMKTY C MOYTOBLIM KNMEHTOM. [lONONHUTE/bHYIO
MHPOPMALMIO O NPEUMYLLECTBAX U HELOCTATKAX
NPYMEHEHMA 3TOro NapameTpa CM. B 3TOM cTaTbe 6asbl
3HAHWUN.

® «APXMBbI»: CKAHUPYIOTCA CXKaTble daibl B apxuBax .rar, .
zip, .arj, .tar u T. 4. (He4OCTYNHO AN MOAYNA 3alUTbI B
pexume peasibHOro BPEMEHM).

¢ «CamopacnaKoBbiBaKOLWMECA APXMBbI»: CKAHUPYOTCA
balinbl, copeprralmecs B CaMopacnakoBbIBAOLLMXCSA
apxuBax (HegZOCTYNHO AN MOAYAA 3aLLUTLI B peXUMe
peanbHOro BpeMeH#).

® «YNaKOBLUMKUY: CKAHUPYHOTCA MPOrpaMmbl-ynaKOBLLUKM,
KOTOpble B OTAINYME OT CTaHAAPTHbIX aPXMBOB
pacnaKkoBbIBatOT Gpai/ibl AMHAMUYECKU B CUCTEMHYIO
NamATb, U CTaHAAPTHbIE CTaTUYeCcKMe ynakoBwmkmn (UPX,
yoda, ASPack, FGSu T. a.).

4.1.3.2 TMapameTtpbl

B pasagene «MapameTpbi» MOXKHO BbIOpaTb MeToAbl, KOTOpble
6yayT MCMO/Ib30BaTLCA MPU CKAHUPOBAHUM CUCTEMbI Ha
npeameT 3apakeHus. [ocTynHbl caeayolme BapuaHTbl:

¢ «basa AaHHbIX CUTHATYp BUPYCOBY»: CUTHATypPbl BUPYCOB
NO3BO/IAKT TOYHO U HAAEKHO 0OHAPYKMBATb U
NAeHTUGULMPOBATL 3aparKeHUA MO UMEHM.

® «IBPUCTUYECKUIT aHAIU3»: IBPUCTUYECKME a/ITOPUTMbI
aHaNN3UPYIOT aKTMBHOCTb NPOrpPamMmm Ha npegmeT
BPEeAOHOCHbIX AeNcTBUIA. OCHOBHbIM NPENUMYLLECTBOM
9BPUCTUYECKOro aHa/IM3a ABNAETCA BOSMOXKHOCTb
06HapyXMBaTb HOBOE BPEAOHOCHOE NPOorpaMmmHoe
obecneyeHune, cBeAEHNA O KOTOPOM elLLe He nonaau B 6asy
[AHHbIX CUFHATYpP BUPYCOB.

e «PaclwmMpeHHasa 3BPUCTUKA»: 3TOT METO/, OCHOBaH Ha
YHWKA/IbHOM 3BPUCTUYECKOM anropuTme, paspaboTaHHOM
KomnaHuen ESET M onTUMU3NPOBAHHOM A5t O6HapYKeHUs
KOMMbIOTEPHbIX YePBEN N KTPOAHCKUX KOHEM», HAaNUCAHHbIX
Ha A3blKax NPOrPaMMMpPOBAHMA BbICOKOTO YPOBHA.
MpumeHeHWe paclMpeHHOM 3BPUCTUKM CYLLLECTBEHHO
yNy4yLIaeT BO3MOXKHOCTM OOHaPYKEeHNA BPeLOHOCHbIX
nporpamm.
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® «PeknamHoe/wnunoHckoe/onacHoe MOx»: 3Ta KaTeropua
BK/IlOYAET NPOrpaMmsbl, cobmpatome BaxKHyo
MHbOpPMaLMIO O Nosib3oBaTensAx 6e3 ux cornacua. Kpome
TOro, K Hel OTHOCATCA NPOrpammbl, MOKa3sbiBatowWme
peKknamy.

e «[loTeHUuManbHO HexKenatenbHoe MNO»: He BCce
NOTEHLMANbHO HeXKenaTebHble NPUNOKEHNA ABNAIOTCA
BPEAOHOCHbIMMW, O4HAKO OHW MOTYT TEM U NHBIM
06pasom CHMKaTb NPOU3BOANTENBHOCTb CUCTEMbI. TakMe
NPUNOXKeHMA 0ObIYHO 3anpalLMBalOT MNPU YCTAHOBKeE
cornacue nonb3osartens. Mocne nx yctaHoBKM paboTa
cucTembl U3meHsneTca. Hanbosiee 3aMeTHbI Takue
NU3MEHEHMUA, KaK NOABMEHNE HeXenaTelbHbIX BCM/bIBatOLWMX
OKOH, 3aMyCK CKPbITbIX MPOLECCOB, YBE/IMYEHME CTEMEHMU
MCMNO/Ib30BaHMA CUCTEMHbIX PECYPCOB, USMEHEHMe
pe3ybTaToB MNOMCKOBbIX 3aMPOCOB M 0OMEH AaHHbIMM C
YAaNeHHbIMKU cepBepamm.

e «[loTeHuManbHO onacHoe MO»: B 3Ty KaTeroputo BxogAT
KOMMepYeCcKne 3aKOHHble MPUNOMKEHUA, KOTOPbIMU MOTYT
BOCMNO/1b30BAaTbCA 3/10YMbILWAEHHUKN, €CIN TaKne
NpPUAOXKeHUs Bbln ycTaHoBAEHbI 6e3 Begoma
no/sb3oBaTensa. 3T0 B TOM YMCNe CpeacTBa Y4ANEHHOTO
poctyna. [1o ymonyaHuio aToT napameTp OTK/KYEH.

4.1.3.3 Ouuctka

MapameTpbl OUYMUCTKM ONpesensatoT Cnocob oUnCTKU
3aparkeHHbIX panaoB moayanem CKaHMpoBaHUA. ECTb Tpu
YPOBHA OYUCTKM, YKA3aHHbIX HUKE.

e «Bbe3 OYUCTKMY»: 3aparkeHHble daii/ibl He ounLLatoTCA
aBTOMaTM4yecku. Mporpamma BbIBOAUT NpeaynperKaeHne n
npesg/iaraet No/sb30BaTe o BbIOpaTh HYXKHOE AelicTBME.

e «CraHpapTHasA OUYUCTKa»: Nporpamma nbitaeTca
ABTOMATUYECKMU OYUCTUTb MW YAANUTD 3aPaXKEHHDbIN dai.
Ecnv HEBO3MOKHO aBTOMATMYECKM BbIbpaTb NpaBUabHOE
[AelncTBMe, Nnporpamma npeasaraeT caenatb Bblbop
nonb3oBaTento. Bbibop NpesocTaBaseTca 1 B TOM Cayyae,
ecnu npegonpeaeneHHoe AeNCTBUE HE MOXKET ObITb
BbIMO/IHEHO.

e «TwareNbHasA OYMCTKA»: NPOrpaMma OUYMULLAET UK yaansaeT
BCe 3apaKeHHble ¢aiibl, BKAOYAA apXmBbl. EAMHCTBEHHOE
WCKtOYEHNEe — cucTemHble dainbl. Ecam dannbl
HEBO3MOXHO OYUCTUTb, BbIBOAUTCA NpeaynpeskaeHune c
npessioXxKeHvem BblbpaTb TO UAN MHOE AeicTBUE.

Mpeaynpex geHne. B CTaHAAPTHOM PeXUME OUYUCTKM,
KOTOPbIV UCMONb3YETCA MO YMONYAHUIO, apXMB yaansaeTca
LLe/IMKOM TONIbKO B TOM Cay4ae, ecnun Bce Gpaisibl B Hem
3aparkeHbl. Ecnu B apxmBe ecTb He3aparkeHHble ¢ali/ibl, OH He
yaanaetca. Ecnv 3apakeHHbll apxus 0BHapYKEH B pexnume
TLLATENbHOMN OYUCTKU, OH YAANAETCA LLEeIMKOM, JaXKe ec/iv B
Hem ecTb dalnbl 6e3 BpegoHOCHOTO Koaa.

4.1.3.4 PacwupeHusa

PacwmpeHnem HasbiBaeTca YacTb MMeHU dalina, oTaeneHHas
OT OCHOBHOWM YacTu TouKkon. OHO onpeaenseT TMn eanna unm
€ro cofepKMmoro. IToT pasaen napameTtpos ThreatSense
no3BosAeT onpeaennTb TUMbl GanioB, KOTOPbIE HE HYXKHO
CKaHMpPOBATb.

Mo ymonyaHuto ckaHMpytoTcs Bce daitibl HE3aBUCUMO OT UX
pacwupeHusn. Jlloboe paclumpeHne MOXKHO 4006aBUTb B CMUCOK
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WCK/IIOYEHWUI M3 CKaHWPOBaHUA. C MOMOLLbO KHOMOK
«[106aBUTb» N «YAANUTB» MOXKHO U3MEHATL COAEPKMMOE
CMWCKa, OTK/IIOYAA UM BKKOYAA CKaHMPOBAHME ANA TeX UK
WHbIX paclUMpPeHnit.

NcKntoueHne Gpannos U3 CKAaHMPOBAHUA MOXKET
noTpeboBaTbCA, CIN CKAHMPOBaAHME GaiI0B HEKOTOPbIX
TMMOB MeLlaeT HopMasibHOM paboTe NporpamMmmbl, KOTopas MX
ncnonb3syeTt. Hanpumep, MHoraa LenecoobpasHo UCKIOUYUTD
M3 CKaHWpPOBaHMA dainbl ¢ pacwmpeHuamm .log, .cfgn .tmp.

4.1.3.5 OrpaHuuyeHus

B pa3gene «OrpaHUYEHNA» MOMKHO YKa3aTb MaKCUMabHbIM
pasmep 06HEKTOB U KOIMYECTBO YPOBHEN BAOXKEHHOCTU ANA
CKaHMPOBaHMWS apXMBOB.

¢ MaKcuMmanbHbIN pasmep:: onpesenseT MakCMMaabHbIN
pa3smep cKaHMpyemblx 06beKTOB. [locne yCcTaHOBKM 3TOro
orpaHWYeHna Moay/ib 3alLMTbl OT BUPYCOB ByaeT NpoBepAThb
TO/IbKO 06bEKTbI MEHbLUE YKa3aHHOro pasmepa. He
pPEeKOMeHAYeTCA U3MEHATb 3HaYeHWe 3TOro napameTpa no
YMO/YaHUIO, €CAN A/1A 3TOTO HET 0C0HOM NPUUUHBI. OH
npegHasHayeH 45 OMbITHbIX MO/Ib30BaTe1ei, KOTOPbIM
HeobXoANMMO UCKNIOUUTL 60/1bluMe 06BEKTbI U3
CKaHMPOBAHMA.

e MaKcMmanbHoe BpemsA CKAaHUPOBAHUA:: onpeaenseT
MaKCMMa/ibHOEe BpemMs CKaHMpoBaHMA obbeKTa. Ecim
Nno/b30BaTelb ONPEAE/INA 3TO 3HAUYEHUE, MOAY b 3aLLUTDI
OT BMPYCOB MPepbIBAET CKAHNMPOBaHME TEKYLLEro 06beKTa
Mo UCTEYEHUWN YKa3aHHOrO MHTepPBasia BPEMEHM
He3aBWCMMO OT TOTO, 3aBEPLUEHO JIN OHO.

e MaKcMMmanbHbIi YypoBeHb BIOXEHHOCTU:: onpesensaeT
MaKCUMasbHYo ryBuHY CKaHMpPOBaHUA apxnBoB. He
peKoMeHAyeTCA U3MEHATb 3HAaYEHMe 3TOro NapameTpa no
ymonyaHuto, paBHoe 10; B 06bIYHbIX YCOBMAX 418 3TOr0o
HeT ocobolt npuymHbl. Ecam ckaHMpoBaHue
npexaeBpeMeHHOo NpepbIBaeTcA U3-3a NPeBbILEeHNA YPOBHA
B/IOYKEHHOCTM, apXMB OCTAETCA HENPOBEPEHHbIM.

e MakcumanbHbIN pasmep daiina:: onpegenset
MaKCMMa/ibHbIl pa3smep daiiioB B apxuee (nocne
M3B/IeYEHMA), Nog/eXKalLMX CKaHNPOBaHUO. Ecnmn ns-3a
3TOro OrpaHMYeHUn CKaHNMPOBaHWeE NpepbIBaeTCA 40 ero
3aBepLUEHMS, aPXMB OCTAETCA HENMPOBEPEHHbIM.

EC/IM HY)XXHO OTK/IHOUMTb CKAHMPOBaHME yNnpaBaseMblX
cuctemon nanok (/procw /sys), yctaHoBute dhaaxok
«UCKNIOUYUTb U3 CKAHUPOBAHUA CUCTEMHDbIE NanKu» (3ToT
napameTp HeAOCTyNeH ANA CKaHUMPOBaHUA Gpaitnos,
MCMOHAEMbIX MPM 3anyCcKe CUCTEMDbI).

4.1.3.6 Apyrue

Mpwn BKAtOYEHHOM NapameTpe «OnTummnsauma Smart»
MCNONb3YIOTCA ONTUMA/IbHble HACTPOMKM Ana obecrneyeHumn
camoro 3pPeKTUBHOIO YPOBHS CKaHMPOBAHUA C COXPAHEHUEM
€ro BbICOKOW CKOPOCTW. PasHble Moy M 3aWMTbl BbINONHAOT
WHTENIeKTyaNbHOEe CKaHMPOBaHWe, NPUMEHAA OTAEe/IbHbIe
MeToapbl ANA pas3nMyHbIX TUNoB ¢ainos. OnTummusauma Smart
He onpeaeneHa B NPOAYKTE KecTKMM obpasom. KonnekTms
pa3paboTtymkoB KomnaHun ESET NocToAHHO BHOCUT B Hee
NU3MEHEHMA, KOTOPble MOXHO MHTerpmposaTtb B ESET NOD32
Antivirus ¢ nomoLbto perynsipHbix o6HoBAeHWI. Ecin
onTMmM3aumna Smart OTK/IOYEeHa, NPU CKaHMPOBaHUMN



MCMONb3YIOTCA TO/IbKO NOJIb30BaTENbCKME HACTPOMKM AAPa
ThreatSense Kaxgoro moayns.

«CKaHMPOBaTb a/IbTePHATUBHbIE MOTOKMU AAHHBIX»:
NPUMEHMMO TONbKO K MOAY/IO0 CKAHUPOBAHMA NO
TpeboBaHuio.

ANbTepHATUBHbIE NOTOKM AAHHbIX MCNOAb3yemble $alinoBoi
CUCTEMOW — 3TO CBA3K PpaNoB M Narnok, HegoCTyMNHble ANA
06bI4YHbIX METOAMK CKaHWMPOBaHMA. MHOr1e BpeAOHOCHblEe
nporpammbl BblgatoT cebs 3a abTEPHATUBHbIE NOTOKM
[AHHbIX, YTOObI HE BbITb 0OHAPYKEHHbIMMU.

«COXpaHUTb OTMETKY O BpeMeHU NMOoc/ieqHEro AoCTyna»:
MPUMEHMMO TOJ/IbKO K MOAY/I0 CKaHWPOBAHUA Mo
TpeboBaHuio.

Mcnosib3yitTe 3TOT NapameTp 4J18 COXPaHEeHUA UCXO4HOro
BPEeMEHM A0CTyNa K CKaHupyembiM daitnam 6es ero
06HOBAEHUA (HanpUmep, 4S8 UCMO/Ib30BaHMA C CUCTEMaMM
pe3epBHOro KONUPOBAHMA AAHHbIX).

4.1.4 [eiicTBUA NpU BbIAB/EHUMN 3apaXKeHUA

Bpe,0HOCHbBIN KoA MOXKET BbITb MOAYYEH U3 Pa3HbIX
MCTOYHMKOB: C BEO-CTPaHML, M3 06LWMX Nanok, no
3N1EKTPOHHOM NMOYTE UAN CO CMEHHbIX HocuTenen (USB-
HakonuTenemn, BHEWHMX ANCKOB, KOMMNaKT- nan DVD-gucKos,
OUCKET U T. 1.).

Ecnn HabatogatoTcA NPU3HAKM 3aparkeHMA KOMMbloTepa
(Hanpumep, oH cTan meg/ieHHee paboTaTb, YaCTO «3aBUCAET»
W T. N.), PEKOMEHAYETCA BbINOJHUTD AENCTBUA, ONUCAHHbIE
HUKe.

1. OtkpoinTe ESET NOD32 Antivirus 1 BbibepuTe KomaHay
«CKaHupoBaHMe KoMnbloTepa».

2. Bbibepute napametp «CKaHMpoBaHue Smart»
(mononHUTeNbHYIO MHbOPMALMIO CM. B pasaene
«CkaH1poBaHue Smart»[12Y).

3. Mo 3aBepLlUeHNN CKaHMPOBaAHMA NPOCMOTPUTE B KypHane
KONIMYECTBO NPOBEPEHHbIX, 3aPaXKEHHbIX U OYULLLEHHbIX
dainos.

Ecnv HeobxoaMmo NpoBepuTb TOIbKO YacTb AMCKA, BbibepuTe
napameTp «BblI6OpPOUHOE CKaHMPOBAHMEN U YKaXKUTE
06bEKTbI, KOTOPbIE HY}KHO NPOBEPUTD.

Hwuke onucaHo, 4To NnponcxoanT, Korga cuctema ESET NOD32
Antivirus BbiaBnseT 3aparkeHue. MNpeanonoKmm, 4tTo
3apaykeHne obHapyKeHo Mmoaynem 3alunTbl GainioBoi
CUCTEMbI B peXXMME peasibHOro BPEMEHU MPU YPOBHE OYMUCTKM
no ymonyaHuto. CHayana moAy/ib NbITaeTca OYUCTUTb UK
yaanutb paiin. Ecnm gencrTene no ymosnyaHuio gns Mmoayns
3aWMTbl B peXXUMme peasbHOro BpeMeHU He onpeseneHo, ero
npeanaraerca BbibpaTtb nosb3osaTento. O6bIMHO MOMXKHO
BblbpaTh AericTBMe «OUnCTUTLY, «YAanuTb» uam «Hudero He
npegnpuHumatb». [lelicteue «Huuero He npeanpUHMMATL»
BbIOMpPaTb He peKOMeHAYeTcs, TaK Kak B 3TOM C/lyyae
3aparkeHHbI dann ocTaHeTcs Ha KomnbloTepe. VIckatoueHnem
MOMKET BbITb CUTYaLMsA, KOF4a MMEEeTCA NOJIHAs YBEPEHHOCTb B
TOoMm, 4TO dpaiin besBpeaeH 1 nonasa nog nogo3peHue no
olinbKe.

«OumnCTKa 1 yaaneHue»: UCNob3yrhTe O4MCTRY, ecam dain bbin
aTaKoBaH BMpPYcoOM, 06aBMBLUMM B HErO BPeAOHOCHbIM Ko, B

3TOM C/lyyae B NepByto ovepesb cnesyeT NonbiTaTbCAd O4NUCTUTD
dalin, 4To6bl BOCCTAHOBUTL €r0 NepPBOHAYa/IbHOE COCTOSHME.
Ecnn dalin copepKUT TOSIbKO BPeOHOCHbIW KOA, ero cieayet
YOaNUTb.

ObHapy»eHa yrposal
TpeBora

ObnekT:

Amp/FCQG6_aa com part

Vrposa:

Eicar Tect chaitna

KomMeHT apmii:

CobuiTHE NPOM3OLWA0 B HOBOM haine, co3gaHHoM ciegylownm npunoxkennem: fusr/libffirefox-3.6.10/firefox-bin.

O4MCTUTE YaanmTs Huyero He NpeAnpUHUMaTL

7 CKpbITb NapameTpsl

[ CKOMMPOBaTL B KAPaHTUH

«YpaneHue painnos U3 apxuBOB. B pexxnume o4nCTKM No
YMOIYaHUIO apXMB YAANAETCA LENMKOM, €CIN OH COAEPKUT
TONIbKO 3apaykeHHble ¢annbl. MiHaye roBops, apxumBbl, B
KOTOPbIX ecTb He3apaKeHHble dainbl, He yaanatoTcs. OgHaKo
CKaHMpPOBaHMe B pexnme «TwaTeNibHaA OUMCTKA» cieayet
NMPUMEHATH C OCTOPOXKHOCTbIO: B 3TOM PeXMME apXmB
VAANAeTCA, eC/IN COAEPHKUT XOTA Obl 0O4MH 3aparKeHHbIN dann,
He3aBMCMMO OT COCTOSAHUA APYrnx darinos B apxmse.

4.2 O6HOBNEHWE NPUNOXKEHUA

[na obecnevyeHna MakCMManbHOro ypoBHA 6e3onacHoCcTH
HeobxoAMMO perynapHo obHoBAATL NpuaoxKeHne ESET NOD32
Antivirus. Moaynb o6HOBNEHWA NOALEPIKMBAET aKTyaIbHOE
COCTOSIHUE NPUJIOXKEHUA, 06HOBAAA 6a3y AAHHbIX CUTHATYP
BMPYCOB.

BbibpaB NyHKT «O6GHOBNEHUE B INTaBHOM MEHI0, MOXHO
Noay4YnTb MHPOPMALMIO O TEKYLLLEM COCTOAHUM OOHOBNEHMUSA,
BKAKOYAA AATy M Bpems NoCaeHEro CeaHca, a Takke ceefeHus
0 HeobxoanMMoCTN 06HOBIeHMA. YTOObI BPYyYHYHO 3aMyCcTUTb
npouecc o6HoBNEHMUA, HaxkMmUTe « O6HOBUTL 633y AAHHbIX
CUrHaTyp BUPYCOBY.

B 06bI4HOM CMTyaLMK NOC/Ie HOPMAJIbHOTO 3aBepLUEeHKUA
3arpysku B OKHe 06HOB/IEHUSA BbIBOANUTCA coobleHne «basa
DAHHbIX CUTHATYp BUPYCOB aKTyanbHa». Ecan o6HoBUTL 6asy
[JaHHbIX CUTHATYpP BMPYCOB HEBO3MOXKHO, PEKOMEHAYEeTCA
NPOBEPUTb HACTPONKMN OBHOBIEHMA ’1—65, TaK Kak camas
pacnpocTpaHeHHaa NPUYMHA 3TON OWMBKM — HeBEPHO
BBeAEHHble AaHHble ANA ayTeHTUPUKaL MM (MMA Nosb3oBaTeNs
M Naposib) UM HEKOPPEKTHO BblbPaHHblE NapameTpbl
noakatouerns |22,

B oKHe 06HOB/IEHUSA TaKKe BbIBOAATCA CBEAEHWUS O BepCcUm
6a3bl JaHHbIX CUFHATYP BUPYCOB. YNCNOBOM MHANKATOP
npeacraBaneT coboit aKTUBHYIO CCbIJIKY Ha CMIMCOK BCex
CUrHaTyp, Ao6aBneHHbIX B 6a3y AaHHbIX B TEKYLLEM
obHoBNEeHUU, Ha Beb-calTe KomnaHuu ESET.

15



MPUMEYAHUE. ima nonb3osaTena n naponb
npeaocTaBaaoTca KomnaHuer ESET nocne npnobpeTteHusa
npunoxeHmsa ESET NOD32 Antivirus.

4.2.1 O6HoBNEHUe A0 HOBOI COOPKU

[Ona obecneyeHMa MaKCMMaIbHOM 3aLLNUTbI BaXKHO
MCMo/b30BaTh HoBenLwyo cbopky ESET NOD32 Antivirus.
YT0bbl NPOBEPUTL HAaIMYME HOBOM BEPCUN, BbIDEPUTE NMYHKT
«0O6HOBNAEHUEN U3 TNABHOTO MEHIO B 1EBOW YacTu OKHa. Ecaun
O0CTyNHa HoBas cOOpKa, B HUXKHEN YacTn OKHa byaet
BblBeeHO coobuweHune «JocT ynHa HoBaA BEPCUA 3T 04
nporpammsl[». Haxkmute «MogpobHee...», 4TOObI BbIBECTU HA
9KpaH HOBOE OKHO € MHbOPMaALLMel 0 Homepe Bepcun
OOCTYNHOM COOPKU U NepeyHem U3MEHEHNIA.

ESET NOD32 Antivirus

ESET NOD32 Antivirus 4 Business Edition

CocTonHue sawmTH Basa AaHHbIX CUFHATYp BUPYCOB aKTyanbHa

g CkaHupoBaHie Mk ~
¥ 0BHoBITS 6asy AaHHLX cUrHaTYp BUpycos @

# obrosnenne

@ HacTpoiika

% CnyeBHEIe NporpamMMl

o Crpaska

HacTpoiika MMenn nonL3osaTens u napons... ©
Mporpamma aKTyBpoBaHa:

01.02.2011 17:23:27
5837 (20110201)

MocnegHee ycrewroe obHoseHme:
BepcyA 6a3el AaHHLIX CATHATYD BUPYCOB:

LocrynHa HoBas Bepcis 3Toi nporpammel!  M0apobHee. ..

AKTUBWPOBATE CTaHASPTHSI pexcam (CZer

HaxmuTe KHOMKy «3arpy3sutby», 4Tobbl 3arpy3nTb HOBEMLLYIO
CcH60pKy. Haxkmunte KHOMKY «3aKpbiTb», YTOObI 3aKPbITb 3TO
OKHO 1 3arpysnTb 06HOBNAEHME NO3AHEE.

ESET NOD32 Antivirus

HoBan BepcHA 3Tl NPOrpaMMbl AOCTYNHA ANA 3arpy3Ku!

YCTaHoBNEHHaR BEPCHR: 4.0.63
’I‘ Hosas gocTynHas Bepcus: 4.2.40

HAaTa Buinycka: 30.10.2010

Pasmep nakeTa: 0.5 MB

CNUCOK M3MEHEHMA B HOBOW BEPCUM:

ctional links in help on RedHat distribution

- cannot open GUI while protocol windows are opened

- Fix: cannot set the middle level of cleaning of found infiltrations

- Fir: notification windows displayed incorrectly

- Fix: added scan summary info when using context menu scan

- Fist: issues with Default" buttons

- Fis: missing help icons in settings windows

- Fis: issues with scheduled scan causing shutdown of GUI

- Fix: possibility to set the empty value or path in exclusions settings

- Fix: issues with buttons in some distributions

- Fix: issues with text indenting and individual objects within GUI

- Fix: issues with scan not starting even after specifying exact path to object of scanning
- Fix: issues with uninstallation and context menu options

- Added: technical support form

- Added: blocking of removable media (USB, CD/DVD, firewire)

- Added: checking of incorrect file path when submitting files for analysis

- Added: new scanning option: drag&drop files onto program desktop icon
- Added: default exclusions in ThreatSense.Net scanning settings

- Enhancement: optimization of progress bar during on-demand scanning

3arpysuTh 3aKpeITh

Ecnn HaxkaTb KHONKY «3arpy3uTby», Gainn byaeT 3arpyskeH B
nanky 3arpysokK (uav B BbibpaHHyto B bpay3epe nanky no
ymon4yanuto). Korga daiin byaet 3arpy»KeH, 3anycTuTe ero u
cnepyiTe yKasaHUAM Mo yCTaHOBKe. Bawn nms nonb3osaTens
M naponb byayT aBTOMaTUYECKU NepeHeceHbl B HOBYHO
YCTaHOBJ/IEHHYO Bepcuto. PekomeHayeTca perynispHo
npoBepsTb Han4me ob6HOBAEHUI, 0COBEHHO Npw
BbINOHEHMN ycTaHOBKM ESET NOD32 Antivirus ¢ KOMnNakT- nam
DVD-gucka.
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4.2.2 Hacrtpoiika o6HOoBNEHUA

Paspen napameTpoB 06HOBAEHUA COAEPHKUT MHDOPMALMIO 06
MCTOYHMKax OOHOBNEHUI, TaKYHO KaK agpeca cepBepos
06OHOB/NIEHUI U AaHHble ayTeHTUOMKaALMK AN HUX. Mo
YMO/I4aHUIO B pacKpblBatoLlieMcs MeHto «Cepsep
o6HoBeHMI» BbIOpaH NapameTp «Bbibupatb
ABTOMATUUYECKN», 0becrneynBatolmMin aBTOMATUYECKYIO
3arpysky ¢aiinos o6HoBAeHUI ¢ cepBepa ESET ¢
MWHUMANbHbIM pacxogom TpaduKa.

LL K-

ObHoBnEHNE

@ x © ¥

3awwTa OBHoeneHnme  CnywkebHele Nnporpammel  Moab3cBaTeNs PasHoe
06HoBNEHNE

Cepeep 0BHOBASHWA:

BeifMpaTk aBTOMaTUYECKK v WV3MEHMTE. ..

Wms nons3oeaTens: |EAV—1234567E\ ‘

Napons: eesessssee ]

OTobpamaTsk Naposk
PacwmpeHHele napaMeTps: | HacTpoika...

O4MCTWUTL K3 06HOBASHMIA:  O4ACTUTE

[nn oBECMeUsHUA MOMHOM 3aLYMTsl OT YIPO3 HEOBXOAMMO PErynRpHO 0BHOBNATE 6a3bl AaHHBIX CUTHATYP
SWPYCOBS. 348Ch MOHO HACTPOMTS NaPaMeTpal 06HOBAEHMR

@ o ymonyarmio 0K OTMeHa

CNMCOK AOCTYMHbIX CEPBEPOB 0OHOBNEHUI MOXKHO
NPOCMOTPETb C MOMOLLbIO pacKpbiBatoLLeroca meHto «Cepeep
o6HoBEeHUIY. YTOoObI 406aBUTH B CMIMCOK HOBbI cepBep,
HaXXMuUTe KHoMKy «M3meHuTb». 3aTem BBeAWTE aapec cepBepa
B nosie «CepBep 06HOBAEHUIT» N HAKMUTE KHOMKY
«06aBuTb». 1nA ayTeHTUMKaLMKM NPU BXOAE Ha cepBepbl
06HOB/IEHUIA UCNONb3YTE UMA NONb30BATENS U NAPOJb,
noJly4eHHble NOCAe NOKYMNKU NPUNOKEHUA.

YT06bl BKOUYUTD TECTOBBIV PEXUM (415 3arpy3KM TECTOBbIX
06HOB/IEHUIA), Ha’*KMUTE KHOMKY «HacTpoiKka» pagom
paclwmMpeHHbIMU NapameTpamm 1 yctaHoBuTe GNaXKoK
«BKNOUUTb TeCTOBble 06HOBAEHUAY. YTOBbI OTK/IOUUTD
oTObpakeHMe yBeLOMIEHNI Ha NaHenn 3aay Noc/e Kaxaoro
YCMNeLWHO BbINO/IHEHHOro 06HOB/IEHMA, YCTAHOBUTE PNAXKOK
«He oTtobparkaTtb yBegomneHue 06 ycrnelwiHom o6HOBEHUN Y.

YT106bl YA2NUTb BPEMEHHbIE AaHHble 0OHOBNAEHUI, HAXKMUTE
KHOMKY «O4YMUCTUTB» PAAOM C MYHKTOM « OYMCTUTDL KL
o6HoBeHMIY. Mcnonb3yiiTe 3Ty GyHKUMIO NpU
BO3HWKHOBEHUM Npobsiem B Xxo4e 06HOBNAEHUSA.

4.2.3 Co3paHue 3agayv o6HOBAEHUA

O6HOB/IEHME MOXHO 3aMyCTUTb BPYYHYHO C MOMOLLbHO
dyHKUMM «O6HOBUTL 6a3y AaHHbIX CUrHATYP BUPYCOB» B
OCHOBHOM OKHE, KOTOPOE MOoABAAETCA Noc/e Bbibopa NyHKTa
«O6HOBNAEHME» B [TaBHOM MEHIO.

Kpome Toro, o6HOBMIEHME MOXKHO BbINONHATL KaK
3an1aHNPOBaHHYHO 3aauy. YTobbl HacTpouTb
3an1aHNPOBAHHYIO 33434y, NepenaunTe B pasaen
«CnyxxebHble nporpammbi» > «MaaHUPOBLLMUKY. 10
ymondaHuto B ESET NOD32 Antivirus akTMBMpOBaHbl
YKa3aHHbIe HUKe 3a4a4u.



® PerynapHoe aBTomaTtuyeckoe o6HoBNEHUe
e ABTOMAaTMyeckoe ob6HOBNEHMe nocne BXOA4a no/szib3oBartena
B cucremy

Kaayto 13 yKasaHHbIX Bbile 33434 0BHOBAEHMA MOXKHO
WN3MEHUTb B COOTBETCTBMM C KOHKPETHbIMU TpeboBaHUAMM.
Kpome 33434 no ymon4aHUio MOXKHO cOo34aTb ApYrue 3a4aun
06HOB/IEHUA C NMONb30BATENIBCKMMU HACTPONKAMM.
JononHutenbHyo MHGOPMaLMIO O CO3A4aHUN N HACTPOIKe
3aga4 obHoBIEHUA CM. B pasaene «AaHNPOBLUMKY ial

4.3 NMnaHupoBLWMUK

MnaHuposwMmK goctyneH, ecnam 8 ESET NOD32 Antivirus
AKTUBMPOBAH PaCLUMPEHHbIN pexum. MNepentn K
NAAHMPOBLLNKY MOXKHO Yepes rnasHoe meHto ESET NOD32
Antivirus, BOCNo/b30BaBLLMCb NYHKTOM «Cny»KebHble
nporpammbi». MAaHUPOBLUUK COLEPKUT NOSHBIV CUCOK BCEX
3aMnJ1aHNPOBaHHbIX 3334 U UX MapameTpbl 3anycKa (aaTy,
BPEMSA U UCNO/Ib3yeMblit MPOdUIb CKAHMPOBAHUS).

ESET NOD32 Antivirus

ESET NOD32 Antivirus 4

Business Edition

CocTosHme AWMLl MnaHnpoBLLnK

CKaHMpoBaHMe MK

' OBHoBneHMe
# HacTpoiika

% CryebHeie nporpammsl

Vmsi 3apaua

& ABTOMATWMeCKan MpOBEPKa (halifos, NCMOAHACMAX MPU 3AMYCKE CUCTEMs! MPOBEpKa (aitic
& AsTomaTu4eckas Nposepka (ainos, NCMONHAEMBIX NPU 3aMycke cucTemsl Mposepka daiinc
W PErynspHOe GETOMATHMECKOE OBHOBNEHME OBHoBneHIE

¥ ABTOMATUMECKOR OBHOBNEHME NOCTE BXOAA NOJLI0BATENS B EACTEMy  OBHORNIEHME

| @aiinsl xypHana

O KaparTun

o Crpaska -

[o6asuTL 3agauy..

AKTHBUPOBaTS CTaHAGPTHSI penM (CSer’

Mo yMmo/4aHu1Io B NIaHMPOBLUMKE OTOBpaKatloTcsa cneayoume
3anNaHMPOBaHHbIE 3a4a4K:

e PerynapHoe aBTomaTuyeckoe obHoBNEHME

e ABTOMaTM4yecKkoe 06HOBNEHME NOCAE BXOLA NO/b30BATENS B
cuctemy

® «ABTOMaTMYecKas npoBepka ¢aiinos, UCNOAHAEMbIX NPU
3anycke cUcTemMbl»;

® «ABTOMaTMYecKas nposepka ¢aiinos nocse o6HOBAEHUSA
6a3bl AaHHbIX CUTHATYP BUPYCOBY;

e «O6cnyxuBaHMe KypHanos» (Nocse yCTaHOBKM ¢iaxkKa
«loKasbiBaTb CMCTEMHbIE 3aJa4M» NPU HACTPONKe
NAaHUPOBLUMKA).

[na Toro 4yto66I USMEHUTL NAPAMETPbI CYLLLECTBYHOLLMX
3an/1aHMPOBaHHbIX 33a4 (Kak onpeaeneHHbIX N0 YMONYaHUIO,
TaK 1 MN0Nb30BaTE/IbCKUX), LLENKHWUTE NMPaBON KHOMKOM MbiLM
HYKHYIO 33434y M BblbepuTe B KOHTEKCTHOM MEHIO KOMAHAY
«UN3MeHUTb...» nnu BbibepuTe 3aga4y, KOTOPYH HEOb6X0ANMO
W3MEHWUTb, @ 3aTEM HaXKMUTE KHOMKY «UI3MEHUTb...».

4.3.1 HasHauyeHMe 3anNaHUPOBAHHbIX 334a4

MNaHMPOBLUMK yNpaBaAeT 3an1aHMpPOBaHHbIMM 3a43a4amm U
3arMycKaeT Mx Mo PacnmcaHuio ¢ NpeaonpeaeneHHbIMM
napameTpamu. MapameTpbl U CBOMCTBA 33434 COAEPIKAT TaKyHo
MHOGOPMaLMIO, KaK AaTa U BPeMs BbIMOAHEHWUA 3a4a4M, a
TaK¥Ke UCNo/b3yemble Npu 3TOM NpoduUu.

4.3.2 Co3paHue 3agaun

YT106bI CO34aThb 33434y B NJIAHUPOBLUMKE, HAKMUTE KHOMKY
«[006aBuUTb 3agauy...» UK LENKHUTE NPaBON KHOMKOMN MbILIK
1 BblbepUTE B KOHTEKCTHOM MEH0 KoMaHAy «[,o6aBuTb».
JOoCTYMHbI NATb TUNOB 3aMN1aHMPOBAHHbIX 3343a4. OHUM yKa3aHbl
HUKe.

® 3anycTuTb NPUIOXKEHUe

e O6HOBNEHMUE

e 0O6cny}KuBaHMe }KypHana

e CkaHuposaHue MK no TpeboBaHuto

¢ Mposepka $paiinos, MCNONHAEMBIX NPU 3aMyCKe CUCTEMDI

ESET NOD32 Antivirus

ESETNOD32 Antivirus 4 Business Edition

CocTomHme 3aLMTE MnaHMpoBW MK

0 CKaHuposaHue MK

0 O6HosneHme
# HacTpoiika

% Crywebrbie nporpammsl

Vims 3apava

¥ ABTOMATMuECKan NPOBEPKa Ao, UCTIONHASMEX NPY 3ANYCKe CUCTEM! MpoBepka daitne
¥ ABToMaTWHeCKas NPoBEpKa Dainos, UCNOAHSEMbIX NPK 3amycke chcTemsl Mposepka dhannc
¥ PErynapHoe asToMaTIECKoS 0BHOBAEHNE

¥ ABTOMATMUECKOR OBHORJIEHUE NOCHE BXOAA N0/L30BATENA B CUCTEMy

06HoBNEHME
OBHoENEHME

| ®aiine xypHana

([ KapanTim

o Crpaska 3

[Llo6aeuTe 3apayy.

AKTHEWPOBATS CTaMAAPTHBI peRI (st

MocKkonbKy 06HOBMEHNE — O4HA U3 CaMblX YacTo
MCMO/Ib3yeMbIX 3aN1IaHNPOBaHHbIX 3334, HUXKe NpUBeEHbI
CcBeAEeHUA 0 TOM, KaK A406aBUTb HOBYHO 3a4a4y 0OHOBAEHMUS.

B packpbiBatolemca MmeHio «3an1aHMpoBaHHan 3agava»
Bblbepute NyHKT «O6HOBAEHME». BBeanTe UMA 3aa4m B
nosne «HasBaHue 3agaumn». YKaxuTe 4acToTy BbINOSHEHNA
33[,a41 B PACKPbIBAOLLLEMCA MEHIO « BbINONHUTL 3a4a4y».
[JocTynHbl cnegytowme BapmaHTbl: «Onpeaensertca
nonb3oBatenem», «OaHOKpaTHO», «PerynapHo»,
«ExxepgHeBHO», «ExXeHeaenbHO» 1 «lpu HacTynneHum
co6bITHAY. B 3aBUCMMOCTM OT YKA3aHHOM YacTOTbl 3anycka
6yayT 3anpoLUeHbl pas3iMyHble NapameTpbl 0OHOBAEHMUS.
3aTeM yKaxuTe, Kakoe AelcTBMe cneayeTt npeanpuHUMATh,
ecnu 3agava He 6yaeT BbINOIHEHA B YCTAHOB/IEHHOE BPEMA.
[oCTynHbI yKa3aHHbIe HUXe BapuaHTbI.

e paTtb Ao cnegylowero 3an1aHMPOBAHHOIO MOMEHTA

® BbINONHUTbL 3a4a4y KaK MOXKHO CKopee

® «BbINONHUTb 3a4a4y HeMea/1IeHHO, eCc/U BpeMS,
npolweauwee ¢ nocaeaHero 3anycKa, NnpesbICUIO
YKa3aHHbIW UHTEpBan» (MHTEPBasl MOXKHO YKa3aTb C
nomoulpto napametpa « MMHMMANbHBIA UHTEPBAN MEXKAY
3aga4yamm»)

Mocne 3TOro NOABUTCA OKHO CO CBOAHOM MHOpMaumel o
TeKyLen 3annaHMpoBaHHOM 3aga4e. Haxkmute KHOMKy
«loTtoBOY.

HoBas 3aga4a NoABUTCA B CMIMCKe 3aN1aHUPOBAHHbIX.

Mo ymonyaHuMo cucTeMa BK/IOYAET 3an1aHNMpPOBaHHbIe 3a4auu,
KOTopble obecneymBatoT NPaBUIbHYIO PAabOTy NPUNOXKEHUA.
MN3MeHUTb 3TV 3a4a4M HENb3SA, U NO YMONYAHWUIO OHU CKPbITbI.
Y1ob6bl caenatb 3TM 334344 BUAMMBIMK, BbiDepUTe Nno
ouyepeam NyHKTbl «HacTpoiika» > «BBecTu HacTpoiiku
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NpUNoXKeHUa...» > «Cny>KebHble nporpammbl» >
«MnaHUpPOBLLUK» K ycTaHOBUTE daXKoK «MoKa3sbiBaTb
cUCTEMHbIE 3aauun».

4.4 KapaHTuH

[naBHOe Ha3Ha4yeHue KapaHTMHA COCTOUT B U30NALUN U
6e30nacHOM XpaHeHUM 3aparkeHHbIX dannos. Painbl cnegyet
NMoMmeLLaTb Ha KapaHTWUH, eC/IM OHU HE MOTYT BbITb U3/1eYeHbl
nnun 6e3onacHo yaaneHbl, eCAn yAaNnaTb UX HE PEKOMEeHAyeTCs
WN €CIN OHU OLIMBOYHO OTHECEHbI NpuioxKeHnem ESET
NOD32 Antivirus K 3apa*KeHHbIM.

MomecTuTb Ha KapaHTUH MOXKHO Ntobol daiin. PekomeHayeTca
nomelLaTb Ha KapaHTUH dalinbl C NOA03PUTENbHOM
aKTUBHOCTbIO, KOTOPbIE, TEM HE MEHEE, He ONpeaenAloTca
MOZY/IeM CKaHMPOBaHUA KaK 3apaxeHHble. Palinbl Ha
KapaHTMHEe MOXHO npeaocTaBuTb B nabopatoputo ESET ans
AanbHelLwero aHanunsa.

ESET NOD32 Antivirus

ESET NOD32 Antivirus 4 Business Edition

CocTosHme AWMLl KapaHTuH

g CkaHupoBaHne MK

' OBHoBneHMe
# HacTpoiika

% CryebHeie nporpammsl

Bpems Uus
01.02.2011 17:34:25 /tmp/MOUSLETS.com.part 68

Paamep Mpuuuna Kos-80
Eicar TecT dhaitna 1

| @aiinsl xypHana

(5 Mnanmposunk

@ croeae

KapaHTu..

AKTHBUPOBaTS CTaHAGPTHSI penM (CSer’

MHdpopmauunio o painnax, NoMeLLeHHbIX Ha KapaHTUH, MOXKHO
NPOCMOTPETb B BUAE TabauLbl, coaepiKallein 4aTy U Bpemsa
nometleHma daiiia Ha KapaHTUH, MYTb K €ro UCXOAHOMY
PacrnonoKeHuto, ero pasmep B 6alTax, NPUUNHY NOMeLLEHUA
daitna Ha KapaHTUH (Hanpumep, MHeHWe Noab3oBaTens) n
KOZIMYECTBO OOHAPYKEHHbIX Yrpo3 (Hanpumep, eciv apxms
COAEPKMUT HECKO/IbKO BMpPYCOB). Manka KapaHTUHa ¢
n3onuposaHHbiMKU daitnamu (/var/opt/eset/esets/cache/
quarantine) ocTaeTcs B cMCTEME AarKe Nocae yaaneHms
npunoxeHna ESET NOD32 Antivirus. B nanke KapaHTMHa
daiinbl xpaHaTca B 6e3onacHom 3awmndppoBaHHOM Buae. Mx
MOHO BOCCTAHOBWTb MNOC/Ee NOBTOPHOM YCTAaHOBKM
npunoxeHmsa ESET NOD32 Antivirus.

EcAn HyXXHO aBTOMATUYECKM CKaHMPOBATb MOMELLEHHbIE B
nanKky KapaHTUHa ¢aibl nocne Kaxaoro obHosaeHMaA 6asbl
[OaHHbIX CUTHATYpP BMPYCOB, YCTaHOBUTE daKoK «MoBTOPHO
CKaHMpoBaTb ¢aiinbl B Nanke KapaHTUHA nocne
o6HoBNEHUI» B pa3gene «HacTpoika» > «BBeCTU HaCTPOMUKMU
NPUNOKEHUA...» > «Cny>KebHble nporpammbl» > «KapaHTUH»

4.4.1 MomeweHue $paiinoB Ha KapaHTUH

MpunorxkeHne ESET NOD32 Antivirus aBToMaTM4eCcKun
rnomeLLaeT yaaneHHble dalinbl Ha KapaHTUH (ecan 3Ta
dYHKUMA He Oblna OTK/IIOYEHA MN0/Ib30BaTEe/IEM B OKHE
npeaynpexaeHus). Mpu xenaHnmn ntoboi NoA03pPUTENbHbIN
dalin MOXKHO NOMECTUTb Ha KaPaHTUH BPYYHYHO C MOMOLLbHO
KHOMKK «KapaHTUH». [1NA 3TOro TaK¥Ke MOMHO MCNOo/b30BaTb
KOHTEKCTHOe MeHto. LLlenKkHUTe NpaBoii KHOMKOW MblILUM B
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OKHe KapaHTUHa, BbibepuTe daiif, KOTOPbIN HY}KHO NOMECTUTb
Ha KapaHTMH, U HaXKMMUTE KHOMKY « OTKPbITbY.

4.4.2 BoccraHOB/EHUE U3 KapaHTUHA

dalinbl, HaxoaaAwWwMeca Ha KapaHTUHE, MOYKHO BOCCTAHOBUTL B
ncxogHoM mecte. [1nA 3TOro BOCNo/ib3yWTecb KHOMKOM
«BoCCTaHOBUTbY; KPOME TOro, BOCCTAaHOBUTb a1l MOMKHO C
MOMOLLbIO ero KOHTEKCTHOTO MEHIO B OKHe «KapaHTUH».
KOHTEKCTHOE MEHIO COLEPKUT TaKKe QYHKLMIO
«BOCCTAHOBUTb B...», KOTOPAA NO3BO/IAET BOCCTAHOBUTbL palin
B MECTe, OT/IMYHOM OT UCXOLHOTO.

4.4.3 OtnpaBKa ¢aiina U3 KapaHTUHa

Ecnv Ha KapaHTUH NomelleH daiin, yrpo3a B KOTOPOM He
pacrnosHaHa nporpammon, uam Gaiii HeBepHo
KBaNMOULMPOBAH KaK 3apakKeHHbIV (Hanpumep, B pesyabraTte
OWNBKM 3BPUCTUUYECKOTO METOAA) U M30/IMPOBaH, NepeaainTe
¢daiin B nabopatoputo ESET. YTo6bI 0TNpaBuTb daiin us
KapaHTMHA, LWeNKHUTE ero NpaBoin KHOMKOM MbIlWN K
BblbepuTe NyHKT «MpeaocTaBuTb ¢paitn Ana aHanmsa».

4.5 daiinbl }KypHana

dalinbl }KypHana cogepat HGOPMaLMIO O BaXKHbIX
MPOrpaMmmHbIX COBbITUAX U NPeSOCTaBAAIT CBOAHbIE
cBegeHusa 06 obHapyKeHHbIX yrpo3ax. BegeHue KypHana
ABNAETCA BAaXKHENLLIMM 3N1€MEHTOM aHaNM3a, obHapyKeHuA
Yrpo3 1 ycTpaHeHuMA HenonagoK. OHO BbINMOHAETCA B
boHoBOM pexknume 6e3 BMeLLIaTeNbCTBa N0/b30BATENS.
[laHHble COXPaHATCA B COOTBETCTBUM C TEKYLLUMM
napameTpamu CTeNeHU AeTaM3aLnm KypHana.
MpocmaTpumBaTb TEKCTOBbIE COOOLLEHUA U dalnbl KypHana, a
TaKXKe apXMBMPOBATb MX MOXKHO HENOCPEACTBEHHO B cpeje
ESET NOD32 Antivirus .

MonyunTb AOCTYN K paiiam }KypHana MOXKHO U3 [JTaBHOIo
OKHa ESET NOD32 Antivirus c nomou,bto KOMaHApl
«CnyxebHble nporpammbi» > «Dainbl }KypHana». Boibepute
HYKHbIV TUN })KypHana B packpbliBatowemca MeHto «ypHan» B
BEPXHEeM YacTh OKHA. [JOCTYMHbI yKa3aHHbIE HUKE KYpPHabl.

1. «O6HapyKeHHble yrpo3bl»: N03BOASET NPOCMOTPETL BCE
[JaHHble 0 COBbLITUAX, UMEIOLLMX OTHOLLIEHME K
OOHapY»KEeHUIO 3aparKeHU.

2. «CobbITUA»: 3TOT XKYPHaN ynpoLLaeT ycTpaHeHWe npobaem.
B HeM perncTpupyoTca BCe BaXKHble AeUCTBUA,
BbinoaHAemble npuaoxeHnem ESET NOD32 Antivirus.

3. «CKaHMpOBaHME KOMMNbIOTEPA»: B STOM OKHEe
oTobparkatloTcA pe3y/ibTaTbl BCEX BbINOJHEHHbIX OnepaL i
CKaHMpoBaHuMA. YTobbl NoNyYnTb NoAPOOHYO MHPOPMaLUIO
0 TOW MW MHOM onepaLyMmn CKaHNMPOBaHUA No TpeboBaHMo,
OBaXAbl LLLEe/IKHUTE COOTBETCTBYHOLLLYHO 3aMMCh.

Y1o6bI cKONMpoBaTb B bydep obmeHa MHPopMaLMiO U3
ntoboro pasgena KypHana, Bblaenmte HeobxoaMmyto 3anuch U
HaXXMuUTe KHoMky «KonuposaTtb».



4.5.1 O6cnyKuBaHue KypHana

KoHowurypauus kypHana ESET NOD32 Antivirus goctynHa v3
rNaBHOrO OKHa NpuaoxeHua. Haxxmute Hactpoiika > BBectu
HACTPOIKK NPUNOXKeEHUA... > CnyxKebHble nporpammbl >
daitnbl KypHana. na pannos KypHana MOXKHO 3a4aTb
napameTpbl, yKa3aHHble HUXKe.

® «ABTOMATMYECKM YAANATb yCTapeBLUME 3aNUCKU KypPHana»:
3aMnucKy B XKypHaJ/ie cTaplue YKa3aHHOro BpeMeHu (B AHAX)
6yAyT aBTOMATUYECKM YAANATHCA.

° «ONTMMU3UPOBATL PaitNbl XKYPHANOB aBTOMATUUECKU»:
BKIOYAET aBTOMATUYeCKyto aedparmeHTaumio hainios
YKYPHA/I0B NPU AOCTUKEHNM YKa3aHHOM NPOLLEHTHOM 40N
HeMcnonb3yemblx 3anmucen.

YT106bI HACTPOUTL GUNBTP 3anuceii }KYPHaANOB, 3aAaHHbIN NO
YMOMUAHMIO, HAXKMUTE KHOMKY «M3MeHUTb» 1 BbibepuTe
HY>KHbIE TUMbI }KYPHANOB.

4.5.2 ®dunbTpauua KypHana

B »KypHanax xpaHuUTcA MHPOPMALMA O BaXKHbIX CUCTEMHBbIX
cobbITUAX. PYHKUMA GUNbTPALUM KypHaNa No3BoaseT
0TO6pPa3nTb 3anncK o cobbITUAX oNpeseneHHOro TMna.

HuKe yKasaHbl TUNbI }KYpPHA0B, MCNO/b3yeMble Yalle BCero.

e «KpuTtuueckue npeaynpexpgeHua»: B 3TU }KypHabl
3aMunCbIBAOTCA KPUTUYECKME CUCTEMHbBIE OLUIMBKM
(Hanpumep, cboit 3anycka moayA 3aWuTbl OT BUPYCOB).

® «OWMBKU»: B 3T XKypHa/ibl 3aNNCbIBAIOTCA OWMOKKM TMNA
«He yaanoch 3arpy3unt b ¢ akin» n KPUTUYECKME OLIMBKMN.

o «MpeaynpexaeHUa»: B 3TU XKypHasbl 3aMMCbIBAtOTCA
coobueHua ¢ npeaynpexaeHUAMM.

° «MHPOpPMaLMOHHDIE 3aMUCKU»: B 3TN XKypPHabl
3anuncbiBatoTcA MHOOPMALMOHHbIE COOBLLEHNMA, B TOM YMC/e
coob6LLEeHMA O BbINOJHEHHbIX 0OHOBNEHUAX,
npeaynpexaeHus u T. 4.

e «[lMarHoCTUYECKMeE 3annUcu»: B 3TN XKypHabl
3anunCbIBAOTCA AaHHblE, HEOOXOAMMbIE A1 TOYHOM
HaACTPOWMKKM NPOrpaMmbl, @ TaKXKe BCE OMMUCAHHbIE Bbllle
3anucm.

e «Bce GpunbTPbI»: 3TOT P1aXKOK NO3BOIAET BbIOPaATb
yKa3aHHble BblLLle TUMbl }KYPHAN0B UM OTMEHUTb UX BbIOOP.

4.6 WHTepdeiic nonb3oBatens

MapameTpbl nHTEepdelica nonb3osatensa ESET NOD32 Antivirus
NO3BO/IAKOT HACTPOUTb pabouyto cpesly B COOTBETCTBUM C
KOHKPETHbIMM TpeBOBaHUAMMU. ITU NapameTpbl KOHPUrypauum
[OCTYnNHbI B pasgene «Hactpoika» > «BBecTu HacTpoiiku
npunoxxeHumsa...» > «Monb3oBatennp» > «NHTEpdeiic».

B 3TOM paszesie MOXKHO NepeKkNoYUTLCA B PACLUMPEHHbIN
pexxunm, B KOTopom oTobparkatoTca 6osee geTanbHble
HACTPOMKMN U AOMNONHUTEIbHbIE 31EMEHTbI ynpasneHua ESET
NOD32 Antivirus.

YTobbl BKAOYUTbL 3aCTaBKY, KOTopan oTobparkaeTcs npu
3anycke, yctaHosuTe dnaxok «MoKa3blBaTb 3aCTaBKy NpuU
3anycke».

B pa3zene «Mcnonb3oBaTb 06bIYHOE MEHIO» MOXKHO
YCTaHOBUTb paXKKuM «B cTaHAApPTHOM pexxume» 1 «B
paclwmpeHHOM pexume», YTobbl BKIOUNTL UCMOIb30BaHNE
CTaHAAPTHOrO MEHIO B IN1IaBHOM OKHe NporpaMmmbl B
COOTBETCTBYHOLLEM peXMme.

YT106bI BKOUMTL BbIBOZ, NMOACKA30K, 3a4alTe napameTp
«lMoKa3blBaTb NogcKaskn». NMapameTp «MoKasbiBaTb
CKpbITbie ¢dainbl» NO3BONSET NPOCMATPMBATL U BbIGMpPaTh
CKpbITble $aiibl MPU HACTPOMKE 06HEKTOB CKAHMPOBAHUA.

4.6.1 TMpepynpexaeHUa U yseaoMIEHUA

Pasgen «MpegynpexaeHua U yBegoMNeHUA» No3BONSET
HaCTPOoUTb 06PabOTKY CUCTEMHbIX YBEAOMAEHUNA U
npegynpexaeHnin o6 yrposax B npunoxenum ESET NOD32
Antivirus.

Ecnv cHATb darkok «OTobpaxkaTb NpeaynpexaeHUa»,
npeaynpexaeHus BbIBOAUTLCA He ByayT, N0O3TOMyY AenaTh 3TO
6e3 0cobbix MPUYMH He pekoMeHayeTcsA. B 6onblInHCTBE
C/ly4yaeB Jlydlle OCTaBUTb 3TOT NapameTp 6e3 nsmeHeHuin
(BKNtOYEH).

MonL3osaTens LYY

@ * © #

3awwnTa O6HoBNeHWMe  CnykebHele NporpamMel  Monb3cBaTens PasHoe
WHTepdeinc MPeAYNPELEHAR U YBEAOMNEHWA | PaspelleHns KOHTEKCTHOE MeHIo

ol OTobparaTe NpefynpexaeHAR

OKHa MPeAyYMREXACHUA MORBIATCH NPN OBHGPYKEHUA BWPYCA WM  HEOBXOAMMOCTM BMELIATENLCTER
nons3zosaTenn

o OTobparaTe yEEAOMAEHWA Ha pabodyem cTone

38KPLIBATE OKHA YBEAOMIEHUIA SBTOMaTUMECKN Yepes |5 < ©

Mo YMosMaHMR WHTEPaKTHEHBIE YECAOMNSHWA Ha paboseM CTONe OTGBP@KEOTCH B MPABOM BERXHEM YTy
KPaHa M BEIBOAATCA B CATYAUNAX, HE TPEBYIOLLWX BMELIATENECTEA NO/bI0BEaTENA

PacluiMperHsie NapaMeTpel:  HacTpoiika...

@ Mo ymon4aHuo 0K 0TmeHa

®naxok «OTobparkaTb yBegoMieHUA Ha pabouem crone»
BK/IIOYAET NoKas npeaynpexaeHun, He TpebyoLmx
BMeLLaTeIbCTBA NO/Ib30BaTeNs, Ha pabouem ctone (no
YMOI4aHUIO B MPABOM BEPXHEM YIy 3KpaHa). MoXHO 3a4aTb
ANMTEeNbHOCTb 0TObpaXKeHUA yBeAOMNEHUS, YKa3aB 3HaUYeHne
napameTpa «3aKpbiBaTb OKHa YyBEAOM/IEHUA aBTOMATUYECKU
yepes» B CEKyHAaAX.

4.6.1.1 PacwupeHHasa HacCTPOMKa NpeaynpeXxaeHuii n
yBeaoOMNEeHUi

OTo6parkaTb yBeAOM/IEHUA TONIbKO B C/lyYae
HeobxoAMMOCTU BMeLLaTeIbcTBa No/ib30BaTens

3TOT NapameTp NO3BOJIAET BKAKOUNTb UM OTKOUUTL BbIBOL,
coobueHui, Tpebytouwmx BMeLaTebcTBa No/ib30BaTe N .

OTobparkaTb yBe40M/IeHUA TO/IbKO B C/lyyae
Heo6X0AMMOCTM BMeLLaTeIbCTBa NOb30BaTeNs Npu
BbINOJIHEHUW NPWUIOYKEHUI B NOIHOIKPAHHOM peXKume
ITOT NapameTp nosie3eH Npu NPOBeAEHUIU NPEe3eHTaLMi, Npu
Urpax v BbINOJHEHUM APYTUX MPOrPaMM, UCMOJIb3YHOLLMX BECb
3KpaH.
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4.6.2 MNpaB.a

HacTtpownku ESET NOD32 Antivirus moryT umeTb 60/blUOE
3Ha4YeHue A1A NONUTUKM 6e30NacHOCTM OpraHMU3auun.
HecaHKLUMOHMPOBAHHOE N3MEHEHME NAapPaMETPOB MOXKET
HapPYLWUTb CTabUNbHOCTb PaboTbl cUCTEMBI M OCNabUTL ee
3awwmTy. Mo3TOMYy MOXKHO BbIOpPaTb NO/Ib30BATENEN, KOTOPLIM
pa3peLleHo U3MeHATb KOHOUIYpaLMIO NPUIONKEHUA.

YTobbl yKa3aTb NO/b30BaTENIEN C NPAaBaMK, BOCMO/Ib3yMTeCh
NMYHKTOM MeHto «HacTpoika» > «BBeCcTU HaCTPOMKKU
NpPUNoKeHus...» > «Monb3oBaTtenb» > «PaspeLeHna».

[Ona obecneyeHma makcMmanbHoM 6e30MacHOCTU CUCTEMDI
HeobxoAMMO NPaBUIbHO HAaCTPOUTL NpuaoxKeHue ESET Smart
Security. HecCaHKLMOHNPOBAHHOE M3MEHEHME NAPAaMETPOB
MOKeT NPUBECTM K NoTepe BaXKHbIX AaHHbIX. [InA cocTaBneHuA
CMU1CKa Nonb3oBaTesiel ¢ npaBamu Bblbepute Ux B CnMcke
«Monb3oBaTenn» B N1€BOW YaCTV OKHA U HAXKMUTE KHOMKY
«[A06aBuUTb». YT0bbI YAaNUTL NONb30BATENS, BbIDEPUTE €70 B
CMWCKe No/Ib30BaTeIei ¢ MpaBaMu B NMPaBOM YacTW OKHa U
Ha*XMUTE KHOMKY «YAanutb».

NMPUMEMAHMUE. Ecin cnncok nonb3oBaTtesielt ¢ npaBamm nycrT,
W3MEHATb HACTPOWKMN NPUAOKEHUA MOTYT BCE NO/Ib30BATENN
CUCTEMBbI.

4.6.3 KOHTEKCTHOe MeHIo

MHTEerpaumto 31eMeHTOB B KOHTEKCTHOE MEHI0 MOXKHO
BK/IOUUTb B pasgesie «HacTpoika» > «BBeCTH HacTpoiiku
NpUNoXKeHuUs...» > «Monb3oBaTtenb» > K KOHTEKCTHOE MEHIOY,
yCTaHOBMB GNAKOK «BCTPOUTb B KOHTEKCTHOE MEHIO»,

Mone3zoeatens LXK

L X 0 %

3awuTa ObGHoBneHwe  CaykelHbie nporpammel  Mosb3osaTens FPasHoe
WHTepdefic MpeAynperkaeHWa v yBejoMacHUA Pa3spelleHua KOHTEKETHOE MeHio
&0 [BETPOWUTE B KOHTEKCTHOE MEHO

Tun merio:  MonHoe (¢ NpeBapuTenbHLIM CKaHUpoBaHueM) | ¥

KOHTEKCTHOS MEHI0 BbISHIBASTCR LLENYKOM NPaBOAi KHOMKM MbILUW M0 BbiBpaHHOMY OBBLEKTY. SMEMeHTHI
ynpasnenus ESET NOD32 Antivirus MOXHO BCTPOMTE B KOHTEKCTHOE MEHIO AMCMETuepa thainos pabouero
cTona

@ o ymonvarmio 0K OTMeHa

MPUMEYAHMUE. [1na BKAKOYEHUA UHTErpaLumn 3IeMeHTOB B
KOHTEKCTHOE MEeHI0 HeobX0AMMO paclmpeHne GyHKLUM
Nautilus.
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4.7 Cucrema 6bicTporo onoselueHus ThreatSense.Net

CucTtema bbicTporo onoselleHusa ThreatSense.Net onepaTnsHo
yBegomaaet KomnaHuto ESET o HoBbIX yrpo3ax. OHa aBnAeTcA
ABYHanNpaBAeHHOM N UMEET LLe/Ibio NOBbIWEeHNEe HAaZEKHOCTH
3aWMTbl KOMMblOTEPA NOAb30BaTENA. Jlydwnm crnocobom
06HapyKeHUsA HOBbIX YrPO3 cpasy Noc/e UX NOABAEHUA
aBnaeTcs cbop MHGOPMaLMKN OT KaK MOXKHO BObLIErO YMCAa
nonb3osaTenel. Mpy 3TOM BO3MOXKHbI ABa BapUaHTa,
YKA3aHHbIX HUXKeE.

1. MOYHO OTKNIOUYNTb CUCTEMY ObICTPOro ONOBELLEHUA
ThreatSense.Net. ®yHKLMOHANbHOCTb NPUIONKEHMUA NPU
3TOM He OrpaHWYUBAETCA, U NOb30BATE/Ib BCE PAaBHO
NoJly4aeT HauyudLLYHO 3aLUUTY.

2. MOHO pa3peLunTb cucteme HbICTPOro onoseLLeHns
nepesaBaTb aHOHUMHYI MHOOPMALLMIO O HOBbIX Yrpo3ax U
onacHoOM Koge. B aTom cnyyae cooTBeTCTBYOWMIA pann
nepegaetca B nabopatoputo ESET ana TwatenbHOro
aHanusa. UccnepoBaHme 3TUX Yrpo3 NOMOraeT KOMMaHUK
ESET 06HOBAATL 6a3y AaHHbIX Yrpo3 M yay4ylaTb CpeacTsa
X OBHapyKeHus.

Cuctema b6bicTporo onoselteHua ThreatSense.Net cobupaet
TaKe MHPOpPMaLMIO O KOMMblOTEPAX NONb30BaATENEN,
KOTOpas MOXeT MUMeTb OTHOLLEHME K HEAABHO MOSBUBLUMMCS
yrpo3am. OHa MOXKeT BK/IOYaTb obpasel, Koga Uam Konuio
dalina, B KOTopom b6blsia 06HapyKeHa yrposa, nyTb K Gpainny,
ero UMA, JaTy U Bpems obHapyKeHUA yrpo3sbl, UMA NpoLecca,
B KOTOPOM OHa ObHapy»KeHa, U BepCuto onepaLoHHOM
cucTeMbl NONb30BaTeN .

MocKonbKy B 0TNpasasemyto MHGOPMaLMIO MOTyT Cy4aiHO
nonacTb CBEAEHUSA O NO/b30BATE/NE U €r0 KOMMblOTEPE
(Hanpumep, MmA nonb3oBaTena B NyTU K daiiny), KomnaHua
ESET 3aBepseT, YTo OHKU He ByayT MCMO/Ib30BaHbl HU B KaKUX
WHBIX LLeNAX, KPOME KaK 418 PaHHEro BbifABAEHUA U
YCTPaHeHUs HOBbIX Yrpos3.

MapameTpbl cuctembl bbicTporo onoseleHuns ThreatSense.Net
OOCTYMNHbI B OKHE pacClIMpPEeHHbIX HAaCTPOEeK B pasaene
«CnyxebHble nporpammbi» > «ThreatSense.Net».
YcTaHoBUTE d1aKoK «BKAKOUUTL cucTemy bbicTporo
onoBelwweHusa ThreatSense.Net» 1 HaxkmuTe KHOMKY
«HacTpoika» pasom ¢ Hagnucbto «PaclwmpeHHble
napameTpbi».

4.7.1 Mopo3puTtenbHbie paiinbl

Mapametp «Mono3putenpHble Gpaiibl» NO3BONAET HACTPOUTL
cnocob nepeaayv BpeAoHOCHOro Koga B nabopatoputo ESET
ONA aHanusa.

Mpu 06HapyKeHUn Nnogo3puUTesIbHOro Gaiiia ero MoXHo
oTnpaBuTb B Nabopatoputo ESET. Ecnm aTo BpegoHOCHoe
npunoxeHue, HbopmaLuma o Hem ByaeT BKIOYEHa B
cneaytoLLyto Bepcuto 6asbl AaHHbIX CUTHATYP BUPYCOB.

«Mepepaua noao3putenbHbIx GaiinoB»: Gpalinbl MOXKHO
oTnpaBuTb B 1abopaTtoputo ESET B npouecce 06HOBNEHUA.
Kpome Toro, ux MOXHO OTNpPaB/ATb MO Mepe BO3MOXKHOCTH;
3TOT MapameTp cienyeT BbibpaTb NPU NOCTOAHHOM
noakaoveHnn K UHTepHeTy.



Ecnu Bbl He XOoTUTe OoTNpaBaATb Galinibl AN aHaNM3a,
ycTaHoBuUTe dnaxKoK «He nepeaasatb». Ecam BbI6paTh 3TOT
napameTp, cTaTucTMyeckaa MHbopmauma Bce paBHo byaer
oTNPaBAATbCA (3Ta PYHKLMA HAaCTpPamBaeTCa B APYrom MecTe).

Cuctema bbicTporo onoseleHuns ThreatSense.Net cobupaer
AHOHMMHYI0 MHGOPMALMIO O KOMMbIOTEPAX MOJIb30BaTeNEN,
KOTOpPasA MOXeT MUMeTb OTHOLLEHME K HeJaBHO NOABMBLUMMCA
yrpo3am. OHa MOXKET BKAOYATb UMsA BPEeLOHOCHOM
Nporpammbl, AaTy U Bpems ee 0bHapyKeHUs, BEPCUIO
npunoxkeHua ESET, Bepcuto onepaumoHHON cucTeMbl
KoMMbloTepa U MHbGopMaLMio 0 ero pacnonoxeHum. O6bIYHO
CTAaTMUCTMKA OTNpaBaAeTca Ha cepsepbl ESET oguH unu aga
pasa B AeHb.

Mpumep oTnpasaaemoro nakerta co CTaTUCTUKOM:

utc_time=2009-04-14 07:21:28

country="Russia"

language="ENGLISH"

osver=2.6.18-128. e5

engine=5417

components=2. 50. 2

moduleid=0x4e4f4d4l

filesize=28368
filename=/home/user/Documents/Incoming/rdgFR1463
1].zip

T Sk S S H S 3 S

«lMepepavya aHOHMMHOW CTaTUCTUUECKO MHPOopMaLUn»:
3TOT NapameTp NO3BONAET ONPeAe/INTb YCN0BUA Nepesayn
cTaTUCTMYEcKon nHpopmaumnmn. Ecnm Boibpatb BapmaHT «Mo
mepe BO3MOXKHOCTUY», CTaTUCTUYecKan nHbopmauua byaer
OTNPaBAATLCA Cpasy nocsie cbopa. ITOT NapameTp NOAXOAUT
AR CUCTEM C MOCTOAHHBIM NOAKAOYEHNEM K UHTepHeTy. Ecan
BbI6GpaTb BapuaHT «B npouecce 06HOBAEHUAY, BCA
cTaTUcTUYecKan MHbopmauma byaet oTNPaBaATLCA BO BPeMsA
obHoBneHuA nocse ee cbopa.

YTOObI OTKAOYUTL OTNPABKY aHOHUMHOM CTAaTUCTUYECKOM
nHdopmaumn, yctaHosute pnaxok «He nepepasatby.

«PacnpoctpaHeHue nepegaBaembiX 4aHHbIX»: 3TOT NapameTp
no3Bo/AeT BblbpaTb cnocob oTnpasku Gpainios u
CTaTUCTUYECKOM MHOpMaUMKM B KomnaHuto ESET. Bbibepute
BapuaHT «Remote Administrator Server unu ESET» gna
oTnpaBKku GainoB 1 CTaTUCTUYECKON MHPOPMALMM NH0ObIMM
OOCTYNHbIMK cpeacTBamu. Boibepute BapmaHT «Remote
Administrator Server», yutob6bl 0TNPaBAATbL Gakabl U
CTATUCTUKY Ha cepBep yAa/NIeHHOIo afMUHUCTPUPOBaHUA,
KOTOpbIl byaeT nepeHanpasasaTb Ux B nabopatoputo ESET.
Ecnu BbibpaTb BapmaHT «ESET», nogo3putensHbie Gpainbl U
CTaTUCTUKa ByayT OTNPaBAATLCA HENOCPEACTBEHHO B
nabopaTopwuto ESET.

«DPUNBTP UCKNOUEHUAN: STOT BaPMAHT NO3BONAET UCKIOUYUTD
u3 nepesayum onpegeneHHble daabl uan nanku. Hanpumep,
3TO MOMKHO caenatb ans ¢annos, coaeprKalumnx
KOHOMAEHUMANbHYIO MHOPMALMIO (LOKYMEHTbI UK
3NeKTPOHHble Tabauupbl). Paiinbl Hanbonee
pacnpoCTpaHeHHbIX TUMOB (.doc W T. 4.) MO YMONYAHUIO He
oTtnpasnnaoTca. MoXHO 406aBUTb UX B CMIUCOK UCKIOYEHUN.

«Appec 3NeKTPOHHOI NoUTbl (Heobsa3aTeNbHO)»: MOKHO
OTNPaBWUTb afpPeC 3NEKTPOHHOM NOYTbI BMECTe C
noAo3putenbHbiMmu danmnamm, 4ytobbl cneumnanmctol ESET
MOF/IN CBA3ATbCA C BAMM, ECAN UM AN aHanu3a noTpebyetcs

[ONoNHUTENIbHAA MHOopMaLma. MimeiTe B BUAY, YTO
KomnaHuA ESET He cBs3biBaeTCA € No/ib3oBaTenammu 6es
HEeobXoAMMOCTH.
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5. AnA onbiTHbIX NO/Nb30BaTe/NIEN

5.1 MmnopT 1 3KCNOpT NnapameTpos

MmnopT nam akcnopt KoHourypaumm ESET NOD32 Antivirus
MOKHO BbINOJ/IHUTb B PAaCLUMPEHHOM PeXUMe B pasaene
«HacTpoika».

[na xpaHeHUA KOHOUTypauumn Nnpyu UMNopTe U SKCnopTe
ncnonbsytotca Ganibl apxMBoB. MMMNOPT M SKCNOPT NO/E3HbI,
ec/in Heo6XxoAMMO COo34aTb PE3EPBHYIO KOMUIO TEKYLLEN
KoHourypaumm ESET NOD32 Antivirus. DKcnopT napameTpoBs
TaKXe nosie3eH, ecim HeobxoAMMO MCNONb30BaTb BbIOPaHHYO
KoHourypaumio ESET NOD32 Antivirus Ha HECKO/IbKMX
CUCTEMAX, MOCKONbKY Gana KOHOUIypauum MOXKHO Nerko
MMMNOPTUPOBATb AN1A NEPEHOCA HYXKHbIX HACTPOEK.

MMNopT U 3KCNopT napaMeTpoB

B nporpamme ESET NOD32 Antivirus MoMHO COXPAHATE TeKyLLYD
KoHbUrypauwio B dalin 4nf ee Nocnefylolw ero BOCCTaHOBEHNS.

MMnopT 1 skcnopT

@® IMnopT NapaMeTpoB

3KCropT NapaMeTpoB

Wma calkina:
[ 0b3op...

OTMeHa

5.1.1 Wmnopt napametpos

MmnopTnpoBaTb KOHGUTIYPaLMIO HECNIOXKHO. B rnaBHOM MeHo
BblbepuTe NyHKT «HacTpoiika» > «MmnopT 1 aKkcnopT
napameTpos...», a 3aTem — KoMaHay «MmnopT napameTpos»
. BBegute nms daina KoHOUrypaLmm Uam HaxkKMmUTe KHOMKY
«0630p...», 4TOObLI BbIGPATL dalin, KOTOPbLIN HEOBXO0AMMO
MMNOPTUPOBATD.

5.1.2 3Kcnopt napameTpos

Mpoueaypa skcnopTa MapameTpoB MOX0XKa Ha UX UMnopT. B
rNaBHOM MeHI0 BbibepuTe NyHKT «HacTtpoiika» > «MmnopT u
3KCMOPT NapameTpoB...». Bbibepute NyHKT IKCNOPTUPOBaTh
napameTpbl 1 BBeANUTE UMsA daiina KoHPUrypaumu. Beibepute
MEeCTO A/18 coXpaHeHus daina.

5.2 HacTtpoiiKka npoKcu-cepeepa

MapameTpbl NPOKCU-CEPBEPA MOXKHO HAaCTPOUTL B pasgene
«Pa3sHoe» > «IpoKcu-cepsep». ITM NapameTpbl ABAAIOTCA
obwmmun ans scero npunoxernna ESET NOD32 Antivirus. OHu
MCNONb3YIOTCA BCEMW MOAYIAMMU MPOrPamMbl, KOTOPbIM
TpebyeTca noaktoueHne K MHTepHeTy.

[nsa HacTPOMKM NapameTpOB NPOKCKU-CepBEpPa HA 3TOM YPOBHE
ycTaHoBuTE paxoKk «Mcnonb3osBaTtb NPOKCU-cepBep», a
3aTem BBeAMUTE afpec NpoKcu-cepsepa B nose «Mpokcu-
cepBep» BMeCTe C HOMEPOM €ero rnopra.

Ecnu TpebyeTtca ayTeHTUdMKALMA HA NPOKCU-CEPBEpE,
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ycTtaHoBuTe dnaskok «lMpokcu-cepsep Tpebyer
ayTeHTUPUKaLUUNY, a 3aTEM YKaXKUTE MMA NONb30BaTeNsA U
napoJib B COOTBETCTBYHOLMX NONAX.

Pa3noe 000

@ * © #

3awwnTa O6HoBNeHWMe  CnykebHele NporpamMel  Monb3cBaTens PasHoe
Hocutenn lpokcu-cepeep

s WMcnonk30BaTe NpokcM-cepeep

Mpokcu-cepeep:
[| | (3128

MpoKken-cepeep TpebyeT ayTeHTUdUKaLMA
Wms nonesoBaTens:

Mapons:

B Bonblunx CeTAX NOAK/MOYEHWE K WHTEHETY MOXET OCYWMECTBNATHCR 4epe3 npokcu-cepsep. HacTpoiTe
NapaMeTPbI € Y4ETOM MCNONIEIYEMOTO NOAKAOEHMA K MHTEPHETY. YTOMHMTE NapamMeTpbl NOAKNIOHEHIA MOKHO ¥
CMCTEMHOrO 3 AMAHMCTPATOPA.

@ Mo ymon4aHuo 0K 0TmeHa

5.3 B/ioKMpOBaHUE CMEHHbIX HocuTenemn

CMeHHble HocuTenun (Hanpumep, KOMNaKT-aucku uam USB-
HaKOMUTENIM) MOTYT COAEPKaTb BPEAOHOCHbIN Kog, U
nofBepratb KOMMbOTEP PUCKY. YTOObI 3a6/10KMPOBaATb X,
ycTtaHoBUTe GaKoK « BKAKUNTL 61OKUPOBaHME CMEHHbIX
HocuTenei». YTobbl paspellnTb JOCTYN K HOCUTENAM
onpeneneHHoro TMna, CHUMKUTE COOTBETCTBYHOLWME DNANKKN.

5.4 YpaneHHOe agMUHUCTPUPOBAHUE

ESET Remote Administrator (ERA) — 3To cpeacTso,
ncnonb3yemoe s yrnpasieHma noanMTUKoM 6e3onacHoCTM 1
nony4yeHuna 0630pHbIX cBeAeHUI 0 6esonacHocTM ceTu. OHO
ocobeHHOo nosie3Ho B 6bosblumx ceTax. Cpeactso ERA He TonbKO
MoBbILLAET ypoBeHb 6e30MacHOCTH, HO 1 obaeryaet
ynpasneHue npunoxkeHnem ESET NOD32 Antivirus Ha
K/IMEHTCKMX KOMMbIOTEPAX.

MapameTpbl cpeacTBa yaaneHHOro afMMHUCTPUPOBaAHKA
[0CTYMNHbI U3 rnasHoro okHa ESET NOD32 Antivirus. Haxkmute
HacTpoiika > BBecTn HacTPOMKM NPUIOKeHUA... > PasHoe >
YpaneHHoe agMUHUCTPUPOBAHME.

AKTUBUpPYINTE yAaNeHHOe aAMUHUCTPUPOBAHNE, YCTAHOBMB
dnaxkok «MopgKnouutbea K cepepy Remote Administrator
Server». 3aTemM MOXHO HaCTPOUTb YKa3aHHble HUXKe
napameTpbl.

«MHTepBan NOAKAIOYEHUI K cepBepy»: 4acToTa, C KOTOPOH
npunoxeHne ESET NOD32 Antivirus nogkntouaetcs K ERA
Server. Ecnv 3TOT napameTp nmeeT 3HadyeHue 0, faHHble
OTNPaBAATCA C MHTEPBAZIOM 5 ceKkyHA.

«Remote Administrator Server»: ceTeBoil agpec cepsepa, Ha
KoTopom yctaHosneH ERA Server, n Homep nopta (3To nose
COLEPKUT NpesonpesesieHHbIM HOMep NopTa cepsepa,
MCMO/Ib3yeMOro A/1A NoAKAtoYeHUs). PekomeHayeTca He
N3MEHATb MOPT MO yMoYaHuto (2222).



«na poctyna K cepsepy Remote Administrator Server
TpebyeTcAa NnpoBepKa NOAJANMHHOCTUY: NAPO/b A9 JOCTyna K
ERA Server, ecnv oH Heobxoaum.

Kak npasuno, TpebyeTcs HaCTPOUTbL TOIbKO OCHOBHOM CepBep.
Ecnu B ceTn HeckonbKo cepeepoB ERA, moxkHO o6aBuTb
[0noJIHUTeNbHOE NoaKatoyeHne K ERA Server Ha ciyyalid
Henonaaok. Ecin ocHOBHOW cepBep OKaxKeTca HeALoCTYMEH,
npunoxeHne ESET NOD32 Antivirus asBTomaTnyecku
noaKNUYNTCA K gononHutenoHomy ERA Server. Kpome Toro,
ESET NOD32 Antivirus 6ygeT nbiTaTbcA BOCCTAaHOBUTb
NoAKNOYEHME K OCHOBHOMY cepBepy. [locne BOCCTaHOBAEHMA
nogkntoyeHma ESET NOD32 Antivirus nepekntountcs obpaTHO
Ha OcHOBHOW cepBep. HacTpoitka aByx npoduneit cepsepa
Remote Adminstrator Server — Hanbonee ygayHoe pelweHve
AN MOBU/IbHBIX KAMEHTOB C HOYTOYKaMM, KOTopble
MOAK/OYAIOTCA K CEPBEPY KaK U3 JIOKaZIbHOW CETU, TaK U Yepes
MHTepHerT.
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6. Fnoccapun

6.1 Tunbl 3apa*keHui

3apakeHue npeacrasnseT coboi NonbITKY NPOHUKHOBEHUA
BPEAOHOCHOTO NPOrpammMHOro obecneyeHns Ha KOMMbIOTEP
nosb3oBatens 1 (Maun) NpUUNHEHMA eMy Bpea.

6.1.1 Bupychbi

KomnbtoTepHble BUpYCbl NOPTAT $aiinibl Ha KomnbloTepe. Ux
Ha3Ba/IM TaK U3-3a CXOACTBA C BUOSIOrMYECKMMUM BUPYCaMK, TaK
KaK OHM MUCMO/Ib3YHOT NMOXOXKMe cnocobbl ans
pacrnpoCTpaHeHMA C KOMMNbIOTEPA HA KOMMbtOTEP.

KomnbloTepHble BUPYCbl aTaKytOT B OCHOBHOM UCMONHAEMbIE
dalinbl, cueHapum 1 AOKYMEHTbI. 1A pasMHOXKeHUA BUpYC
npucoeamnHAeT CBOE «TeN0» K KOHLLY 3apakaemoro daina.
KpaTKoe onucaHue uyKkaa pasmHOXKeHMA: nocae 3anycka
3apaykeHHoro ¢ariia BUpYC akTUBMpYeTca (nepes akTueaumen
CaMOro NPUIONKEHUSA) U BbINONHAET BPELOHOCHbIN KoZ,
To/IbKO Noc/ie 3TOro 3anyCcKaeTca camo NpuaoxKeHue. Bupyc He
MOKET 3apa3nTb KOMMbIOTEP, MOKa NO/b30BaTe b (Mo ownbKe
WM HaMepeHHO) co6CTBEHHOPYYHO He 3anycTuT daiin ¢
BPEAOHOCHBIM KOZLOM.

KomnbloTepHble BUPYCbl MOTYT Pa3ivyaTbCs MO NPUHLMMNAM
paboTbl U CTeNeHn onacHoCTU. HekoTopble U3 BUPYCOB 0c060
OMacHbI, TaK Kak MOryT yaanatb ¢aknbl ¢ KomnbioTepa. C
OPYrovi CTOPOHbI, HEKOTOPbIE BUPYCbl HE MPUYMHAKOT HUKAKOTO
Bpeaa. OHM NPOCTO J0CaXKAAI0T NOb30BATEN!O,
OEMOHCTPUPYSA BOSMOXHOCTM CBOMX aBTOPOB.

BayKHO OTMETUTb, YTO BMPYCbI NMOCTENEHHO CTAHOBATCA BCe
60/1ee pefKMMU MO CPAaBHEHMIO C TPOSHCKUMM UK
LUMMOHCKMMM NPOrPamMmMamMM, TaK Kak paspabaTbiBaTb X
3KOHOMMYECKM HEBbLIFOAHO AJ18 aBTOPOB. Kpome Toro, TepmuH
«BUPYC» YACTO HEMPABUIbHO MCMONL3YIOT AR ONUCAHNA
OPYrMX TUNOB 3apakeHnit. OH MOCTENEHHO BbIXOAMT M3
ynoTtpebieHns, U Ha CMeHY eMy NPUXOAUT Bonee TOYHBbIN
TEPMMUH «BPEAOHOCHOE NporpammHoe obecneyeHuvey.

Ecnm KomnbtoTep 3apaykeH BUPYcom, Heobxognumo
BOCCTAaHOBMUTb UCXOLHOE COCTOAHME 3aparKeHHbIX Ganios, T. e.
OYMCTUTb MUX C MOMOLLbIO aHTUBUPYCHOM NPOrPaMmbl.

Mpumepsbl BupycoB: OneHalf, Tengawv Yankee Doodle.

6.1.2 Yepsu

KomnbloTepHble YepBU — 3TO BPEAOHOCHbIE MPOrpaMmmbl,
KOTOpble aTaKyloT KOMMbIOTEPbI, PACNPOCTPAHAACH MO CETH.
OCHOBHOE pasivune MexXay BUpycaMu U YepBAMM
3aK/H0YAETCS B TOM, YTO YEPBM MOTYT BOCMPOM3BOAMUTLCA U
pPacnpoCTPaHATLCA CAMOCTOATENIbHO — OHW He 3aBUCAT OT
3aparkeHHbIX GanaoB UIM 3arpy304HbIX CEKTOPOB. Yepsu
pPacnpoCTPaHATCA, UCMOb3YA AaAPECHYIO KHUTY
No/ib30BaTENA UM YA3BMMOCTM CETEBbLIX MPUIONKEHWUN.

YepBu HAMHOro 6onee KNU3HecnocobHbl, YeM KOMMbIOTEPHbIE
BMpYyCbl. Bnarogapa MHTepHeETY OHW MOTYT PACNPOCTPAHUTLCA
no BCEMY 3eMHOMY LUAPY 33 CYMTAHHbIE Yacbl NMOC/E 3aMnycKa B
ceTb. B HEKOTOPbIX CAyYanx cHET MAET AaKe Ha MUHYTbI. M3-3a
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3TOM CNOCOBHOCTU K BBICTPOMY M HE3AaBUCUMOMY
PacnpoCTpaHEeHNIO YepBYM OnacHee BPeAOHOCHbIX MPorpamm
APYrux TUMNOB.

PaboTatowwmii B cucteme YepBb MOXKET AOCTaBUTb MHOTO
Heya06CTB N0/Ib30BaTEN0: OH MOXKET yAanATb danbl,
CHW}KaTb NPOU3BOAMUTENIBHOCTb CUCTEMBI MM MeLlaTb paboTe
Apyrux nporpamm. Kpome Toro, OH MOKET CAYKUTb
«TPAHCMOPTHLIM CPeACTBOMY» A1 BPEAOHOCHOTO KoAa ApYrux
TUMNOB.

Ecnv KOMMbIOTEP 3apakeH YepBem, peKoMeHayeTcsa y4anuTb
MHPUUMPOBaHHbIE dalinbl, MOCKO/IbKY OHU COAepKaT
BPEAOHOCHbIN Koa,

Mpymepb! LIMPOKO U3BECTHbIX YepBeit: Lovsan/Blaster,
Stration/Warezov, Baglen Netsky.

6.1.3 TposaHcKue nporpammbl

McTopryecKn TPOAHCKMMM MPOrpaMmamm HasblBatoT 0cobyto
rpynny BpeLOHOCHbIX NPOrpamm, KoTopble BblaatoT cebs 3a
nonesHole, 4YTobbl N0NIb30BaTENM 3anycKanu ux. CerogHs
TPOAHCKME NPOrPaMMbl He Hy»KAarTca B NoA06HOM
MacKkupoBKe. EANHCTBEHHAA UX LLefIb — KaK MOXHO npotie
NMPOHUKHYTb B CUCTEMY M 3aMyCTUTb BPEAOHOCHbIN KOA.
TPOAHCKMMM NpOrpaMmamu CTaIM HasblBaTb WMPOKUIA Knacc
BPELOHOCHbIX MPOrpamMm, KOTOpble He MNOJy4aeTcss OTHECTU K
KaKomy-nnbo Knaccy BUpPYCOB.

TaK KaK 3Ta KaTeropusa Becbma LUMPOKa, ee YacTo pasbusatoT
Ha HECKOJ/IbKO NoAKaTeropum.

e Downloader (nporpamma-3arpysumk) — BpegoHOCHas
nporpamma, KOTopas 3arpysKaeT Apyrue BpegoHOCHbIe
moaynm u3 NHTepHeTa.

e Dropper (nporpamma-6om6a) — TUM TPOAHCKUX NPOrpamm,
pa3paboTaHHbIX 414 3apaXKeHUA KOMMbIOTEPOB APYIMMU
BPEAOHOCHBIMW NPOrpamMmMaMMm.

e Backdoor (yTmauTa yganeHHoro agMmMHUCTPUPOBaHUA) —
NpUNOXKeHNe, KoTopoe 0bMeHMBaeTCA AAaHHbIMU CO
3/10YMbILUNEHHUKAMM, NO3BOIAA UM NOAYUYNUTb AOCTYN K
CUCTEME U KOHTPO/Ib HaA, HEW.

e Keylogger (knaBmMaTypHbIi LWUNWUOH) — TakMe Nporpammbi
3anunCcbIBatOT BCE, YTO NO/Ib30BATENb HAbUpaeT Ha
KnaBmaType, u OTNPaBAAIOT 3Ty MHPOPMALMIO
3/10YMbILUEHHUKAM.

e Dialer (nporpamma g03B0OHa) — NPOrpaMmbl, KOTOpPbIe
nblTatoTcA HabmpaTtb HoMepa TeniedpoHOB, 3BOHKM Ha
KOTOpble OM/Ia4YMBAET Bbi3bIBAOLWNIM aOOHEHT. MNpyK 3TOM
NMo/1Ib30BaATENO MNPAKTUYECKM HEBO3MOXKHO 3aMETUTb, YTO
co3faeTca HoBoe noakatoyeHune. Mporpammbl L,03BOHA
MOFYT NPUYMHUTL BPEeS TONbKO NONb30BaTeNAM MoaemoB. K
CYaCTbO, MOZEMbI PACNPOCTPAHEHbI He CTO/Ib WMPOKO, KaK
paHblue.

e KaK npasuao, TPOSHCKME NPOrpammbl PacnpoCcTPaHATCA B
BMAE MUCNosHAeMbIX daiinos. Ecnn Ha KomnbtoTepe byaeT
obHapyKeH daiin, OTHOCALLMICA K KaTeropum TPOSTHCKUX
nporpamm, peKOMeHAYeTcA YAANUTb ero, Tak Kak OH cKkopee
BCEr0 COAEPKMUT BPEAOHOCHbIN KOg,

Mprmepbl LUMPOKO M3BECTHLIX TPOAHCKUX Nporpamm: NetBus,
Trojandownloader.Small.ZL, Slapper.



6.1.4 PeKknamHble nporpammbl

PeKkNamHbIMUK MPOrpaMmmamMm HasbiBatOT MPOrpaMmmHoe
obecreyeHne, pacnpocTpaHeHe KOTOPOro YacTUYHO
obecneynBaeTcs 3a cyeT peknamsl. Mporpammei,
OEeMOHCTPMPYIOLLME N0/b30BATENIO PEKNamMy, MOMNagatoT B 3Ty
KaTeroputo. YacTbiMM NpusHakammn paboTbl peKkNamHbIX
Nporpamm sBAAIOTCA MOSABAEHWE BCMJIbIBAIOLLMX OKOH C
peknamoi B Beb-bpaysepe Uan nsmeHeHMe OMaLLHEN
CTpaHuLbl. PeksiamHble Nporpammbl YacTo PacnpOCTPAHATCA
¢ becnnaTHbIMM NakeTamu NporpammHoro obecneyeHus. 1o
MO3BO/IAET MX CO34aTe/IAM MOKPbIBATb pacxodpbl Ha pa3paboTky
nonesHbIX (Kak NpaBunI0) NPorpamm.

Camu no cebe peknamHble NPOrpaMmmbl He OMACHbI, HO OHK
[0CTaBAAOT HeyAo6cTBa nosb3oBaTenam. ONacHOCTb COCTOUT
B TOM, YTO B PEK/JIaMHbIX MPOrpamMmmax MoryT 6biTb
peann3oBaHbl 4ONONHUTE/bHbIE GYHKLMU CNEXEHMUSA, KAK B
LUMMOHCKMX MporpaMmmax.

Ecam npuHATO pelleHme Ucnonb3oBaTb CBO60AHO
pacnpocTpaHAEMbI MPOrpamMMHbIA NPOAYKT, CTOUTb YAENUTb
ocoboe BHMMaHMe Nporpamme yCTaHOBKM. Yalle Bcero
nporpaMmma yCTaHOBKM NpeaynpexaaeT 0 Haim4ymm
peknamuoro MO. Mpu 3Tom YacTo npegaaraeTca 0TKasaTbCA OT
€ro yCTaHOBKM M YCTaHOBUTb Heobxoaumyto nporpammy bes
peknamHoro MO.

HeKoTopble Nporpammbl HeNb3A YCTaHOBUTb 6e3 peKnaMHbIX
MoZynein, B NPOTUBHOM cy4dae UX GYHKUMOHANbHOCTb
orpaHuyYMBaeTcA. 3TO NPUBOAMUT K TOMY, UTO PeKNaMHan
nporpamma nosy4aeT AOCTYN K CUCTEME Ha «3aKOHHbIX»
OCHOBaHWAX, TaK KaK No/b30BaTe b Aaj COrlacue Ha ee
YCTAHOBKY. B aTOM cnyyaeT nyylle 3apaHee obesonacuTb cebs,
Yem NOTOM ¥KaneTb. B cnyyae obHapyKeHua daina,
KnaccMduMLUMpPOBAHHOIO KaK peknamHas nporpamma,
peKkoMeHAyeTcA yAaUTb ero, Tak Kak CKopee BCEro oH
COAEPKUT BPEAOHOCHbIN Koa,

6.1.5 LLUnuoHcKue nporpammbl

K aToOW KaTeropuun oTHOCATCA MPOrpaMmmbl, KOTOpbIle
OTNPaBAAT INYHbIE AaHHbIE 3/10YMbILWIEHHUKY 6€3 BeAOMa U
cornacua ux snagensua. OHU UCMONb3YIOT GYHKLUUN CAeKeHUs
0N OTNPABKU CTaTUCTUYECKOM MHPOPMALMM, TAKOWN KaK
CMWCOK noceLaemblx Be6-calToB, agpeca 3/1eKTPOHHOM NoYTbI
B aZPECHbIX KHUrax Uan Habupaemblii Ha KnaBuaType TeKCT.

ABTOpPbI LUNMOHCKMX NPOrPaMm yTBEPKAAIOT, YTO 3TH
TEXHO/IOMUM CNYXKaT /1A U3yveHua TpeboBaHUI U MHTepecoB
nosib3oBaTesiei 1 NO3BONAKOT CO34aBaTb PEKJAMHbIE
MaTepuasbl, 6osee COOTBETCTBYHOLLME LIeIeBOIN ayanUTOPUMN.
Mpob6aema B TOM, YTO HET YETKOM rPaHULLbl MEXAY NOAEe3HbIMK
W BPEOO0HOCHBIMU MPUIOKEHNAMM, U HUKTO HE rapaHTUpyerT,
4yTO cobmpaeman nHbopmauma He byaeT UCNONb30BaHa BO
Bpea. aHHble, NONlyYeHHble LWMMOHCKMMM NPOrpaMmmamm,
MOTyT cogep¥aTb naponn nonb3osartens, PIN-Koabl, Homepa
cyeToB 1 T. 4. LLInMoHCcKMe nporpammbl 3a4acTyto
pacnpocTpaHATCA B KOMMNJ/IEKTe co cBob6oaHO
pacnpocTpaHAeMbIMM NPOrPaMMaMm CaMMUMKN aBTOPaMMU,
4YTOObl BO3MECTUTb Pacxobl Ha pa3paboTKy nan
paspeknammpoBaTb CBOE NporpammHoe obecneveHune. Yacto
nonb3oBaTtenet MHPOPMUPYIOT O HAMYMK LUINMUOHCKUX
nporpamm BO BPeMA YCTaHOBKM OCHOBHOM nporpammel. Mpu

3TOM B N/1IAaTHOW BEPCUM NPOrPaMMbl 3TOTO MPOrPamMHOro
obecnevyeHus HerT.

MprYmepamm XOpoLLO MU3BECTHOTO BeCnIaTHOro NPOrPamMmMHOro
obecneyeHuns, BMecTe C KOTOPbIM NOCTaBAAETCA LWMMOHCKOE,
MOTYT CNY}KUTb KMEHTbI NTUPUHTOBbIX (P2P) ceTein.
Mporpammbl Spyfalcon n Spy Sheriff (n mHorne apyrue)
OTHOCATCA K 0c0b0oi noaKaTeropmu wnmoHckoro MO.
YTBEPKAAETCA, YTO OHU NpeHasHayveHbl Ansa 60pbbbl co
WNMOHCKMM MO, HO Ha CAaMOM Zie/ie OHU CaMU ABAAKOTCA
TaKOBbIM.

B cnyyae obHapy:KeHua daina, KnaccuduumMpoBaHHOIO Kak
WIMNMOHCKasA Nporpamma, peKomMeHAyeTCs yaaanTb ero, Tak Kak
CKOpee BCero OH COAEPHKUT BPELOHOCHbIN KOA,

6.1.6 NMorteHuuanbHO onacHoe NO

CyLecTByeT MHOKECTBO NPOrpamm, npeaHasHa4YeHHbIX 414
YNPOLLEHNA aMUHUCTPUPOBAHMA CETEBLIX KOMMbIOTEPOB.
OfHAKO 310yMbILIEHHUKM MOTYT UCMOJIb30BaTh UX AN1A
npuymnHenuna spega. MNpunoxexHne ESET NOD32 Antivirus
No3BO/AET BbIABNATbL TaKMe yrposbl.

Kommepueckre 3aKOHHbIe MPUNONKEHUA MOTYT ObiTb
KnaccupuumpoBaHbl Kak noteHumnanbHo onacHoe MO. B sty
KaTeropuio BXOAAT Takne Nporpammbl, Kak cpeacTsa
YOANeHHOTro A0CTyNa, NPUAOKEHUA AN B3/IOMA Naposiel 1
KJ1aBMATypPHbIE LWNNOHBI (MPOrpamMmmbl, 3anucbiBatoLLme
HayKaTuA KNaBWLW Ha KaaBuaType).

Ecnv Takas nporpamma obHapy»KeHa Ha KOMMbOTepe, HO Bbl
He yCTaHaBAMBaNW ee, 0bpaTUTECh K aAMUHUCTPATOPY CETH 3a
KOHCy/IbTaumen nam yganute ee.

6.1.7 MNoTteHumanbHO HexenatenbHoe MO

He Bce NpunoXKeHna, OTHOCALLMECA K MOTEHLMANbHO
HexenaTtenbHomy MO, ABNAIOTCA BPeAOHOCHbIMW, O4HAKO OHM
MOTYT TEM U/IN UHbIM 06Pa30M CHUKATb NPOU3BOAUTENBHOCTD
cuctembl. Takme NpUoXKeHUA 06bIYHO 3anpaLlmMBatoT Npu
yCTaHOBKe corsiacue nonb3osatens. Mocae nux ycTaHOBKM
paboTa cuctembl U3meHseTca. Hanbosnee 3ameTHbI
cnepyolme U3MeHeHus:

® OTKPbIBAIOTCA HOBblE OKHA, KOTOPbIE HE MOABAANUCL PaHee;

® AKTUBMPYHOTCA U BbINOJHAOTCA CKPbITbIE MPOLECCHI;

® MOBbILLAETCA CTeNeHb UCMO/Ib30BaHUA CUCTEMHbIX
pecypcos;

® N3MEHATCA pe3yabTaTbl MOUCKA;

® MPUNONKEHNE NOAKAOYAETCA K YAANEHHbIM CepBepam.
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